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BBEJIEHHUE

VYpoBens pa3Butus IT-TexHONOTHi B HAacTOsAIIEe BpeMsl BBIIBUTAeT psii TpeOOBaHUH Kak K
obecrieyeHnto nH(POPMAIMOHHOI 0e30macHOCTH, BOOOIIE, TaK M K 00bEKTaM 3aIluThl HHPOpMAaLUH,
B YaCTHOCTU. B naHHOM y4eOHOM IOCOOMM OCHOBHOE BHHMAaHHUE YJENAeTCs METOAAM M CPeACTBaM
IIPOrpaMMHO-aINapaTHOM 3aIlUThl MHPOPMALIUU B COBPEMEHHBIX YCIOBUSX.

[Tonr  oObexkTOM  3amUTBl  WHGOPMAIMKM  TOHUMAETCS  KOMIBIOTEpHAs WU
aBTomatm3upoBanHass cuctema (AC). Ilpeamerom 3amuThl B HHUX SBIseTCS WHGOpMAIUA,
MaTepUabHOW  OCHOBOM, JUId  CYIIECTBOBAHUS  KOTOPOM  SBJSIOTCA  JJEKTPOHHBIE U
JIEKTPOMEXaHUYECKHUE YCTPOMCTBA, a TakXe MallMHHble HocutTenu. Hapsny ¢ TepmuHOM
«uHbOpMALHL» TaKKe NPUMEHSAIOT TOHATHE «HH()POPMAIMOHHBIE PECYpChl» — JOKYMEHTHI HU
MacCCHBBI JTOKyMEHTOB, CYILIECTBYIOLIHE OTJCIBHO WIH B COCTaBE MH()OPMAITMOHHBIX CUCTEM.

Cpenu AC  BBIICNAIOT  aBTOMATU3UPOBAHHBIE  MPOM3BOJACTBEHHBIE  CHUCTEMBl U
aBTOMAaTU3MPOBAHHbIE HMH(OPMAIMOHHBIE CUCTEMbl. ABTOMAaTH3UPOBAHHBbIE HH(OPMAIIMOHHbBIE
CUCTEMBI HCIIOJIb3YIOTCS B YIPABICHUM, UCCIEIOBAHUSAX, IPOEKTUPOBAHUU M APYruxX o0JacTsX,
CMBICIT KOTOPBIX 3aKitoyaercss B o0padorke mHpopmanuu. OHHM TakkKe MOIPA3ACISIOTCS HA AL
KJIACCOB B 3aBUCHUMOCTH OT BBINOJIHAEMBIX UMM (YHKIMHA (aBTOMAaTU3MpOBaHHAs CUCTEMa
yIpaBJIEHUs] TpPeNIpUATHEM, aBTOMATH3MpPOBAHHAs CHCTEMa YIPaBJICHUS TEXHOJIOTHMYECKUMU
IpoLeccamMy, aBTOMaTU3MPOBAHHAsL CUCTEMA TEXHOJIOTMYECKON OArOTOBKY IIPOM3BOJICTBA U T.J1.).

ABTOMATH3MPOBAaHHAs CHCTeMa — OTO CHCTEMa, OO0ECIeYHnBaONmas JeATeIbHOCTh
[EepCOHANa, PEeANTU3yoUero HHGOPMALMOHHYI0 TEXHOJOTUIO BBINOJHEHHUS] YCTAHOBJIEHHBIX
(GyHKIMH TOCPECTBOM KOMIUIEKCA CPEACTB aBToMaTu3alui. OHa BKIIIOYaeT B ceOs:

— TEXHUYECKHE CPE/ICTBA BHIYMCIUTEIbHON TEXHUKU U CBSI3H;

— METOAbl MW QIrOpuUTMBl 00pabOTKM HH(OpPMAlMM, pEalM30BAHHBIE B BUJE
POTPaMMHBIX CPEJICTB;

— wuHpopmanuto (¢aiinsl, 6a3bl JaHHBIX) Ha PA3TUYHBIX HOCUTEIX;

— OOCITY>KMBAIOIIUI MEPCOHAN U TOJIb30BaTeNeH, 00beTMHEHHBIX IO OpraHN3aluOHHO-
CTPYKTYpPHOMY, TEMATHYECKOMY, TEXHOJIOTHUECKOMY WJIH JPYTUM IIPU3HAKAM.

B otiinune oT aBTOMaTHYECKUX CHUCTEM, KOTOPbIE BBIITOJIHAIOT CBOM ONEpaLuu 03 ydyacTHs
YesloBeKa, aBTOMATHU3MPOBAHHbIE WH(OPMALMOHHBIE CHUCTEMBl BBINOJIHSIOT ONEpalUl Kak C
MOMOUIBI0 MPOrPAaMMHBIX HJIM TEXHUYECKHX CPEICTB, TaK U C IMOMOILIBIO YeJIOBEKa, MPU 3TOM
OTBOJISl OCHOBHYIO POJIb KOMIIBIOTEPY, KaK IPaBHIIO, BXOZSAIIEMY B COCTaB aBTOMAaTH3UPOBAHHOIO
paGouero Mmecta (APM) corpynuuka. B cBs3u ¢ 3TuUM jgajee B y4eOHOM IOCOOMM TOHSTHE

KOMITBIOTCPHAA CHUCTEMA OTOXAOCCTBIIACTCA (¢ IOHATHUEM AC (aBTOMaTI/ISI/IpOBaHHaSI



nHpOpManMOHHAs CHCTEMa), KOTOpOe II0 OmIpeaeieHut0 sBisiercs Oosee mupokuM. C
KOMIIBIOTEPHOM CHUCTEMOM COOTHOCST: KOMIIBIOTEPBI BCEBO3MOXHBIX KJIACCOB WM HAa3HA4YCHU,
BBIYUCIIUTENIbHBIE KOMIUIEKCHI U CUCTEMBbI, BBIUMCIUTENbHBIE CETH (JIOKAIbHbIC, PETHOHATIBHBIE U
TJI00abHBIE).

OfHMMH U3 OCHOBHBIX HOHATUH TEOpPUM 3alUThl MH(POPMALUHU SABJISAIOTCS MOHATHS
«be3omacHOCTh MH(pOpMAIN» U «0e30IaCHOCTh aBTOMAaTH3UPOBAHHON CUCTEMBIY.

Be3onacHocTh aBTOMATH3MPOBaHHOI cucTteMbl — coctosiHue AC, ompenensioniee
3alIMIIEHHOCTh 00pabaTbiBaeMOil MHGOpMalMM M PECypcoB OT JEHCTBUA OOBEKTUBHBIX U
CYOBEKTUBHBIX, BHEUIHMX M BHYTPEHHHUX, CIy4allHbIX M IpPEJIHAMEPEHHBIX yIpo3, a TaKxKe
cioco6HocTh AC BBINOJHATH MpEANHCcaHHbIe (YHKIUU Oe3 HaHECeHHs HEMpHUEeMIIEMOro yiiepoa
00BeKTaM U cyOBbeKTaM WH(POPMAIIMOHHBIX OTHOIICHUH.

[Ton 6e3omacHocThi0 HHPOpMaIK (MHDOPMALIMOHHON Oe3omacHoCcThi0) B AC moHuMaeTcs
TAaKO€ COCTOSIHUE BceX €€ KOMIIOHEHT, NMPH KOTOpPOM o0ecreuyuBaeTcs 3aluTa MH(popManmuu ot
BO3MOKHBIX yrpo3 Ha TpeOyemoM ypoBHe. MH(popmanmoHHast 6€3011acCHOCTh SIBIISICTCS OJHOW U3
OCHOBHBIX COCTaBISIOIIMX oOecrieueHunst O€30MacHOCTH TOCyIapCTBa, OTPACiH, BEIOMCTBA,
rOCyJJapCTBEHHOI OpraHM3alyy UM YaCTHOH (pUPMBI.

3agaueil MHQOPMAIMOHHONW 0€30MacHOCTH SIBISETCS 3allUuTa KOH(UACHUUAIBHOCTH,
[EJIOCTHOCTH M JAOCTYIMHOCTH JAaHHBIX, C YYETOM IEJIeCO0OpPa3HOCTH MPUMEHEHHS U 0e3 Kakoro-
100 ymepoa Mponu3BOAUTEIHFHOCTH OPTaHU3AIIH.

ITox yrpo3oii 6e3omnacHocTi MH(popMaruu B AC MOHMMAIOT MOTEHIMAILHOE COOBITHE WU
JeicTBUEe, KOTOpOe MOXKET BbI3BaTh H3MeHeHue ¢QyHkiuonupoBanus AC, Hapyaromiee
3alUIIEHHOCTh 00pabaTeiBaeMoil B Heil nHpopmaruu. [loneiTka peanus3anuu yrpo3bl Ha3bIBA€TCs
aTaKkoM, a UCTOYHUK YTPO3bI, TPEAIPUHIMAONINHA TaKYIO IMOTBITKY — 3JI0YMBIIUIEHHUKOM.

PesynpTatom peanusanuu yrpo3 6e3omacHoctH uHpopmanuu B AC MoOXeT ObITh yTeuka
(xormupoBanue) wuHpopMmanuM, ee yrpara (YHUYTOXKEHHE) WIM MCKakeHHe (ToAJenka),
onokupoBanre HHPopmauu. [ToCKOIBKY CI0XKHO 3apaHee ONPEeTUTh BO3MOXKHYIO COBOKYITHOCTb
yrpo3 06€30MacHOCTH MHPOPMALIUU B PE3YNIbTATOB UX PEaM3alri, MOJIETb MOTEHIINAIBHBIX yIpo3
6e3onacHocty uHGopmanuu B AC J10KHA CO3AaBaThCSl COBMECTHO 3aKa3UMKOM (COOCTBEHHUKOM)
AC u pa3pabOTUYUKOM C MPUBJICUYEHHUEM CIEIHATMCTOB MO 3aluTe MH(POpPMAlMU Ha JTane eé
MIPOEKTHPOBAHHUS.

Obecnieuenne nHPopmMamoHHoil Oe3onacHocTH AC SBIISETCS HENPEPHIBHBIM IPOLIECCOM,
[[EJICHANPABICHHO TPOBOAMMBIM Ha BCEX JTalax €€ >KU3HEHHOI'o IHKJIA € KOMIUIEKCHBIM
PUMEHEHHEM BCEX MMEIOIUXCS METO/I0B U CPEJICTB.

WNndopmanionHas 0€301MacHOCTb JIOCTUTACTCS MIPOBEICHHEM PYKOBOJICTBOM
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COOTBETCTBYIOIIETO YPOBHS NOAUMUKU UHPOpMayuorHOU bezonacHocmu. OCHOBHBIM IOKYMEHTOM,
HAa OCHOBE KOTOPOTO TMPOBOJIUTCS TMOJHUTUKA HWHPOPMAIIMOHHON OE30MaCHOCTH, SIBISICTCS
nporpamma uHpopManronHoi Oe3zomacHoctu. [Iporpamma paszpabaTbiBaeTCsi U MPUHUMACTCS Kak
oUIMaNEHBI PYKOBOASIIUN JOKYMEHT BBICIIMMH OpraHaMy YIPaBICHHS BEJIOMCTBOM HIIH
opranuzainyeil. B mporpamme NpHBOISTCS LENH TMOJUTHKH HH(DOPMAIIMOHHOW O€30MacHOCTH,
OCHOBHBIE HAlpaBJICHUS pPeUIeHUs 3a/1a4 3amuThl nHpopmarmu B AC, a Takke coaepkarcs oouue
TpeOOBaHUS U MPUHIUIIBI TOCTPOCHUS CUCTEM 3aIuThl nHpopmammu B AC.

B oOmem ciydae, noiauthka WHGOPMAIMOHHOW OE€30IMaCHOCTH MPEICTABISET COOOH
HEKOTOpBI HA0Op TpeOOBaHHM, MPOIIEANINX COOTBETCTBYIOUIYIO MPOBEPKY, PEATU3YEMbIX TpHU
MOMOIIM OPTaHU3AIMOHHBIX MEp W MNPOrPaMMHO-TEXHUYECKHX CPEICTB, U OIMPEACISIONINX
APXUTEKTYPy CHUCTEMBI 3amuThl. OHa TOJDKHA OXBATHIBATh BCE OCOOCHHOCTH Ipoliecca 00paboTKu
uHpOpMAIIMY, ONPELIss TOBEACHUE CHCTEMbl B Pa3JIMYHBIX CUTyalUsX. Peanusanus MOJIUTUKA
WHPOPMAIIMOHHON 0€30MacHOCTH Il KOHKPETHOW KOMIIBEOTEPHOM CHCTEMBI OCYIIECTBIISICTCS
CpeICTBaMU YIIPABJICHUS MEXaHNU3MaMH 3alUTHI.

CymiecTBytoue MeTolbl U cpeacta 3amutbl nHbopmaruu (C31) MoxHO moapa3aenuTh
Ha YETHIPE OCHOBHBIC TPYIIITHI:

— OpraHu3allMOHHBIC METOBI U CPEACTBA 3aIUTHI HH(pOpMAIHH;

— HHKEHEPHO-TEXHUYECKHE METOJIbI M CPEJICTBA 3alTUTHI HH(POPMAITUH,
— Kpunrorpagu4ecKre METOJIbI U CPEJICTBA 3alIUThl HHPOPMAIUH;

— TpOTrpaMMHO-aNmnapaTHbIC METOJIbI U CPEIICTBA 3aIUTHl HHPOPMAIIUH.

K opranusaniioHHBIM METOJaM ®  CPEACTBaM  3alIUTHl  HMHQPOPMAIIUH  OTHOCSTCS
OpPTraHHU3AIMOHHO-TEXHUYECKUEe W OPTaHHU3AI[MOHHO-TIPABOBBIC MEPOTPUATHS, IPOBOJUMBIC B
nporecce co3nanus u skcruryatanuu AC ans obecrieueHus 3amuTel nHGopmanuu. Ha aTom ypoBHE
3amuUThl  MHGOPMAIMKM PAacCMaTPHUBAIOTCS MEXKIYHAPOJHBIE JTOTOBOPHI, MOJ3aKOHHBIE AaKThI
roCy/lapCcTBa, TOCYNApPCTBCHHBIC CTaHAAPTHI W JIOKAJIBHBIE HOPMATHUBHBIC aKThl KOHKPETHOMN
OpTaHU3aIH.

[Ton unxenepHo-rexHuueckuMu C3U moHmMarT Qusnveckre OObEKTH, MEXaHUYECKHE,
JNEKTPUYECKUE U DJICKTPOHHBIE YCTPONCTBA, JJIEMEHTh KOHCTPYKIMU 3/JaHUN, CpeIcTBa
MOXKAPOTYIIEHUS U APYTHE CPENICTBA, 00ECIICUNBAIONINE KOMITJIEKC MEPOIIPUITUN TTO0 00ECTIEUeHUIO
6e3onacHoctu 3antuiaemMor AC riaaBHBIM 00pa3oM OT (pu3MyecKoro BO3ACHCTBUA. Bakueiei
COCTAaBHOH YacThI0O HMHXKEHEPHO-TEXHUYECKUX CPEACTB 3alUThl MHGOpPMAIUU  SBISIOTCS
TEXHUYECKHE CPEJICTBA OXPaHbl, KOTOPbIE O0pa3yroT MepBbld pyOex 3amuTel AC U SBISIOTCA

HGO6XOJII/IMI)IM, HO HEOOCTATOYHBIM YCJIOBHEM COXPaHCHHA KOHCbI/I,HeHHI/IaJ'IBHOCTI/I 1 OCJIO0CTHOCTH
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nH(pOpManuu Hew.

Kpunrorpadguueckue MeTronbl M CpeACTBa 3alIMTHI HPUMEHSIOTCS s oOecreueHus
KOHCI)HI[CHI_II/IaHBHOCTI/I 1 OCJIIOCTHOCTU I/IHq)OpMaL[I/II/I npu eé XpaHCHUH Ha OTKPBITBIX HOCHUTCIIAX
WIHA TIepeiaddl MO0 OTKPBITHIM KaHAJaM CBSI3U, MOJTBEPXKICHUS IMOJJIMHHOCTU (ayTCHTHU(UKAIINN)
nepeaaBaeMoil MHPOPMAIIUK, 3aIIUThI POTPAMMHOT0 00ECIIEUEHUS U IPYyruX MH(POPMAIMOHHBIX
PECYPCOB OT HECAHKIIMOHUPOBAHHOTO MCIIOIH30BAHMS U KOITUPOBAHUS U T.]I.

[Tporpammuo-anmaparaeie  C3W  coueraror B ceOe cpeAcTBa 3allUThl  JaHHBIX,
(GYHKIMOHHUPYIOUIHE B COCTABE MPOTPaMMHOT0 00ECTICUCHHS, @ TAKIKE DIICKTPOHHBIE M AJICKTPOHHO-
MEXaHUYECKHE YCTPOIMCTBA, BKIIIOYAEMbIC B COCTAB TEXHUYECKUX CPEJICTB KOMITBIOTEPHON CHCTEMBI
Y BBIMOJIHAIOUINE (CAMOCTOSTENIHO MM B KOMILIEKCE C MPOrpaMMHBIM oOecriedyeHneM) (HyHKIUU
obecnieueHus HHOOPMAIMOHHON OE30MACHOCTH.

K mporpammHbIM cpeiacTBaM oOecIieYeHHUs] 3alliuThl WHPOPMALMU OTHOCITCS: CPEICTBA
yIIPaBJICHUS JJOCTYIOM, UICHTH(QHUKAIIMY U ayTCHTH()DUKALINYU M0JIb30BaTEICH, apXUBAlUU JTAHHBIX,
KpUNTOTpaguueCKue CpeiCTBA, aHTUBUPYCHBIEC TPOrPaMMBI, CUCTEMBI ayauTa U T.1. K anmaparHeiM
CpEeICTBAaM — CHELMAJIbHBIE PETUCTPbl JUIsl XPAaHEHUS PEKBU3UTOB 3alllUThl  (TapoJieid,
UACHTUDUIMPYIONMX KOJIOB, TPU(POB WIM YPOBHEH CEKPETHOCTH), YCTPOMCTBA H3MEPCHUs
WH/IMBUYAIBHBIX XapaKTCPUCTUK 4YelloBeKa (OMOMETPUYECKHUX TIPU3HAKOB) C IIENBIO  €ro
UACHTU(DUKAIIMHA, CXEMbl TpEPHIBaHUS Iepenadyd WHGOpMAMKd B JIMHUHM CBS3H C  IIEJIBIO
IIEPUOMYECKON ITPOBEPKHU aJpeca BbIAAYM JAHHBIX U IIP.

Obecniedenue 3amuThl HHOOPMAIMK B aBTOMAaTH3UPOBAHHBIX MH(POPMAIIMOHHBIX CUCTEMAaX
MPOrPaMMHBIMH, aNMapaTHBIMH U MPOrPaMMHO-AIMapaTHEIMU METOJAMU U SIBJSIETCS MPEeIMETOM
pPAacCMOTpPEHHSI ~ HACTOSIIIETO0  Y4eOHOro  MocoOusi,  KOTOpOe€  TpPEACTaBiseT  coOoi
CTPYKTYPUPOBAaHHYIO TOJOOPKY MaTepHajioB MO HaumOojee aKTyaJbHbIM CpPEACTBAM U METOJam

3alllUThI HH(bOpMaHHH Ha MOMCHT €TI0 U3JaHus.

11



1 IPOT'PAMMHO-AIIITAPATHBIE CPEJICTBA
YIIPABJIEHUSA JOCTYIIOM

1.1 Mopenu ynpaBjieHHs1 JOCTYIIOM

OcHoBHYIO poib B MeToe (popmalibHOIl pa3pabOTKK CHUCTEMBI MIpaeT TaK Ha3blBaeMas
MoOenb bezonacHocmu, TaKXKe HMEHyemas KaK Mooelb ynpasieHusi OOCMYNoM WIW MOJENb
nonuTUKH OezomacHocTU. Llenpio 3TOM MOAenH SBISIETCS BbIpAXEHHUE CYTH TpeOOBaHUI 1O
0€30IaCHOCTH K JIaHHOW CHCTEME, OIpeesieHIe MOTOKOB MH(pOPMAIIUH, Pa3pelIeHHBIX B CUCTEME,
Y TIPaBUJI YIIPABJICHUS JOCTYIIOM K HEH.

Mosenb 1o3BOISIET MPOBECTH aHAJIN3 CBOMCTB CUCTEMbI, HO HE HAKJIaJbIBAET OIpaHUYCHUN
Ha pealM3aluio TeX WM MHBIX MEXaHM3MOB 3alluThl. Tak kak oHa sBIsSETCS (OopMalibHOM, BO3-
MO>KHO OCYILIECTBUTH J0KA3aTEIbCTBO PA3JIMYHBIX CBONCTB 0€30MMaCHOCTH CUCTEMBI.

be3onacHocts 00paboTku uHGoOpManuu oOecreurMBaeTCs IyTeM peUIeHHs 3aJadd
yIpaBJICHUS JOCTYNOM CyOBEKTOB K OOBEKTaM B COOTBETCTBHH C 33JaHHBIM HAOOpOM MpPaBUI U
OrpaHUYEHU, KOTOpPbIE 00Pa3yIOT MOJUTHKY O€30I1aCHOCTH.

CornacHO PYKOBOJAILIEMY JOKYMEHTY «3alura OT HECaHKIMOHUPOBAHHOTO JOCTyNa K
uHdopMarmu. TepMUHBI U ompeaeacHus» [22], mpuBeeM OCHOBHBIC MOHSTHS, MPUMCHSIEMbIC B
MOJIETISIX pa3rpaHuyeHHs] JOCTYTA.

HHocmyn x ungopmayuu — o3HaKomIieHHE ¢ WHPOpMaiuel, ee oOpaboTKa, B YaCTHOCTH,
KOIMPOBaHUE, MOAU(UKALIMS WIM YHUUTOKEHNE NHPOPMAIUH.

Ilpasuna pazepanuuenus oocmyna — COBOKYIMHOCTb IPaBHJI, PETVIAMEHTHUPYIOIIMX IpaBa
J0CTyna cyOBbeKTOB JOCTYyINa K 00bEKTaM JI0CTYTIA.

Obvexm docmyna — eIUHNALIA WH(OPMALIMOHHOTO pecypca aBTOMAaTU3UPOBAHHOW CHCTEMBI,
JIOCTYTI K KOTOPOHM periiaMeHTHUPYETCsl MpaBUJlaMU pa3rpaHuueHus aoctymna. Jlaigee nmoa oObeKToM
noctyna Oy/ieM MOHUMAaTh pPa3udHble KOHTeHHEphl ¢ HHpOpMaLuei.

Cybvexm Oocmyna — IWMIO WIA TPOLECC, NEHCTBUS KOTOPOTO pPerIaMeHTHPYIOTCS
MpaBuUjiaMd  pasrpaHudeHus jgoctyna. Jlamee moja cyObekTOoM JocTyma OyaeM TOHHMAaTh
10JIb30BaTeNs (MM IpOoLeCcC, NEHCTBYIONUI OT €r0 KMEHH), BBIIOJHSIOIIETO Pa3INiHbIe Olepaluu
HaJ 00BEKTaMM J0CTYIIA.

Hecanxyuonupogannwiii. docmyn k ungopmayuu (HCJ]) — poctyn k wuHbopmamnmu,
HapylIalOIIMKA TpaBUjia pa3rpaHUYEHHUs] JOCTyla C MCIOJIb30BaHUEM INTAaTHBIX CPEACTB,
MIPEIOCTABIIIEMBIX CpelicTBaMu BeruuciuteabHoi Texuuku (CBT) nmn AC.

Ha MPAaKTUKC BBIACIAOT TPU OCHOBHBIC MOICIHU YIIPABJICHUA OOCTYIIOM K 00BEKTaM:
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MaHJAaTHYIO, TUCKPELUOHHYIO U POJIEBYIO.

ManaaTHass Mojedb YNpaBJdeHUs] AOCTYNOM. ManOamnoe ynpasienue 00CMYNom
(mandatory access control), Ha3piBaeMoOe TakXKe IOJHOMOYHBIM pa3rpaHHYCHHUEM JIOCTYIIA,
OCHOBAaHO Ha HA3HAYEHUM METKH KOH(PHUIECHIUAIBHOCTH Il WHQpOpMAIMH, COAepKalleiics B
o0beKTax, W BbIJaYe O(GHUIMATBHBIX pa3pelIeHuid (Jomycka) cyObeKTamM Ha oOpalieHue K
MH(pOPMALIUU TAKOTO YPOBHS KOH(PHUICHINATHHOCTH.

Cornacno tpebOoBanusaM DenepaabHON CIYKOBI 1O TEXHHYECKOMY U DKCIOPTHOMY
KOHTpOJ'IIOl (®CTOK Poccumn) MaHaaTHOE YNPaBICHUE JOCTYIIOM SIBISIOTCS KIIFOYEBBIM OTIIHYUEM
cucteM 3anuthl ['ocynapcrBennoi Talinbl PO crapmmx kiaccoB 1B u 1b or mnagmmx kiaccoB
3alIUTHBIX CHCTEM Ha KJIACCHYECKOM pa3AeieHUH IPaB Mo MaTpHUIle JOCTyMa (CM. faee).

B cooTBercTBHM ¢ TPHHIMIIOM MaHAATHOTO YIPABICHHS TOCTYIOM, KaXKIOMY OOBEKTY
MOKHO MPHUCBOUTH METKY KOH(HACHLIUATHHOCTH, IJI1 YYETHON 3alKCcH MOJIb30BaTeNs (CyObeKTa)
Tak)XKe Ha3Ha4yaeTcs YPOBEHb KOH(UIEHIINAIbHOCTH, KOTOPBIH onpe/enseT 00beKThl, K KOTOPHIM OH
MOJKET UMETh JTOCTYII.

Hanpumep, B cucreme 3ammrtel Dallas Lock 8.0 meTkn KOH(UICHIMAIBHOCTH HMEIOT
Homepa ot 0 10 7 — yem OoJbllie HOMEP, TEM BhIIlIe YPOBEHb KOH(UIeHIIMAIBHOCTH. [[71s1 y1o0cTBa
paboThl, Ha MpaKTUKE METKaM KOH(HUIEHIUAIbHOCTH MPUCBAUBAIOT CHUMBOJUYECKHE HMMEHA,
HaInpuMep:

0 — OTKpBITHIC JAHHBIE;

1 — KoHduneHnuaabHbIE TaHHbBIC;

2 — IlepcoHanbHbIC JaHHBIE;

3 — CekpeTHbIE TaHHbIE;

4 — CoBepIIeHHO CEKPETHO U T.]I.

ManpnatHas  MoJenb — yOpaBlIeHUS  JIOCTYIIOM  SBISETCS  OCHOBOM  pealu3aiuu
pasrpaHUYUTENFHON TOJUTHKH JOCTyMa K pecypcaMm MpU 3aliuTe WH(pOpMalnuu OrpaHUuYeHHOTO
noctyna. Camoe BakHOE €€ JOCTOMHCTBO 3aKIIOYAeTCsl B TOM, YTO MOJH30BATEIh HE MOXKET
MOJTHOCTBIO YTPABISATH JOCTYIIOM K pecypcaM, KoTopsle oH co3maér. [lommTthka GezomacHOCTH
CUCTEMBI, YCTAHOBJICHHas aJMHUHUCTPATOPOM, IMIOJHOCTHIO OMpeIeNseT IOCTyl, U OOBIYHO
MOJIb30BATENI0 HE pa3pellaeTcsl yCTaHaBIMBAaTh Oojiee CBOOOJHBIN JIOCTYH K €ro pecypcam, uem
TOT, KOTOPBI YCTAaHOBJICH a]MHHHACTPATOPOM TOJIH30BATEIIO.

Knaccndeckoit Mozienbi0 KOHTPOJIST U YIPABJICHUS JTOCTYIIOM, OCHOBAHHOW Ha MaHIATHOMN

MOJIeNH, SBIsieTCS MoOenv benna-Jlanadynel, onucanHas B 1975 rogy coTpyIHUKaMu KOMIaHHU

' Jlo 2004 roma — I ocylapcTBEHHas TexHMYeckas Kkomuccuss mpu Ilpesunente Poccuiickoit ®Denepanuu

(Tocrexxomuccust Poccu).
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MITRE Corporation (CIIA) [I»Bumom bemnom u Jleonapmom Jlamamymnoit. B mganHOW Momenu
AHAJTM3UPYIOTCS YCJIOBHUS, TIPU KOTOPBIX HEBO3MOXKHO CO3/IaHUE HWH(OPMAIMOHHBIX MOTOKOB OT
CyOBEKTOB ¢ 00JIee BBICOKUM YPOBHEM JOCTYIIA K CyObEKTaM ¢ 00jiee HU3KUM YPOBHEM JIOCTYTIA.

B monenu bemna-Jlanamynbl kakaoMy OOBEKTY M CYOBEKTY CHCTEMbl Ha3HA4aeTCs CBOM
YPOBEHb JOCTYIA, BCE BOBMOXKHBIC YPOBHU JIOCTYIIa CHCTEMbI YE€TKO ONPEACICHBI U YIOPSI0YCHBI
10 BO3PACTaHHUIO CEKPETHOCTH. [Ipr 3TOM JACHUCTBYIOT JIBa OCHOBHBIX MpaBuia (puc. 1.1).

1. Tlonmp30oBaTenh MOMKET YHUTATh TOIBKO OOBEKTHI C yPOBHEM JOMYCKAa HE BHINIE €ro
COOCTBEHHOTO.

2. [Tonp30BaTe b MOKET H3MEHSThH TOJBKO T€ OOBEKTHI, YPOBEHB JONYCKa KOTOPBIX HE HIKE

ero coOCTBEHHOTO.

3anuce
CyOBEeKT ¢ BEICOKUM OOBEKT ¢ BEICOKUM
YPOBHEM JIOCTYIIa umeHue YPOBHEM CEKPETHOCTH
A A
3anuce umenue 3anuce umenue
\ Y
3anuce
OOBEKT ¢ HU3KHM CyOBeKT ¢ HU3KHM
YPOBHEM CEKPETHOCTH umenue YPOBHEM JOCTYIIa

Puc. 1.1 — OTHOIIEHUS MeX 1y 00BEKTaMH U CYObEKTaMH C PA3IMYHBIM YPOBHEM JOCTYIA B

Mozaenu benna-Jlanamybl.

Llens nepBoro mpasusia sBASETCS 04€BUAHOW. CMBICT BTOPOIO MPaBUIIa 3aKI0YAETCS B TOM,
9TOOBl BOCIIPEMSITCTBOBATh TMOJB30BATENI0 C BBICOKMM YPOBHEM JOCTYIa, CIy4ailHO WU
YMBILUIEHHO, PACKPBITh U3BECTHYIO €MY CEKPETHYIO HH(OPMALIUIO.

Mogens bemna-Jlanagynbl cTana nepBoil 3HAYUTEIHHOM MOJIETBIO MIOJTUTUKHA O€30MMaCHOCTH,
MIPUMEHUMOH /I KOMIBIOTEPHBIX CUCTEM. Moienh TOTHOCThIO (popMann3oBaHa, HO Ha MPAKTUKE
MPAKTUYECKU HE HCIONb3YETCS «B YUCTOM BHUAE», a JIOMOJIHAETCS 3JEMEHTaMU JAPYTHUX MOJENen
JOCTYIIA, MOCKOJBKY BBI3BIBAET MOAYac psia mpoTtuBopeunii. Hanpumep, B MOJENIM UTHOPHUPYETCS
npoOieMa W3MEHEHUs KIacCHU(UKAIMU: TPEANOoNIaraeTcs, YTO BCE CBEACHUS OTHOCSTCS K
COOTBETCTBYIOIIEMY YPOBHIO CEKPETHOCTH, KOTOPBIM OCTaeTCS HEU3MEHHBIM, OJHAKO, OBIBAIOT

ClIydyau, Korjga IIOJIb30BaTCIIM JOJIKHBI paGOTaTL C HaHHBIMHU, KOTOPBIC OHU HEC HMCIOT IIpaBa
14



YBUJIETb.

JluCKpenuOHHAs MO/eJIb YIIPAaBJIEHUs J0CTYNOM. /[ucKkpeyuornoe ynpasieHue 00Cnynom
(discretionary access control), Taxke uMeHyeMoe H30MpPATEIbHBIM MM Pa3rPaHHYUTEILHBIM
yIpaBlIeHUEM JOCTyIa, o0ecreurMBaeT OOCTYN K 3allUIlaeMbiM OOBEKTaM B COOTBETCTBHH CO
CIHUCKaMU MOJb30BaTeliel (CyObEeKTOB), COMIACHO COAEPKUMBIM KOTOPBIX BBIUMCISIOTCS MpaBa Ha
JOCTYI K OOBEKTY ISl KaXKIOTO MOJIb30BaTeIs.

B nmanHO#l Momenmu IS KaXIOro OOBEKTa CYIIECTBYET CYOBEKT-BIajemel], KOTOpPBIH
o0jazaeT Ha HEro IMOJHBIMU IPaBaMH M MOKET JeJIETMpOBaTh 4YacThb MpaB JIPYTUM CyOBEKTaM,
ONpEIEINB Pa3peIICHHbIE ONIEPALMH T0CTYNA, K KOTOPBIM OTHOCSITCS: YTEHUE, 3aIIUCh, BBHIIIOJIHEHHUE
(mns mporpamm) u mp. Takum oOpa3om, yIpaBI€HHE JOCTYIIOM OCYIIECTBISICTCS MYyTEM SIBHOMN
BBIJIaYU TOJIHOMOYHMI Ha MPOBEJCHHUE JCUCTBUN C KaXKIbIM M3 OOBEKTOB CUCTEMBI — JIJISI KaXKIOM
napbl CyObeKT-00bEKT YCTaHABIMBAETCS HAOOP pa3pelIeHHbIX OMepaluil 10CcTymna.

OaHuM U3 crocoOOB peanu3alii TaKoW MOJENU SBISETCS 3aJaHue Mampuysl 00Cmynd, B
KOTOpPOH ONpEIeNeHbl TMpaBa J0CTylma CYOBEKTOB CHUCTEMBI K o0OBbekTaM. CTpPOKH MAaTpHIIBI
COOTBETCTBYIOT CyOBEKTaM, a CTOJIONBI — oObekTaM. Kaxmasi sueiika MaTpuIlbl COJIEPKUT HAOOp
paB, KOTOPbIE COOTBETCTBYIOIINI CYOBEKT UMEET MO OTHOILICHHIO K COOTBETCTBYIOIIEMY OOBEKTY.

[Tpumep MaTpulibl TOCTyIA MpeCcTaBlieH Ha puc. 1.2.

e I~ B T T A I O
z, z, z, z, < <
= = = = = =
% % ” ” 2 2
%] %] %] %] -] -]
2 2 2 2 2 2
© © © © © ©
o o o o =) =)
Cyo0bexT Nel I1 I1 IT
CyobexTt No2 IT IT I1
Cyo0bexTt Ne3 4 4 4 I1 q IT
CyobexT Ned | | 4 IT q q
Cyo0bekT NS I1 I1 I1 I1 IT
CyobekT Neb IT IT IT I1
Cyo0bexTt Ne7 I1 I1 IT
CyobexT Ne§ IT IT IT IT I1
CyobexT Ne9 IT I1 I1 IT
CyobekT Nel( IT IT I1

Puc. 1.2 — Ilpumep MaTpHIlbl 10CTYIIA, T BBEACHBI CIEAYIOIINE 0003HAYSHUS:
IT — monubIit noctyn, Y — TOABKO YTEHHUE, TPOOEN — 3aKPBITH AOCTYII.
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JIMCKpEeMOHHBIN MOAXO0M, B CPABHEHWU C MaHJATHBIM, MO3BOJISIET CO3/IaTh ropa3fo Ooisee
ruOKyI0 cxemMy 0€30IacHOCTH, HO MPH 3TOM OH M ropasio 0oJiee CIOXKeH B a/IMUHUCTpUpOoBaHUH. C
MIPOrPaMMHOM TOYKH 3PEHHS €ro peaju3alius MpocTa, HO IMPH JOCTATOYHO OOJIBIIIOM KOJIHYECTBE
00BEKTOB M CYOBEKTOB CHCTEMa CTAaHOBHUTCS INMPAKTHYECKH HeynpaBisemon. s pemenust 3Tou
poOJIeMBI IPUMEHSIETCS, HampuMep, 00beIUHEHUE IOJIb30BAaTEICH B TPYIIEI, MOCIE Yero mpasa
pa3garoTcs TPpyIaM MoJb30BaTeNeH, a He KaXKIOMY CyOBEKTY B OTICIHHOCTH.

OnHO#l W3 YSA3BUMOCTEH TUCKPEIIMOHHOW MOJENIU SIBISETCS TO, YTO CYOBEKT, KOTOPBII
MMeEeT IPaBO Ha YTeHHE WH(OpMaIu, MOXKET, 0e3 YBEJOMIICHHS BJIaJieblla O0BEKTa, CIIyJaitHO
WU TMpeIHaMEpPEHHO IepenaTh €€ HeaBTOPU30BaHHBIM MOJb30BaTessiM. KpoMe Toro, He BO Bcex
KOMITBIOTEPHBIX CHUCTEMaX KaXKJIOMY OOBEKTY MOKHO HAa3HAYUTh BIaJeblla (BO MHOTHUX CITydasx
JaHHBIE TIPUHAIIEKAT HE OT/IEIbHBIM CyOBEKTaM, a BCel CUCTEME).

PosieBasi MojieJib ynpaBJieHHs IOCTYNIOM. Ynpasienue oocmynom na ocHoge poneil (role
based access control), Tak Ha3pIiBaeMasi poJieBas MOJIC/b, KOHTPOJIHMPYET JOCTYI CYOBEKTOB K
o0BEKTaM HAa OCHOBE THIIOB HX aKTUBHOCTEH B cucteme — posieid. [lom ponvio moHmmaercs
COBOKYITHOCTb JICHCTBUN W 00SI3aHHOCTEH, CBS3aHHBIX C OIpPEJEICHHBIM BUIOM JEATEIHHOCTH
cyObekTa (aAMUHUCTpaTOp 06a3 JaHHBIX, CEKpPeTaph, HAYAIBHUK OTAeNa U T.1.).

B nmanHO# Momenu ¢ KaXIbIM OOBEKTOM COIOCTaBIICH HAOOp pa3pelICHHBIX OIeparui
JOCTYyTIA JUIsl KKI0M poiu (a He AJis KaXJIOro IMojib3oBaress). B cBowo ouepenb, KaxaOMy IMOJIb-
30BaTEIII0 COMOCTABJICHBI POJIM, KOTOPBIE OH MOJKET BBINOJHATh. B HEKOTOpBIX CHCTEMax IOJb-
30BaTeNIl0 pa3peniaeTcsl BBINONHATE HECKOJIBKO poJjied ogHoBpemMeHHo. K mpumepy, poiib
«CEKpeTapb» MOXKET BKJIIOYaTh B CEOS POJIb «PETUCTPATOP» M, TUIFOC K TOMY, €Ile HECKOJIbKO
JOTIOTHUTEIBHBIX orepanuid. [ Toro 4ToObl MHOXECTBA ONEpallUii, CBA3aHHBIX C Pa3IMYHBIMHU
pOJISIMH, HE IMEpPECEeKalNCh, BBOJUTCS HEepapXUuecKas 3aBUCUMOCTb MEXAY POJsIMU. Takxke ecTb
OrpaHUYEHUE Ha OJHY WM HECKOJIbKO HE MPOTUBOpEYAIIUX APYT APYTY pPoJiel B KaXKIbIii MOMEHT
BPEMEHU.

Takum oOpa3zoM, poJieBasi MOJIETh KOHTPOJISI JOCTYIIOM SIBISIETCS Pa3BUTHUEM TMOJIUTHKU
JUCKPELIMOHHOTO YIPAaBJIEHUSI TOCTYIIOM, HO HE SIBJIAETCS €€ YaCTHBIM ciiydaeM. B nanHoi Mozenu,
B OTJIMYME OT JUCKPEIMOHHOH, y OOBEKTOB OTCYTCTBYIOT OIpeAeNieHHbIe XO035€Ba — BCA
nH(popMaIus paclieHUBACTCs KaK MpHHAJIekKAIas OpraHW3alii, BIAACIONIEH CHCTEMOH, M, KaK
CJIEJICTBHE, TTOJIH30BATEII0 HEBO3MOXKHO JICIETHPOBAThH MpaBa HAa KaKOW-TO OMPEEICHHBI 00BEKT.
JIOCTOMHCTBOM pOJIEBOM MOJENU SABIISIETCS YOPOUIEHUE Mpollecca aAMUHUCTPUPOBAHUS: OTMHAAAET
HEO0OXOIMMOCTh TIPOMUCHIBATH pa3peIleHus] Ui KaKIOW Tapbl 0O0BEKT-CYOBEKT, BMECTO YEro

3aJIal0TCS pa3pelieHus i nap 00bEeKT-pOoJib U OMPEENIIIOTCS POIM KaKJ0ro mojb3oBarens. Poib
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MOJIh30BaTEIsl B CHCTEME OO0JIajaeT MHUHUMAJIbHBIMH TPUBHICTHSMH, HEOOXOJWMBIMU JIs
BBITIOTHEHUST TPeOyeMbIX 3ajad, W 3alpeliaeT APYrHe MOJTHOMOYHMS, YTO HE MO3BOJSET 000TH
MOJUTHUKY 0€30IaCHOCTH CHCTEMBI.

C moMOIIBIO POJIEBOM MOJENIH YIPABICHUS JOCTYIIOM MOTYT OBITh CMOJEIHUPOBAHBI KaK
JUCKPEIIMOHHBIE U MaHJaTHBIE CUCTEMBI YIPaBJICHUS JOCTYNoM. Moelb IMHMPOKO HCIOJIb3yeTCs
JUIS  yTIPaBJICHHUS TOJIb30BATEIbCKUMHU TPUBUIICTUSMU B TIpeleliaX eAWHOW CHCTEMbl WIH
npuiokeHus. CIUCOK TakKWX CHCTeM BKIouyaeT B cebsi: Microsoft Active Directory, SELinux,
FreeBSD, Solaris, CYB/] Oracle, PostgreSQL 8.1, SAP R/3, Lotus Notes u ap.

Cucrembl pasrpaHudeHusi goctyna. KoHKpeTHOE BOIUIONMIEHHWE MOJICTH pa3rpaHUYCHHS
JIOCTYyIa HAXOMAT B CUCTEMaxX pasrpaHudeHus nocrymna. Cucmema pazepanudenus 00Cmynda — 3TO
COBOKYITHOCTB pealii3yeMbIX npaBuil pasrpannuenus gocrymna B8 CBT wim AC [22].

Cucrema pasrpaHuueHus AOCTyNa K HHOpPMALMM COACPKHUT YeThIpe (PYHKIIMOHAIbHBIX
Omoka: OJIOK MASCHTH(PHUKAUU U ayTeHTHU(PUKALUU CyOBEKTOB JOCTYIA, AUCIETYEp N0CTyMHa, OJI0K
KpUNTOTpaguuecKoro npeodpazoBanus HHGOPMAINK PU €€ XPAaHEHUH U Tiepeade, OJI0K OYUCTKU
MTaMSITH.

MHorue cucTeMbl pasrpaHMuYeHUsi AOCTyNa 0a3upyOTCs HAa KOHUEHIMHM JUCIeTYepa J10c-
Tyma, HEOOXOAMMOCTh  MCIOJIb30BaHUS ~ KOTOPOrO  BO3HUKAET  INPUMEHHUTEIBHO K
MHOTOTIONTE30BATEIIbCKIM KOMITBIOTEPHBIM CUCTeMaM. /[Jucnemuep docmyna peau3yercs B BHJIC
anmapaTHO-IPOrPAMMHBIX MEXaHHU3MOB, BBICTYIIA€T IMOCPETHUKOM IIPH BCEX OOpalleHUsX
CyOBEKTOB K 00bEKTaM, U 00ecrieunBaeT HeOOXOUMYIO MEXAY HUMHU TUCIUILUIMHY pa3rpaHuueHUs

J0CTyMa, B TOM YHCIIE K allapaTHbIM 0JI0KaM, y3iaM, yctpoictBam (puc. 1.3).

baza nmanHbIx
3aIIHUTEI

CyObekT Hucneruaep OObekT
JIOCTyna JocTyna JocTyna

A

CHCcTeMHBIN
KYpHAIT

Puc. 1.3 — CymHOCTh KOHIICTIIINY AUCTIETYEpa JOCTYTIA.
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Jlucnerdep OOCTyHa HCHONB3yeT 0a3y NaHHBIX 3allUTHl, B KOTOPOW XpaHATCS MpaBHIIa
pasrpaHMUYCHHsI JOCTYIAa Ha OCHOBAaHHH KOTOPBIX OH pa3peliact, MO0 3ampemiaeT CyoObekTy JOCTYII
K 00BEKTY, a Takke (PUKCUPYET HH(POPMAIIHIO O MOTMBITKE JIOCTYIa B CHCTEMHOM JKypHAJIe.

OCHOBHBIMH Tpe6OBaHI/IHMI/I K p€ajin3anun JUCIIETYCpa J0CTYyIIa ABJIAIOTCA:

TpeOOBaHUE IMOJHOTHI KOHTPOJIUPYEMBIX OIEpaIfii, COrJIACHO KOTOPOMY IPOBEPKE
JOJKHBI TIO/IBEpraThbcsl BCE OINEpaluu BceX CyOBEKTOB HaJ BCEMH OOBEKTaMU
cuctembl. O0OX0J1 AUCIIETYEPA IIPEAIIONATAETCS HEBO3MOKHBIM;
— TpeOoBaHUE U30JUPOBAHHOCTH, T.€. 3AIIUUICHHOCTH TUCIETYEpa OT BO3MOKHBIX U3-
MEHEHUH CyOBeKTaMHM JIOCTyma C IeNbI0 BIMSHUS Ha TPOLECC  €ro
(GyHKIIMOHUPOBAHUS;
— TpeboBanue popMantbHOI MPOBEPKHU MPABHILHOCTH (PYHKIIMOHUPOBAHMS,
— MHHHMHU3ALHMS UCTIOJIb3YEMBIX AUCIIETYEPOM PECYpPCOB.

[lon 6azoti Oannbix 3auumel TOHUMAIOT 0a3y JAHHBIX, XPAHSIIYIO HH(OPMAIHIO O MpaBax
J0CTyMa CyObEKTOB CUCTEMBI K 00BEKTaM U APYruM cyObekTaMm. baza qaHHBIX 3alIUTHI CTPOUTCS HA
OCHOBE CMHCKa MOJTHOMOYHNA U XapaKTePUCTUK JIOCTYTIA.

Kpome mnpennamepennbix mnonbsiTok HCJ[ aucnetdep dukcupyeT HapylieHUs MPaBHI
pasrpaHUuCHHS, SIBUBIINXCS CIIEACTBUEM OTKa30B, COOEB anmapaTHBIX U MPOrPAaMMHBIX CPE/ICTB, a
TaK)K€ BbI3BaHHBIX OLIMOKaMH IEPCOHAJA U [10JIb30BATENEH.

B pacnpeneneHHBIX KOMITBIOTEPHBIX CHCTEMax KpunTtorpaduueckas 3aniuta uHGOpMaluu
SBIIETCS €IMHCTBEHHBIM HaAeKHbIM criocobom 3ammuthl oT HCJ. B cpeactBax pasrpanudeHus
JIOCTYTIA JTIOJDKHA OBITh peain3oBaHa (PYyHKIMS OYHUCTKH OTIEPATUBHON MaMsITH U pabouux oOsactei
Ha BHEIIHUX 3allOMHHAIOIIMX YCTPOMCTBaX TIOCJIE 3aBEPIICHUS BBINOJIHEHUS MPOrPaMMBL,
oOpabartbiBarolieil KOH(pUACHIMAIbHBIE 1aHHbIe. [IpyueM ouncTKa JOJDKHA MPOU3BOJUTHCS MyTEM
3allUCH B OCBOOOJMBIIMECS YYacTKH IaMSATH OIpPEIeIEHHON IOCIeOBATEIbHOCTH JIBOUYHBIX
KOJIOB, a HE yAaJieHHeM TOJbKO y4deTHOW wuHpopmanuu o dainax u3 TabIUIl orneparuoHHOU

CHUCTCMBI, KaK 3TO ACJIACTCA NP CTAHAAPTHOM YAAJICHUN eé CpeacTBaMu.

1.2 Tloka3aTe/n 3aLIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOI'O 10CTYyNA
TpeboBanus no Oe3omnacHOCTH MH(GOPMALIMHU, XapaKTEPU3YIOLIUE NMPUMEHSEMbIE CPEJICTBA
3alUThl  MHQOpPMAIMM B  MPOEKTHPYEMbIX HHGOPMAIMOHHBIX CHCTEMAaX, OMNPEIEIIIIOTCS
Pa3NUYHBIMM aKTaMH, PETYIUPYIOIUMH IESITEIbHOCTh 110 00€CIeUeHHIO 3alUThl HHQOpMAIMK OT
YT€UKHM U HECAHKIIMOHHUPOBAHHBIX NEHCTBUH, — TaK HA3bIBAEMBIMU pezyramopamu B 00JIacTu

oOecrieueHrss ”HPOPMAITMOHHON O€30MaCHOCTH.
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B obmeMm ciydae CTpyKTypoOH, ONpENessfoniell MOpsAI0K M KOOPJAMHHPYIOMEH NeUCTBUS
obecrniedyeHrss HEKPUNTOrpadUUECKUMU MeToaMu HH()OPMAIIMOHHOW OE€30MacHOCTH, SBISICTCS
®CTIK Poccun, kpunrorpadpuyecknmu merogamu — dexepanpHas ciyxba 6ezonacnoctu (PCh
Poccun).

®yukimonansHocth C3U ot HCJl nomikHa npeaoTBpamiaTth WIK CyIIECTBEHHO 3aTPYJIHATH
HECaHKLMOHUPOBAHHOE IPOHUKHOBEHUE B 00XO0/] PAaBUJI pa3rpaHUUEHUs JOCTYIIA, PEaIN30BaHHbIX
IITaTHBIMU cpeacTBamiu. [lox wmammusimu cpedcmeamu TOHUMACTCSI COBOKYITHOCTh IPOTPAMMHOT0
U TEXHUYECKOro 00ecrnedyeHUs CpPEJICTB BBIYUCIUTEILHOW TEXHUKH WM aBTOMATU3UPOBAHHBIX
CHCTEM.

B oOmeit Teopum CcUCTEM BBIACHSAIOT MOHATHS cHUCTeMa H 3yeMeHT. llox cucreMoit
IIOHUMAETCS COBOKYITHOCTb B3aMMOCBSI3aHHBIX M B3aUMOJECHCTBYIOLIMX 3JIEMEHTOB. JJIEMEHT —
MpocTeiiias, HelenuMas Ha JaHHOM YPOBHE PaCCMOTPEHHsI, 4acTh cucTeMsl. [Ipu 3ToMm perynsrop
nonaraetr, yto CBT sBusiorcs snemeHTamu, U3 KOTOpbIX crpostcs AC, mosToMmy, HE pelas
NPUKJIAHBIX 3a]ad, OHM HE COJepXKar IMoJb30BaTebckod uHpopMaimu [5]. CoBOKYIHOCTB
tpeboBanuii mo 3ammure CBT m AC, nepeuyeHp Mmokaszareneil 3alMIIEHHOCTH, O00pa3yloT Kidcc
3aUUWEHHOCTU.

Henenne AC Ha COOTBETCTBYIOIIME KIJIACChl C TOYKHM 3pEHUS 3alMThl HH(pOpMauu
HEOOXOMMO C TeNbI0 Pa3paboOTKM M TNPUMEHEHHs OOOCHOBAaHHBIX Mep IO JOCTH)KEHUIO
TpeOyeMOoro ypOBHS 3alIUTHI HH()OPMAIIHH.

Cy1iecTByeT MHOKECTBO HAI[MOHAJIBHBIX U MEXKIYHAPOAHBIX KilaccH(UKAIMil KIaccoB
3amMIIeHHocTH. B Poccum  ponb  HallMOHANBHBIX  OIEHOYHBIX CTAaHAApTOB B  00jacTu
MH(OPMALIMOHHONW  0€30MacHOCTH  BBIMOJHSIOT — PYKOBOASIIME JOKYMEHTBI, BBIIYIEHHBIE
l'ocTrexkomuccuel, W MeToAMYecKHe JAOKyMeHThl, YyTBepxkaeHHble PCTOK, crparernuecku
OpPHEHTUPOBaHHbIE Ha «O0IIMe KPUTEPUH OLEHKH 3alUIIEHHOCTH HH(POPMALIMOHHBIX TEXHOJIOTHIi»
(Common Criteria for Information Technology Security Evaluation) — MexxayHapoaHblii cTaHIApT
10 KOMITBIOTEPHOM 0€301acHOCTH.

Kaaccnpukanmsa C3U mo ypoBHIO KOHTPOJIS OTCYTCTBHSI HeleKJIapHPOBAaHHBIX
Bo3Mo:kHOcTel. [Iporpammuoe oGecneuenne C3U (kak OTEYECTBEHHOIO, TaK M HMMIIOPTHOTO
IIPOU3BOJICTBA) JOJDKHO COOTBETCTBOBATH CBOMM 3asBJICHHBIM XapaKTEPUCTUKAM, a 3HA4YUT HE
ob0nanaTh (QYHKIIMOHAIBHOCTHIO, CIIOCOOCTBYIOIIEH OpraHU3aIlii YCIEIIHBIX aTaK B OTHOIICHUU
3aIUIIaeMbIX 00BEKTOB — HEJEKIapUPOBAHHBIMHU BO3MOXHOCTSAMHU.

Heoexnapuposanuvie 6o3moocnocmu (HIAB) — 3T0 (yHKUIMOHAIBHBIE BO3MOXHOCTH
IPOrpaMMHOT0 O0ECleYeHUsl, He ONUCAHHbIE WJIM HE COOTBETCTBYIOIME OINHCAaHHBIM B

AOKYMCHTAIMU, IIPpHU HUCIIOJB30BAHWMH KOTOPBIX BO3MOXHO HapyHICHUC KOH(bI/I)IeHI_H/IaJ'IBHOCTI/I,
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JIOCTYITHOCTH WJIM TIEJIOCTHOCTH oOpabarbiBaeMoi nHpopmaruu. Peanuzanuerr HB, B yacTHOCTH,
SIBJISIFOTCSL IPOTPAMMHBIE 3aKJIAJIKH.

CoriacHO PYKOBOJSIIEMY JTOKYMEHTY «3alidTa OT HECAaHKIMOHHMPOBAHHOIO JOCTyNa K
napopmanuu  Yacte 1. IIporpammHOe oOecnedeHHE CpEACTB  3alUThl  HUHGOPMAIIHH.
Knaccugukaius o ypoBHIO KOHTPOJIS OTCYTCTBHUS HEICKIAPHPOBAHHBIX BO3MOXHOCTEH» [22]
YCTaHOBJEHO 4 ypoBHS KOHTpousia orcyrcTBus HJIB, Kaxablii U3 KOTOPBIX XapaKTepU3yeTcs

OIpeIeJICHHON MUHIUMAJIbHOW COBOKYITHOCTBIO TpeOoBaHuii (puc. 1.4).

\ \ \

\ \ \
lypoBeHb | 2ypoBeHb | 3 YpOBEHb | 4 ypoBeHb
KOHTpoist |  KoHTpons |  KoHTpons | KOHTPOJIS

\ \ \

Ocodoii CoBepiieHHO
P CekperHo Nudopmanus,

BAYKHOCTH CeKpeTHO He coxepyKaas

CBEJICHUS], OTHECCHHBIE
K rOCyJapCTBEHHOU
TaliHe

WNndopmanus, coneprxarias CBeIeHHs,
OTHECEHHBIE K TOCYJapCTBEHHOM! TaifHe

Hngpopmayus ocpanuuennozo docmyna

Puc. 1.4 — Knaccudukanus mo ypoBHIO KOHTpoIIst Ha otcyTcTBue HJIB

[lepBblii  ypOBeHb KOHTPOJIL (cCaMblii  BBICOKHIA) OCTaTOYEH [UI MPOrPAMMHOIO
o0ecrieYeHus1, UCIOJIb3YeMOro MpH 3ammuTe nHpopManuu ¢ rpudom «ocodoit BAKHOCTH.

Bropoii ypoBeHb KOHTPOJISE JOCTATOUYEH JJISl IPOrPAaMMHOT0 O0ECIeUeHHs], HCIOIb3YEMOTO
IpHU 3a1mTe HHGOpMaIUK ¢ TPUPOM «COBEPIIEHHO CEKPETHOY.

TpeTuii ypoBeHb KOHTpPOJIS JOCTaTOYEH AJIS MPOTrPaMMHOI0 0OecleueHus!, UCI0JIb3yeMOTo
IIpU 3aIIuTe HHPOPMAIUH C TPU(OM «CEKPETHOY.

UYeTBepThlii YpOBEHb KOHTpOJIA (CaMblii HHU3KHI) JOCTaTOYEH Uil MPOrPAMMHOTO
obecreyeHus, UCIOIb3yeMOro MpH 3alluTe KOH(PHIECHIMAIbHONH MH(pOpPMAaLUU, HE cojeprKallei
CBEJICHUH, OTHOCAILUXCA K T'OCYJapCTBEHHOM TailHE.

Jlns mporpaMMHOro o0ecredeHus, UCIOIb3yeMOro MpH 3alluTe NHPOpMaui, OTHECEHHON
K FOCY/1apCTBEHHOMW TaliHe, TOJKEH ObITh 00ecIieYeH YpOBEHb KOHTPOJIS HE HIXKE TPETHETO.

Kanaccnpukanmusa 3aMINEHHOCTH CPEACTB BbIYHMCANTENbHON TexHuku. llon CBT
MOHUMAETCS COBOKYITHOCTh NMPOIPAMMHBIX M TEXHHUECKUX JIEMEHTOB CUCTEM 00paOOTKH JaHHBIX,
CHOCOOHBIX (PYHKIMOHHPOBATh CAMOCTOATEIBHO WJIM B cocTaBe Apyrux cuctem. [lokazaremu
samumieHHocT  CBT  npumeHstoTcss K OOIIECHCTEMHBIM NPOrPaMMHBIM — CPEACTBaAM U

OICpalluOHHBIM CUCTEMAM.
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CornacHO pyKoOBOIAIIEMY HOKYMEHTY «CpencTBa BBIUMCIMTEIBHON TEXHUKHU. 3alluTa OT
HECaHKIIMOHMPOBAHHOTO  jJocTyma K  uH@opmammu. [lokazarenw  3alMIICHHOCTH  OT
HECAaHKIIMOHMPOBAHHOTO JocTynma K wuHpopMamuu» [24] ycranaBiauBaercss 7  KJIAcCOB
samumenHoctd CBT ot HCJI x nuaopManuu: r/ie mepBblii CYMTACTCS CAMbIM BBICOKUM KJIACCOM, a

CGHBMOﬁ — CaMbIM HHU3KHM.

Kitaccsl mozmpasnenstores Ha 4 TpyIIibl, OTIHYAIONIMECs YPOBHEM 3amuThl (puc. 1.5).

prl’ll’lbl KJIACCOB 3AILIIUIIICHHOCTH CPEIACTB BBIYHMCJIUTEIbHON TEXHUKH

I'pynna 4 I'pynna 3 I'pynna 2 I'pynna 1

[ [\

Q Q Q Q Q Q Q
Q Q Q Q Q Q Q
g < < < < < CI_S‘.
2 2 2 2 2 2 2
— N ™ < Lo © M~
Bepudunmposannas ManpaTtHas Juckpenmonnas MuHnumanbHast
3amuTa 3aluTa 3amuTa 3amuTa

Hanpaenenue ycunrenuss mpebosanuii

Puc. 1.5 — I'pynnsl kiaccoB 3amumenHoctu CBT.

[lepBas rpytmna coaepKuT ToJIbKO oauH 7 kinacc. OH ycranaBiauBaercs 11t CBT, k koTopbiM
npeabsaBisUIMch TpeboBanus mno 3ammre or HCJl k uHpoOpManum, HO MpH OLEHKE 3aIUIIEHHOCTh
CBT oka3anach HUXe ypoBHs TpeOoBaHuU 6 Kiacca.

Bropyto rpynmy o6pasyror 6 u 5 Kiaccel 3alIMIIEHHOCTH, M OHa XapaKTepU3yeTcs
HaJIM4YUEM JTUCKPELIUOHHOTIO YIIPABJICHUS JOCTYIIOM.

Tpetpro rpynmy cocTaBistoT 4, 3 U 2 Kiacchl, OTIMYAIOUIMECS peau3aluell MaHJaTHOTO
ynpasineHuss poctynoMm. Ilpu stom st CBT npaHHBIX KJIaccOB NPHUCYTCTBYET MEXaHU3M
JUCKPELIMOHHOTO YIPABJICHUS AOCTYIIOM, TJ€ JIHUCKPEIMOHHBIC IPAaBWJIA CIY’KaT JIONOJHEHHEM
MaHJAaTHBIX.

YerBepTas rpynmna COAEPKUT TOJBKO 1 KJAcC M XapaKTepusyercs BepUPHUIMPOBAHHOU
3alIUTOM, rapaHTHPOBAHHO OOECIIEYMBAIONIUM NEPEXBAT JUCIETYEPOM JOCTYIA BCEX OOparleHuit
CYOBEKTOB JIOCTYIA K O0BEKTaM.

[lepeuensr moxkazateneid mo kiaccam 3amuimieHHOocTH CBT mpuBenen B Tabnume 1.1, B

KOTOpOU BBENEHBI Cienyronre 0003HaYeHUs: «—» — HeT TpeOOBaHUN K JaHHOMY Kjaccy, «+» —
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HOBBIE WM JIONOJHUTENIbHbIE TpeOOBaHUs, «=» — TpeOoBaHUs coBMaAaioT ¢ TpeboBanusamu Kk CBT

MPEabIAYILIETO Kilacca.

Tabnmumna 1.1 — Ilepeuens moka3zareseit o kiaccam 3amuimeHHoctd CBT

Kaacc 3amumeHHOCTH
HanmeHnoBaHue nmoxka3aTeJsi

65|43 |21

JIMCKpeMOHHbBIN MPUHIIMIT KOHTPOJIS JOCTYIa + + + =

ManaaTHbII NPUHIUI KOHTPOJIS IOCTYIa - | -

OuncTKa IaMATu - | +

1
+
1

N3onsuus monynen - | -

+ |+ |+ [+ |+
+
I
I

MapkupoBKa 10KyMEHTOB - | -

3amuTa BBOJIa ¥ BBIBOJIA HA OTUYKIAEMbIN (PU3UUECKUN HOCHTEITh
nHpopmauu

|
|
+
]
]
]

ComnocTrapieHue N0ab30BATENS ¢ YCTPOUCTBOM -

Wnentudukanus u ayTeHTHPUKAIUS +

["apanTiy NpoeKTHUPOBAHUS —

I
+ |+ [+ ]|+
I
I
I

+ |+

Perucrpanus —

B3anmoaeiicTBre M0JIb30BATEIS C KOMILIEKCOM CPEACTB 3aIIUThI - -] =

Haznexxnoe BoccTaHOBIIEHUE _ | -] =

+ |+ [+ ]|+ |+
|
I

HeJ’IOCTHOCTB KOMILJICKCA CPCACTB 3alllUThI — + +

Kontpons Moaupukanuu N R

+ |+
I

KonTtpons nuctpudyuun - - =] =

FapaHTI/II/I APXUTCKTYPhIL — — — — — +

+
+
+
+
1]

TectupoBanue

PYKOBOZ[CTBO JJIA TIOJIB30BaTCIIA

I
+

PYKOBOI[CTBO IO KOMIUJICKCY CPCACTB 3alIUThI

TecToBas nOKyMeHTaIUA

+ |+ [+ |+ ]+

+ |+ |+

+ |+

+ |+

+ |+ |+
I

Konctpykropckas (mpoekTHas) TOKYMEHTAaIHsI

Bri6op knacca 3ammmenHoctd CBT gns AC, co3naBaembix Ha 6ase 3amumieHHbx CBT,
3aBUCHUT OT rpuda cexpetHoctu oOpadaTeiBaeMoit B AC nH(opmanmu, yclioBUN dKCILTyaTalluu U
PacroIOKEeHUsI 00bEKTOB CHCTEMBI.

Kinaccnpukanusi 3alMIIEHHOCTH AaBTOMATH3MPOBAHHBIX cucTeM. HopmarusHo-
METOJIMYECKUM MaTepuaioM npu GOpMyIUpPOBAHUH U peanu3anuu TpebdoBanuii mo 3amurte AC ot
HCJI, ommceiBaromemM TMOpsSAOK M TpaBwia TmpoBeneHus kimaccupukammu AC, sBIsercs
PYKOBOISIINI JTOKYMEHT «ABTOMATH3UPOBAHHBIE CUCTEMBI. 3alllUTa OT HECAHKIIMOHUPOBAHHOTO
nocrtyna Kk uaopmanuu. Kinaccupukamus aBToMaTu3UPOBAHHBIX CUCTEM U TPeOOBaHUS IO 3alIUTE

unpopmanun» [21]. B cooTBercTBUM € 3TUM JOKYMEHTOM YCTaHOBIEHO TPHU TPYMIBI KIACCOB
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samumeHHoctd AC ot HCJI, ornmuarommecs ocooeHHOCTsIMU 00paboTku mHpopmaruu B AC

(puc. 1.6).

ITonp3oBarenn @

ITons3oBarenu

¢

TTonk3oBarenu

€

TTonk3oBarenn

¢

TTonb3oBarenu

ObecnieyeHne pasHbIX NpaB
AocTyna

PaBHbIEe MOJTHOHOMOYHSI PaBHbIEe MOJTHOHOMOYHSI

Wubopmarms pa3HbIX ypoBHEH

Paznblit ypoBeHb

! |
! |
! I
! |
! I
! |
! I
! |
! I
! |
! I
! |
} | OnMHAKOBBIH YPOBEHb
I
I I
I

KOH(pUICHIHATEHOCTH KOHDHIEHIINATBHOCTH HOCUTETEH KOH(HUICHIMATFHOCTH HOCHTENei
- - -
1 rpymma AC 2 rpynna AC 3 rpynna AC
| : || : || : |
(a5 [ ra | [~ J & J [ s [J[ 5 |
Hndopmarns, Wndopmarns, Wndopmarnns, Hndopmanns, Hndopmanns, Hndopmanns,
cozieprKanias He cojieprKamas cojieprKamas He coieprKanias coieprKamas He cozieprKaniast
CBEJICHHS, CBEJICHHS, CBEJICHUS, CBEJICHHS, CBEJICHU, CBEJICHU,
OTHECEHHbIE K OTHECEHHbIE K OTHECEHHBIE K OTHECEHHBIE K OTHECEHHBIE K OTHECEHHBIE K
TOCYJapCTBEHHOI | | TOCYIapCTBEHHOM TOCYJapCTBEHHOM | | TOCYIapCTBEHHON rOCYJapCTBEHHOM | | TocyJapcTBEHHON
TalHe TaiHe Taiine TaiiHe TaiiHe TaiiHe

Puc. 1.6 — Knaccel 3amumennocta AC [5].

[lepBas rpymma cocrout w3 msatu kiaccoB — 1JI, 1T, 1B, 1b, 1A. Ona oxBarbiBaer
MHoromnosnbs3oBareabckue AC, B KOTOpbIX OJHOBPEMEHHO 00pabaThiBaeTCss U  XpaHUTCA
uHbopMalMsa Ppa3HbIX YpOBHeW KOH(UIeHIMaIbHOCTH. lloibp3oBarenn HMEIOT pa3Hble MpaBa
J0CTyTa K UH(pOpMaIHH.

Bropas rpymnmna copepxut kiaccsl 2b n 2A. Ona BkiltouaeT MHoronosib3oBarensckue AC, B
KOTOpBIX IOJIb30BaTEM HMEIOT paBHBIE IOJHOMOYHS JOCTyNa KO BceM HHGOPMalMOHHBIM

pecypcamMm AC. HpI/I O9TOM CaMa I/IH(I)OpMaI_[I/ISI HaxXo4UTCA Ha HOCUTCIIAX PA3JIMYHOIO YPOBHHA

KOH(I)I/IJICHI_II/IaJ'ILHOCTI/I.
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Tperbto rpymmy o6pa3yroT kiaccel 3b u 3A. OHa moapa3zymeBaeT OAHOIOIB30BATEIbCKIE
AC, B KOTOPBIX MOJIb30BaTEIh UMEET JOCTYN KO BCEM HH(DOPMAIMOHHBIM pPECypcaM CHCTEMBI.
YpoBeHb KOH(MUICHINATEHOCTA HOCUTEIICH OJMHAKOBBIN.

Cnenyer otmetuTb, 4tOo Kiaccel 3A, 2A, 1A, 1b u 1B npucBauBatorcs AC,
oOpabaTeiBatoIIMM UHGOPMALIMIO, COJEPKAIIYI0 CBEICHHS, COCTaBISIONIME TOCYAapCTBEHHYIO
TaiiHy (CeKpeTHasi, COBEPIICHHO CEKPETHAsl, 0CO00W BaXKHOCTH).

[lepeuens mokasareneid mo kimaccam 3amuiieHHoctd AC mpuBeneH B Tabnume 1.2, B
KOTOpOI BBEJIEHBI CJeNyIore 0003HAYeHUs: «—» — HET TpeOOBaHUN K JaHHOMY KJaccy, «+» —

ecTb TpeOOBaHUs K JaHHOMY KJIacCy.

Tabmuna 1.2 — Tpebosanust k AC

Kiaccnl 3aliMIIeHHOCTH
3b(3A |26 |2A |1 |1I' |1B |16 | 1A

IloacucremMsl u TpeﬁoBaHI/lﬂ

1. IToncucrema ynpaBjeHusi 10CTYIOM

1.1. UnenTtudukanus, npoBepka NoAJIMHHOCTU U
KOHTPOJIb JIOCTYIa CYObEKTOB:

B CUCTEMY + + + + + + + + +

K TepMuHaniaM, OBM, y3nam cetu DBM,

. - - =+ | =]+ |+ |+ |+
KaHajlaM CBSI3U, BHEIIHUM ycTpoiictBam DBM
K [IpOrpamMMam -] =1+ =]+ |+]|+]|+
K TOMaM, Karajioram, (paiiam, 3aucsM, IoJIsIM
. . ’ ’ — ==+ =+ |+
3anucen
YnpasiieHue noTokaMu HHPOpMauu — |+ | ==+ |+ ]|+

2. [ToapcucTemMa perucTpanuu 1 yyera

2.1. Peructpauus u yuer:

BX0/1a (BBIX0J1a) CyOBEKTOB JA0OCTYMa B (U3)
cuctemy(sl) (y3emd ceTu)

BbI/IaYU MEYaTHBIX (TpaHUuecKux) BBIXOJHBIX

— |+ | =+ =+ |+ ]|+ ]|+
JOKYMEHTOB
3aIycka (3aBeplleHus) MPorpamMm U MPOLIECCOB [ N R U N R IS R B
(3amaHuid, 3a/1a4)
JOCTYTIA POTPaMM CYOBEKTOB JTOCTYIIA K
3aIMIAEMbIM (ailiiam, BKIOYas UX co3ianmeu | | | A I P R R I

yAaJIeHHe, repeaady 1o JUHUSIM U KaHalam
CBSI3U

JIOCTYTIA TIpOrpamMM CyOBEKTOB JIOCTYTIA K
TepMmuHanaM, OBM, y3nam cetu DBM, kananam
CBA3M, BHEIIHUM ycTpoiicTBaM DBM, - - =+ | = |+ |+ |+ |+
porpaMMam, ToMaM, KaTajioram, ainam,
3aIMCSAM, TIOJISIM 3aMucen

M3MEHEHHsI TOJTHOMOUH CyOBEKTOB AOCTYIa — == = = =+ ]+ |+
CO3JIaBaeMbIX 3alIUIIAEMbIX 00BEKTOB JOCTYIIA — | ==+ | = =+ ]|+ |+
2.2. Yyer HOcuTenei nupopmanuu + |+ |+ |+ |+ |+ + |+ ]|+
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2.3. Ounctka (oOHyNeHNE, 00C3TUINBAHNIE)
0CBO0OOXKJaeMbIX 00J1aCTeH OMepaTUBHOM
namsaTid 9BM U BHEIIHUX HAKOMUTEEH

2.4. Curnanuzanus MornbITOK HapyIIEHUS
3aIUThI

3. Kpunrorpaduueckasi noacucrema

3.1. llIndpoBanue KoHPHUIACHITUATBHON
nHpopmaruu

3.2. Iludpoanue nHpopmanuy,
MPUHAJIKAIICH PA3IMIHBIM CyObEKTaM
nocryma (rpymnmnaM cyObeKTOB) Ha pa3HbIX
KITIOYax

3.3. Ucnonb30oBaHue aTTECTOBAHHBIX
(cepTuduIpoBaHHBIX ) KPUNTOTrpahUIECKUX
CPEICTB

4. IMoacucrema odecrne4yeHus LEJIOCTHOCTH

4.1. ObecneyeHne HENOCTHOCTH IPOrPaMMHBIX
cpencTB U 00pabaTbiBaeMoi nHpOpMaIuu

4.2. dusnueckas oxpaHa CpeiCTB
BBIUUCIIUTENILHOW TEXHUKU U HOCUTEIeH
nHpOpMaIn

4.3. Hanuuue agMuHECTpaTOpa (CIIyxObI)
3amuThl nHpopManuu B AC

4.4. Ilepnonnueckoe tectupoBanue C3U HCJI

4.5. Hanmuwme cpencts BocctanoBieHust C3U
HC]]

4.6. Vcionb3oBaHue cepTUPUITUPOBAHHBIX
CPEICTB 3aIUThI

CornacHO pyKOBOJSIIEMY JOKYMEHTY,

HEOOXOIUMBIMHU

NpoBeieHus Kinaccupukanuu KoHkpeTHo AC SBisOTCS:

KOH(UICHIIMATBEHOCTH;

HCXOAHBIMU

NAHHBEIMHA  JUIA

MepeyeHb 3allUIIaeMbIX HHQOpMAMOHHBIX pecypcoB AC U UX YpPOBEHb

— TMEpCUCHb JIML, MMCIOIMUX AOCTYIlI K HITATHBIM CpCACTBaM AC, C YKazaHHuEM HUX

YPOBHS IIOJTHOMOYMI;

— Marpuna JoCTyna HJIn MOJTHOMOYMI Cy'6’beKTOB AOCTYyIIa 110 OTHOMICHHUKO K

3aIuIaeMbpiM HHGOPMAIMOHHBIM pecypcam AC;

—  pexum 00paboTku qaHHBIX B AC (KOJUTEKTUBHBINA WM WHIUBUAYAIbHBIN).

BBI60p knacca AC MPOU3BOJAUTCA 3aKa3uUMKOM MU pa3p360Tq1/11<0M C TPHUBJICYCHUCM

CIICHUaJIMCTOB ITIO 3alllUTC I/IH(bOpMaIII/II/I, JJIs 9ero HCO6XO)II/IM3 cxeMa aHajau3a o0beKTa 3allUThI

nH(pOpMaLIHH.
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[Ipu pazpadotke AC, mpeaHazHauyeHHOM s 0OpaOOTKM WM XpaHeHUs WH(OpMaIuu,
OTHECEHHOW K TOCy/IapCTBEHHON TaifHe, HEOOXOAMMO OPUEHTUPOBATHCS HA KIIACCHI 3AIIUIIICHHOCTH
He Hke 3A, 2A, 1A, 1b, 1B u ucnons3oBats ceprudunupoBanasie CBT:

— He Hmxke 4 kiacca — A knacca 3amumeHaocta AC 1B;
— He Hmxke 3 kiacca — aig kiacca 3amumenHoctd AC 1b;
— He HIXKe 2 Kiacca — it kiacca 3amuineHaocta AC 1A.

ABTOMAaTHU3UPOBAaHHBIE CUCTEMbI, 00palaThIBAIONIME KOMMEPUYECKYIO TaiHy, CUUTAETCs
1enecoo0pa3HeiM OTHOCHTh K kimaccam 3b, 2b wmm nwe Hmwke 1JI. OngHako COOCTBEHHUK
nH(pOpMaLUd MOXET BBIABUHYTH OoJiee jkecTkre TpeOoBaHHS K ee 3ammure, B TakoM ciydae AC
MO3KET ObITh MPUCBOEH 00Jiee BHICOKUI KIlacc.

ABTOMAaTH3WPOBAaHHBIM CHCTEMaM, O00padaTHIBAIOLIUM CIIY)KEOHYI0 TallHY MPHUCBAMBACTCS
knacc 3b, 2b unn ne ke 11°.

ABTOMaTH3UPOBAHHBIE CUCTEMBI, Belylne 00paboTKy MepCOHATBHBIX JaHHBIX, OTHOCATCS K
knaccam 3b, 2b u He Hike 1/1.

[TepecmoTp kiacca 3amuiieHHOCTH AC MPOU3BOJUTCS B TOM CIIy4ae, €CIU MPOHU3OILIO0
U3MECHEHHE XOTs ObI O/IHOTO M3 KPUTEPUEB, HA OCHOBAHUYU KOTOPBIX OH ObLIT yCTaHOBIICH [25].

s TMOBBIIEHUS YPOBHSI 3alIMIIEHHOCTH HMH(OpPMAMK PEKOMEHIYETCS HCIOJIb30BaTh
cepruduImpoBaHHbIC 1O TpeOoBaHUsIM Oe3omacHocTH nHpopMmanuu CBT.

Kaaccndukanusa 3ammmeHHoOCTH HH(OPMaNMOHHBIX cucteMm. OrpeneneHue Kiacca
3alUIIEHHOCTH TOCyJdapcTBeHHbIX HHpopMmanuoHHbiXx cucreM (I'MC) ocymectBisiercss B
coorBercTBUM ¢ mnpukazoMm DPCTIK Poccun «O06 yrBepxkaenun TpeboBaHMil o 3amuTe
uHpOpMalMY, HE COCTaBIAIOIIEH TOCYIapCTBEHHYIO TalHy, cojepiKallelcsi B TOCyJapCTBEHHBIX
nH(popMannoHHbIX cucteMax» oT 11 ¢eBpans 2013 r. Ne 17 u B MmeToauueckoM JokyMeHTe «Mepsl
3alUThl MHQOPMALIMK B FOCYIapCTBEHHBIX MH(POPMAIIMOHHBIX cucTeMax», yTBep:xkaeHHoM OCTOK
Poccun 11.02.2014 1.

YcTraHaBaMBalOTCA TPU Kilacca 3alllMIIEHHOCTH MH(MOPMALMOHHOW CHUCTEMBbI, Iie NEpBBIH
CUMTAETCS] CaMbIM BBICOKMM, TPETUH — cambIM HU3KUM. Kiacc 3amuieHHOCTH MHGOpMaloHHON
cucremsl (nepBbiit kinace K1, Bropoit kinace K2, tperuit kiacc K3) onpenensiercs B 3aBUCUMOCTH OT
ypoBHA 3HaunMocTu MH(popmaimu (Y3), obpabaTsiBaeMoil B 3TOM HH(OPMAIIMOHHON CUCTEME, U
MaciTaba HHPOPMAITMOHHON cUcTeMBI ((peepaiabHbIi, peTHOHANBHBINA, 00bEKTOBBIN).

Knaccudukanus 'MC npuBenena B Tabnure 1.3.
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Ta6muma 1.3 — Knaccuduxanus ['MC

YpoBeHb 3HAYMMOCTH Macmrad nH(pOPMALMOHHOH CHCTEMBI
HHpopMaLnH ®enepaabHbIii PernonabHblii O0BbeKTOBBIil
y31 K1 K1 K1
y32 K1 K2 K2
¥33 K2 K3 K3

YpoBeHb 3HAYUMOCTH HMH(MOPMAIMH ONPEACISETCS CTENEHbI0 BO3MOXKHOTO yiuepOa s
obnazsaTens WHPOpPMAIMK H/MIM OlepaTopa OT HapyHICHUs KOH(PHICHIMAIBHOCTH, HEIOCTHOCTH
WM TIOCTYIHOCTU MHGOpMAIUH.

Nudopmanus umeeT BHICOKHIA ypoBeHb 3HauuMOCTH (Y31), eciau XoTst OblI I OJHOTO W3
CBOWCTB Oe3omacHOCTH uHpopManuu (KOHPUIACHIUATHLHOCTH, IEJIOCTHOCTH, JOCTYITHOCTH)
oIpesiesieHa BbICOKAs CTENEHb yiepoa.

WNudopmanusa umeer cpeaHuii ypoBeHb 3HauuMoctd (Y32), eciau XoTs Obl AJii OJHOTO U3
CBOMCTB Oe3omacHOCTH uHGpopManuu (KOHPHUACHUUATHHOCTH, LEIOCTHOCTH, JOCTYIHOCTH)
olpejesieHa CpellHAs CTENeHb yuiep0a U HET HU OJHOIO CBOMCTBA, JUIsl KOTOPOrO OIpeiesieHa
BBICOKAsl CTEIEHb yIiepoa.

Wndpopmanusg uMmeer HU3KUN ypoBeHb 3Hauumoctu (VY33), ecnum Uil BCEX CBOWCTB
6e3omacHocty WHGpOpMauK (KOH(PHUISHIUAIBHOCTH, UEIOCTHOCTH, NOCTYMHOCTH) OMpPEIEICHbI
HU3KHUE CTETeHH yiiepoa.

[Ipu o00paboTke B UHPOpPMAIMOHHON cucrteMe JBYX U Oonee BUIOB HH(pOpManuu
(cmyxeOHasi TaliHa, HaJOTOBas TailHAa W WHBIE YCTAaHOBJICHHBIE 3aKOHOAATEILCTBOM Poccuiickoi
@enepanyy BUAbBI MHPOPMALMU OTPAHUYEHHOTO JIOCTYNA) YPOBEHb 3HAYMMOCTH HH(pOpMalnuu
OIIpeNIeNIATCS OTAENbHO Ui Kaxaoro Buaa HHGopManuu. MTOroBblii ypoBEHb 3HAUMMOCTH
nH(popmaiuu, odpabarbiBaeMoil B MHPOPMAIIMOHHON CHUCTEME, YCTaHABIMBACTCS MO HAUBBICIIUM
3HAUEHUSIM CTENEHHM BO3MOXKHOIO ymiepOa, OIpeneneHHbIM Uil  KOH(UIEHIMATIbHOCTH,
LIEJIOCTHOCTH, IOCTYITHOCTH MH(MOPMALIUU KaXXKI0TO BUAa HHPOPMALIUH.

Jnis onpezneneHus CTENEHH BO3MOXHOIO yiiep0a OT HapylleHHs KOH(UIEHIHAIbHOCTH,
L[EJOCTHOCTH MJIM JOCTYMHOCTH HH(OpPMalMU MOTYT NPUMEHSATHCS HALMOHAJIbHBIE CTaHAAPThI

W/WIM METOAMYECKHE JOKYMEHTHI, padpaboTanHbie U yrBepxkaeHHbie DCTOK Poccun.

1.3 CpeacTBa 10BepeHHO 3arpy3Ku
I[Ipunuun noBepenHoii 3arpy3ku. OgHum u3 crnocoboB peanuzauuun HCJ sBisercs

MPUMEHEHUE BPEIOHOCHOTO TPOTPAaMMHOTO obecrieueHus, (QYyHKIMOHUPYIOIMIETO Ha YpPOBHE
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BIOS/UEFI. BuenpenHoe B MHKpPONPOrpaMMy, OHO TOJy4aeT MPSIMON JOCTYIl K ammapaTHOMY
00ECTIEYEeHUIO U MOXKET UCIOIb30BATh TEXHOJIOTUIO BUPTYAIU3AIMH JIJIs1 KOMIIPOMETALIUN CUCTEMBI
0e3 BeoMa MOJIb30BATENSI U HE3AMETHO JUISI OTIEPAlMOHHOM cucTeMbl. J[pyrumM criocoboMm siBisieTcs,
HampuMep, 3arpy3ka CUCTEMbl C BHEIIHETO0 HOCHUTEIs 3JI0YMBIIUICHHHKA. B pamkax peanuszanuu
Mep MO YIPAaBICHUIO JIOCTYNIOM IHPEeIyCMOTPEHO oOecreyeHne TaK Ha3bIBaeMOW 008epeHHOU
3aepysku. Pa3pemath JOCTYN TOJIBKO MJIsi aBTOPU30BAaHHBIX I10JIb30BaTelNeil, KOHTPOJIUPOBATH
[EJIOCTHOCTh pa3fesioB U (DailiioB, OCYIIECTBIATH [OBEPEHHYIO 3arpy3Ky — 3ajadya CpeiCTB
JIOBEPEHHOM 3arpy3KHu.

CpencrBo (MoOayJib) /J0BEpPEeHHOM 3arpy3kKm — IIPOrpaMMHO-TEXHUYECKOE CPEACTBO,
KOTOPOE OCYILECTBIIIET OJIOKUPOBAHHE IOMNBITOK HECAaHKIMOHWPOBAHHON 3arpy3Kd HEIITaTHOU
OTIEPALMOHHOM CHUCTEMBI, KOHTPOJb IEIOCTHOCTH CBOEr0 IMPOTPAaMMHOTO OOECHEUEHUS M CPEJbl
GbyHKIIMOHUPOBaHHUS (IIPOTPaMMHOM Cpe/ibl U anmapaTHBIX KOMIIOHEHTOB CPE/ICTB BHIYMCIUTEILHOMN
TEXHHUKH), & TAaKXKE HE MPEMSITCTBYET AOCTYNMY K HH(OPMALMOHHBIM peCypcaM B CIydae YCHEIIHbIX
KOHTPOJISl IIETIOCTHOCTH CBOETO TMPOTPaMMHOrO obecreueHust W cpenbl (QYHKIIMOHUPOBAHHMSA,
MIPOBEPKH MOTMHHOCTH TIOJIB30BATEIIS U 3arpy’KaeMoii OTIepaliOHHON CUCTEMBI.

brnokupoBanue CpeaCcTBOM JOBEPEHHOHM 3arpy3kd IMOJpa3yMeBaeT IMepe3arpysky Hiu
BoiktoueHne CBT, ecnu B TeueHue ONpEeAENCHHOTO BpPEMEHU TOCie BKIIOYCHHS TMUTAHUS
yIpaBiieHUE 3arpy3Koil He OyJeT nepeaaHo Ha CpeCTBO JOBEPEHHON 3arpy3KHu.

B coorBerctBun ¢ Ilpukazom ®CTIK Poccum ot 27 cenrsabps 2013 r. Nell9 Obutu
YTBEPXKICHBI TPEOOBAaHUS K CPEACTBAM JIOBEPEHHOM 3arpy3KH, BKIIIOUarolue o0mme TpeOoBaHUs
K  CpeAcTBaM JIOBEPEHHOM 3arpy3ku M TpeOoBaHMs K (yHKIMSAM O€30MacHOCTH CpEACTB
noBepeHHoi 3arpy3kum [27]. CorilacHo TpeOOBaHWSM YCTAHABIMBAIOTCS TPH THIA CPEICTB
JIOBEPEHHOU 3arpy3KH:

1) cpexacTBa 1OBEpEHHO 3arpy3Ku ypoBHs 0a30Boii cucteMbl BBoaa-BbiBoaa (YB);

2) cpeicTBa JIOBEPEHHOI 3arpy3Ku ypoBHs 1atel pacumpenus (I1P);

3) cpeacTBa JOBEPEHHOI 3arpy3KH ypOBHS 3arpy30uHoii 3anuc (33).

CpencTBa TOBEpEeHHOM 3arpy3ku ypoBHs 0a30BOil cucTeMbl BBOJIa-BbhiBOJAa (ypoBHs BIOS)
MPEJCTABISAIOT COO0ON MHOTOKOMIIOHEHTHBIE MTPOrpaMMHBIE CPEJICTBA, OJAMH U3 MOJYJEH KOTOpPBIX
BCTPAauMBaeTCsd  HEMOCPEACTBEHHO B MHKpOIpOrpaMMy  MaTepuHCKOM  twiatel.  [lis
(GYHKIIMOHUPOBaHMS TakuX cpeAcTB He Tpedyercs ycranoBka miuat PCI/PCI-E, uto cymectBenHo
yopomaeT U yckopset BBoa C3U B 3kcrutyaTanuro.

CpenctBa JTOBEpEHHOM 3arpy3Kd YpOBHsS IIaThl pACIIMPEHHUs BCerJa IMpOrpaMMHO-
anmapatnele. [Ipumep cpeicTBa TOBepeHHON 3arpy3Kd YpOBHS IUIaThl PacIIMPEHUsl MPUBEAEH Ha

puc. 1.7.
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Puc. 1.7 — CpeactBo J0BEpEHHOM 3arpy3ku ypoBHS 11athl pacmuperus («Co0oby).

CpencrtBa JTOBEpPEHHOW 3arpy3Kd YpPOBHsSI 3arpy304HOM 3amucu  OasHpylOTCs Ha
MOJU(UKAIMH 3arPy30YHBIX CEKTOPOB JIOTUYECKUX PA3JIEIOB KECTKUX JUCKOB — UX COAEPKUMOE
mudpyercs, YTO MO3BOJSET CKPBITh HMHPOPMALMIO O JIOTMUECKUX  pa3jenax Ipu
HECaHKLMOHUPOBAaHHOM 3arpy3Ke KOMIIBIOTEPA.

JloBepeHHas 3arpy3ka OTHOCATCSI HE TOJIBKO K (pu3ndeckoMy 00OpYyJOBaHHUIO, HO U K Cpelie
BUPTyalIu3aluu (CEpBEpOB BHUPTYaJU3allMM, BHUPTYAJbHBIX MAIlUH, CEPBEPOB YIPABICHUS
BUpTyaIu3anuen).

JUis osiCHeHU sl IPUHLUIIA JJOBEPEHHOM 3arpy3Ku pacCMOTPUM 3arpy3Ky (pu3nYecKoil cpebl
Ha IpuMepe CLEeHapHs 3arpy3kd KommbloTepa ¢ Mukporporpammoit BIOS. B stom ciyuae
CTaHJApTHAsl NIpPOLEAypa HAYaJIbHOM 3arpy3KH, BbI3bIBacMas I10 OIPENEICHHOMY IPEPBIBAHUIO,
BBIOMPAET YCTPOWCTBO HadalbHOM 3arpy3kd. CHHCOK YCTPOMCTB, KOTOPHIE MOTYT SBISATHCS
3arpy304HBIMHU, XPaHUTCS B DHEPrOHE3aBUCHUMOW IMAMATH KOMIIBIOTEpA, a IOPANOK IPOCMOTpPa
9TOrO CIIMCKA SIBISETCS OJHUM M3 HacTpauBaeMblx napamerpoB BIOS Setup. ITpu BHenpenun B
MPOIIEAYPY 3arpy3Kd BPEAOHOCHOTO MPOTPAaMMHOT0 oOecrnedyeHus: (OyTKUTa) OHO Ha HA4YaJbHOM
JTane cBoeil paboThl 3aMEHSIET OPUTMHANIBHBIN 3arpy3urK U 0)KMJIaeT Mepe3arpy3ku kommnbroTepa. K
e€ OCHOBHBIM 3a/ladyaM OTHOCHTCSI TepeXBaT MpPepbIBaHUs, MPU MOMOIIM KOTOPOro (ailioBbie
KOMITIOHEHTHI ONEPAllMOHHOM CHCTEMBbl CUMTBHIBAIOTCS C AUCKA B aMSTh, YTOOBI MOJAMEHUTD (aiiibl
OTEPAIIMOHHOW CHUCTEMBI HAa CBOM KOMITOHEHTHI [1]. B ciy4ae mpuMeHeHUs CPEICTB JTOBEPCHHOU
3arpy3kd B MOMEHT 3aBEPLICHHsI IPOLEAYP CAMOTECTUPOBAHUSA IPOUCXOIUT CKAaHUPOBAHHUE
obyiacT MoOJyJe paclMpeHuid B MOMCKax JIOMoJHUTeNnbHbIX Moayieid BIOS. B stor mMomeHT
CPEACTBO JOBEPEHHOM 3arpys3ku, mepeornpenenuB Ha ceOs MNpouedaypy HadajdbHOM 3arpysku,
MOJIy4aeT YNpaBJieHUE BHE 3aBHCHMOCTH OT MPUOPUTETHOCTU BBIOOpA 3arpy304YHBIX YCTPOMCTB B
BIOS Setup. IIpu sTOM OTIMYME CPEACTBA TOBEPEHHOMN 3arpy3KH YpPOBHS IUIATHI PACHIUPEHUS OT

cpeacTBa I[OBCpCHHOﬁ 3arpys3Ku ypOBHH 0a30BOM CHCTEMBI BBOAA-BbIBOJA 3aK/JIHOYACTCA B TOM, YTO
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B MEPBOM ClIy4ae 3arpy3udK YyJIOCTOBEPSAETCS MPOrpaMMOM, 3alMCAHHON B HHEPrOHE3aBUCHUMOMU
MaMsTH KOHTPOJIJIEpa, a BO BTOPOM — MOAYJIEM, BCTPOCHHBIM B MUKporiporpammy BIOS.

bonpmMHCTBO  CpeACTB  OBEPEHHOM 3arpy3KM Ha CErOMHAIIHUNM JIEHb  SIBIIFOTCS
[porpaMMHoO-annapatHbiIMi. OJHAKO MCIOJIb30BAaHUE aNMNapaTHOM IUIAThl HE BCErJa BO3MOXHO B
CHILy, HallpuMep, OTCYTCTBHSI HEOOXOJUMOTO CJIOTa Ha MAaTEePUHCKOH IJIaTe UM HECOBMECTUMOCTH
riatel ¢ Bepeueit BIOS cucremuoii matel. Kpome Toro, ycraHoBKa anmapaTHOW 4acTH Ha OOJIBIIOE
KOJIMYECTBO MIaT(opmM TpedyeT 3HaYUTEIbHBIX BPEMEHHBIX PECYPCOB.

Knaccupuxanus 3aIIMIIEHHOCTH CpeacTB J0BepPEeHHOM 3arpy3Ku. Hnst
muddepennmann  TpeboBaHUN K (QYHKIMSAM OE30IaCHOCTH CPEICTB JOBEPEHHOW 3arpy3Kd
BBIJICJISIFOTCS 6 KJIAaCCOB 3aIUTHI CPEICTB JIOBEPEHHOM 3arpy3ku. CaMblil HU3KUHM KJIacc — IIECTOMH,
CaMbIil BBICOKMI — IIEPBBIi.

CpencTBa OBEpEHHOM 3arpy3kH, COOTBETCTBYIOUIME 6 KilacCy 3allUThl, PUMEHSIOTCA B
nH(pOpMalMOHHBIX ~ cucTeMax, He sBustommxcs [MC, wuHOOpPMAIMOHHBIMU  CHUCTEMaMH
nepcoHanbHbIX JaHHBIX (MCIIJIH), nHOOpMAMOHHBIMUA CHCTEMaMHU OOIIEro IOJIB30BAaHHS U HE
MpeTHA3HAYEHHBIX JJI1 00pa0dO0TKH HHQPOPMAITMH OTPAaHUYCHHOTO TOCTYIA, CONEPIKAIICH CBEACHHUS,
COCTABJISIFOLIUE TOCYAAPCTBEHHYIO TAMHY.

CpencrBa TOBEpEHHOM 3arpy3KH, COOTBETCTBYIOLIUE 5 KJIACCY 3aIUThI, IPUMEHSIOTCS .

— BI'MC 3 knacca 3alIMIIEHHOCTH B CIIy4ae OTCYTCTBUSI B3aUMOJEHCTBUS 3TUX CUCTEM
c H(OPMaILMOHHO-TEIEKOMM YHUKAITTOHHBIMH CEeTMU  MEXIYyHapOJIHOTO
uH(popManmoHHOTro 0OMeHa, a Takke B ' MIC 4 xiacca 3aluIeHHOCTH,

— B MWCII[H mnpu HeoOXoaumocTu obecriedyeHUs 3  ypOBHS 3alUIIEHHOCTH
NEPCOHAIbHBIX JAHHBIX, B CIy4ae aKTyaJlbHOCTH YIrpo3 3-TO THUMA U OTCYTCTBUS
B3aMMOJICHCTBHUSl OTHUX CHCTeM C HH(POPMAMOHHO-TEIEKOMMYHHUKAIMOHHBIMU
CETSIMU MEXyHapOTHOTO HHPOPMAIIMOHHOTO OOMEHa, a TaKkKe MPU HEOOXOAUMOCTH
obecrieueHus 4 ypoBHS 3alIUIIIEHHOCTH TTEPCOHANBHBIX JIAHHBIX.

CpencTBa TOBEpEHHOM 3arpy3KH, COOTBETCTBYIONINE 4 KJIacCy 3allUThI, TPUMEHSIOTCS .

— B I'MC 3 knacca 3aluIeHHOCTH B cllydae MX B3aUMOJIEHCTBUS ¢ MH(DOPMAIIMOHHO-
TEJIEeKOMMYHUKALMOHHBIMU CETSIMU MEXIYHApOJIHOTI0 HH(OPMALIMOHHOTO 0OMEHa, a
taxxke B I'MC 1 u 2 k1accoB 3alUIIEHHOCTH,

— B UCIIJIlH npm HeoOXOaUMOCTH oOOecrledeHrs 3 YpOBHS 3alIUIICHHOCTH
MEPCOHAIbHBIX JIaHHBIX B CJIy4a€ aKTyaJlbHOCTH yrpo3 2-ro0 TUOA WIH

B3aUMOJCUCTBUS OATUX CHCTEM C I/IH(bOpMaI_II/IOHHO-TCHGKOMMYHI/IKEU_II/IOHHBIMI/I

30



CETSAMHU MEXTyHApOIHOTO HH(OPMAITMOHHOTO OOMEHa, a Tak)Ke MPU HE0OX0IUMOCTH
oOecrieyenus | u 2 ypoBHS 3alIMIEHHOCTH NEPCOHANBHBIX JIaHHBIX;
— B MH(OpPMAIMOHHBIX crcTeMax obiero nosb3oBanus I kimacca.

CpenctBa JOBEpeHHOM 3arpy3Kd, COOTBeTCTByromme 3, 2 u 1 Kjjaccam 3aluThl,
MPUMEHSIIOTCS B HMH(OPMAIIMOHHBIX CHCTEMaX, B KOTOpPBIX oOpabarbiBaeTcsi uHGpOpMaLus,
coJiep>Kaliiasi CBeJIeHuUs1, COCTaBJISIOIINE FOCYAaPCTBEHHYIO TalHY.

Heranuzanus tpeOoBaHui K (QyHKIMSAM O€30IMaCHOCTH CPEACTB JIOBEPEHHOM 3arpy3ku, a
TaK)K€ B3aUMOCBSI3U OSTUX TpPEOOBAHMU MPUBEACHBI JUI KaXJO0ro Kjacca W TUIIA CPEACTB
JIOBEPEHHOM 3arpy3kd B mpodwmisx 3ammuThl, yrBepxkacHHbBIX DCTOK Poccum B kadectBe
METOJIMYECKUX JOKYMEHTOB.

Wnentudukarops! npodureii 3ammrsl npeacrasisitores hopmare «T.C/[3.mun/knacc. 113,
rne UT — «urpopmanmonnas texaoiorus», CJ3 — «cpenctBo moBepeHHON 3arpy3km», 13 —
«rpoduiib 3amuThly. Crneuuduxanus npoduiiel 3aluThl CPEACTB JIOBEPEHHOH 3arpy3kKu Ais

Ka)KJIOTO WX THIIA M KJ1acca 3allluThl IpuBeaeHa B Taduwmie 1.4.

Tabmuua 1.4 — UnentudukaTops! mpoduiei CpeacTB JOBEPEHHOM 3arpy3Ku

Tun
cpeacTBa

Kuacc 3amurnl

JI0BEPEeHHOoI 6 5 4 3 2 1

3arpy3Ku

YPOBEHB 0a30BOM

CHCTEMBI BBOIA- - - WT.CJ13.YB4.I13|UT.CJ13.YB3.I13|UT.C/13.VB2.113|UT.C/3. VB 1.IT3

BbIBO/1A

YPOBEHB IIATHI
pacIIupeHust

- - WUT.CA3.11P4.I1I3{UT.CA3.ITIP3.II3|UT.CA3.ITP2.II3|UT.CA3.1TP1.113

YPOBEHb
3arpy304HoOi UT.CO3.336.113 | UT.CA3.335.113 - - - —
3amcn

IIpumepsl cpeacTB aoBepeHHON 3arpy3ku. [IpuBegem mnpumepbl HEKOTOPBIX CPENICTB
JIOBEPEHHOMU 3arpy3KH.

Cobons' — ammapaTHO-IPOrPAMMHBI MOJYNb JOBEPEHHOH 3arpy3KH OT POCCHIICKOl
komnanuu OOO «Kox 6e3onacHocTuy», cooTBeTcTBYromMi TpeboanusimM PCTIK k cpencrBam
JIOBEPEHHOM 3arpy3Ku YpOBHsI IaThl pacuiupenus 2 kiacca 3amutsl (UT.CA3.11P2.113).

Dallas Lock! — mporpaMMHo-anmnapaTHoe CpeicTBO HOBEPEHHOI 3arpy3KU OT POCCHHCKOM
kommaann  OOO «Kouduaent», coorBercTBytomee TpeboBanmsim DOCTIK « cpencrtBam

JIOBEPEHHOM 3arpy3Ku YpOBHS IUIaThl paciupenus 2 kiacca 3amutsl (MT.CA3.1TP2.113).

! www.securitycode.ru
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bnokxocm-AM/(3 2.0° — almnapaTHO-MPOrPaMMHBIA KOMIUIEKC JOBEPEHHOM 3arpy3Kd OT
poccuiickoit kommanun OO0 «l"a3undopmcepBucy», coorBercTBytonmii TpedoBanusm ®CTIK k
CpEIACTBAaM  JIOBEPEHHOM 3arpy3KM YpOBHS IUIaThl  paclIMpeHuss 2  Kjacca  3allUThl
(UT.CA3.1TP2.I13).

Makcum-MI® — armnapaTHoO-MPOrpaMMHbBIA MOJYJIb JTOBEPEHHOM 3arpy3kKu OT POCCHUUCKOM
komnanun AO «HIIO PycBUTex», coorBercTByrommii TpeboBanusm PCTIK k cperctBam
JIOBEPEHHOM 3arpy3Kd YPOBHS IUIaThl paciupenus 2 kiaacca 3amutsl (UT.CJ3.1TP2.113).

A1<Kop0-AMZI34 — anmnapaTHbId MOJYJIb JIOBEPEHHOM 3arpy3kKd OT POCCHHCKOW KOMITaHUH
000 «Ocoboe KOHCTPYKTOPCKOE OFOPO CHCTEM aBTOMATH3WpOBaHHOTO TIpoekTupoBaHus» (OKb
CAIIP), coorBerctBytomee TpeboBanusim @CTIK k cpencrBaM JOBEpEeHHOW 3arpy3KH YpPOBHS
iaTel pacumpenus 4 kinacca 3amutsl (UT.CA3.11P4.113).

T'opuzonm-BC® — nmporpaMMHO-aIapaTHbIA KOMILIEKC, PeIHA3HAYCHHBIN UTS TOCTPOCHHUS
JIOBEPEHHBIX BHUPTYyaJbHBIX (00JauHbIX) HWHGPACTPYKTYp pa3iIM4HON KOH(UTypaluu OT
poccuiickoit komnanuun OOO «UL| «bappuxanb», coorBercrByroumuii TpedoBanusmM OCTIK k
CpEeICTBaM  JIOBEPEHHOM 3arpy3KM YpOBHs IUIaThl  pacmupeHuss 4  Kjacca  3allUThl
(UT.CA3.1TP4.113).

Bumaz® — TporpaMMHOE CPEICTBO IOBEPEHHOM 3arpy3ku OT poccuiickoil kommanuu AO
«Kpadtmoii xopropaiima  [IJIC» (Kraftway), coorBerctBytomee TtpeboBanmsim PCTOK
CpelICTBaM JOBEPEHHOW 3arpy3Kd YpOBHs 0a30BOM CHCTEMBI BBOJIa-BBIBOJA 2 KJlacca 3alUThI
(UT.CA3.YB2.113).

ALTELL TRUST’ — mporpaMMHOE CpeicTBO JIOBEPEHHOH 3arpyskw, BcTpoerHoe B UEFI
BIOS, ot poccuiickoii komnanmu OOO «AnstOnb» (Altell), coorBercTByromee TpeOoBaHUAM
OCTIK k cpeacrBaMm JOBEpEHHOH 3arpy3ku ypoBHS 0a30BOM CHCTEMbI BBOJA-BbIBOJAA 2 Kiacca
samutel (UT.C3.YB2.113).

Jpyrumu mpuMepaMu CpejCTB J0BEepeHHO# 3arpys3ku siBisitotes: Aladdin Trusted Security
Module (3A0 «Anamauu P.J1.»), Kpunmon-zamox (OO0 dupma «Aukan»), ViPNet SafeBoot
(OAO «(MudoTeKCx»), M/A3-Bumenon (AO «HIIO «Dmienony») u ap.

Jns kommuiekcHo# 3auuThl cucteMbl oT HCJ[ moMuMo nmpuMeHEeHUsl CpelicTBa JOBEPEHHOM

3arpys3Ku Tpe6yeTcsl CHUCTEMHBIN noaxon, HO,HpaBYMeBaIOH_II/Iﬁ €ro COBMCCTHOC HCIIOJIb30BaHUC C

! www.dallaslock.ru
2 Www.gaz-is.ru

¥ www.rusbitech.ru

* www.okbsapr.ru

® www.gorizont-vs.ru
& www.kraftway.ru

" www.altell.ru
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C3U ot HCJI. B aTOM cimy4yae cpencTBO JOBEPEHHOM 3arpy3KH peasiu3yeT CBOM OCHOBHBIE ()YHKIIUU
JI0 cTapTa ONepalMOHHOW CHUCTEMBI, a ¢ MOMOLIbI0 cpeAcTB aamuHucTpupoBanus C3U ot HC/,
Hapsily C €ro COOCTBEHHBIM (DYHKIIMOHAIIOM, MOXET OCYIIECTBISATHCS 3HAYUTENbHAsS 4YacTh

GyHKIUI ynpaBlieHUs: CPEICTBOM JIOBEPEHHOI 3arpy3KHu.

1.4 Cucremsl 321U THI HHGOPMALIMHU OT HECAHKIIMOHMPOBAHHOI'O 10CTYyNa
Kak npasuio, Bce C3U ot HCJI umerot B cBoEM cocTaBe CIEAYIOINE MEXAHU3MbI 3aLUThI:

—  UACHTUUKAIMS U ayTeHTU(UKAIUS 110JIb30BaTENCH;

— JIMCKPELMOHHBIN KOHTPOJIb 1OCTYIA M10JIb30BaTEIIEH;

— MaHJaTHBIA KOHTPOJIb JOCTYIIA MOJIb30BATENIEH U MPOLIECCOB;

— MapKHPOBKA JJOKYMEHTOB U KOHTPOJIb UX BBIBOJA Ha IIEYATh;

— 3aIMTa BBOJA U BhIBOJA MH(GOPMAIIUHN HA OTUYKJAEMbIN (PU3HUECKUI HOCUTENb;

— peructpanus coOBITHI 0€301MaCHOCTH B KypHAaJle COOBITHIA;

— KOHTPOJIb IEJIOCTHOCTH KPUTHYHBIX (DAiIOB M TaHHBIX;

— KOHTpOJb JI0CTyNA K NepudepuiiHpIM yCTpOUCTBaM U IOPTaM BBOJ1a-BbIBOJIA;

— TrapaHTUPOBAHHOE yJalIeHHE JaHHBIX Ha IMCKaX U BRIOOPOUYHOE 3aTUpaHue (HaiioB U
ap.

[To Tuny ucnonnenuss C3U ot HCJl moapaszaenstoTcs Ha MporpaMMHBIE U TTPOTPaMMHO-
anmapatHseie. [locienHre MTOMUMO CpPEeICTB pa3TpaHUYEHUs HOCTYIA TAK)KE COJIEPKAT ammapaTHbINA
MOJZYJIb CPEJICTBA JOBEPEHHON 3arpy3KH.

[To apxurextype BbiaenstoT cereBbie U aBTOHOMHBIE C3U oT HCJI. CeTeBble BKIIIOYAIOT B
ce0s cepBep 0€30MACHOCTH, a TaKXKe areHThbl 3aIMThl, YCTAHABIMBAEMble HAa KOHEYHBIE TOYKHU
(paboune crtaHuuMu U cepBepa). OHM TNpeayCMaTPUBAIOT LEHTPAIU30BAHHOE YIIpaBlICHUE
3alIUTHBIMA MEXaHU3MaMH, a TaKkKe [EHTPATU30BaHHOE MOJIydYeHUe MH(POPMAIMU OT areHTOB 00
W3MEHEHUN COCTOSIHUSL 3alllMIaeMbIX KoMmmbioTepoB. Kak mnpaBuno, Haubonee NOMyNISpHBI
KOMIUIEKCHBIE PELIeHUs JJs 3alIMThl pabo4yux cTaHUMM U cepBepoB. [Ipum 3TOM KOMILIEKCHBIE
pelIeHusl MOMHMMO pa3rpaHUYEHUs JIOCTylla K pecypcaM oOO0ecleyrBarOT KOHTPOJIb CETEBBIX
COEIMHEHUH, 3allUTy OT BTOPXKEHUH, a TAaK)Ke aHTUBUPYCHYIO 3aIIUTY.

ITpusenem npumeps! Hekotopsix C3U ot HC/I.

Secret Net Studio® — ceprudunmpoBanHoe KoMIUIeKCHOE pemeHue s 3amutsl o1 HCJL
pabouux CTaHUMH U CEpBEPOB HA YPOBHE JAHHBIX, MPUIIOKEHHUH, CETH, ONEePallMOHHON CUCTEMBI U

nepudepuiinoro obopyaoBanus, paspabareiBaecmoe kommanueir OOO «Kox bezomacHocTHY.

! www.securitycode.ru
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[Tomumo 3anutel o HCJl mpoayKT BKIIIOYAET: aHTUBUPYC, MEPCOHAIBHBIA MEXKCETEBOU AKpAaH U
MOJYJIb aBTOPU3AIMU CETEBBIX COCIWHEHUH, CUCTEeMY OOHApYKEHHUsS BTOPKCHHM, a TaKKe
pacHIMpEeHHbIE CPEACTBA LIEHTPATU30BAHHOTO YIpPaBIeHUS M MOHUTOpuHra. WHTerpupyercs co
CpPeICTBOM JI0BepeHHO#t 3arpy3ku «Cobomby. Secret Net Studio mpencrarieHo B ABYX pelakiusX:
Secret Net Studio u Secret Net Studio-C.

Secret Net Studio coorBerctByeT TpeboBanusmM O@CTOK mo 5 knaccy 3amumnieanoctu CBT
or HC/I, no 4 ypoBHio koHTpoas orcyrctBusa HBJI. Moxer npumensarsca g 3aumtsl: AC 1o
knacca 1I' BkmoumntensHo, UCIIua mo Y31 BxmwouutensHo, [MC mo 1 kimacca BKIIIOUHUTEILHO,
ABTOMATU3MPOBAHHBIX CHCTEM YIpaBJIeHHUS TexHojorndeckumu mnporeccamu (ACY TII) mo 1
KJIacca BKJIFOUUTEIIBHO.

Secret Net Studio-C cootBerctByer TtpedoBanusim PCTIK k CBT mo 3 xkiaccy
3amuiieHHocTd, K HBJl — mo 2 ypoBHIO KOHTPOJS U MOET MPUMEHSAThCS Ui 3amuTel: AC 10
knacca 1b BxmountensHo, UCII[ua mo Y31 BxmouutensHo, [MC mo 1 kiacca BKIIIOUHMTEILHO,
ACY TII no 1 kyacca BKIIOUUTENBHO.

Dallas Lock® — cepTu(UIIMPOBaHHAS KOMIUICKCHAs CHUCTEMa 3allluThl HH(OpMAaIHH
HAKJIaJHOTO THIMA MJii aBTOHOMHBIX M ceTeBbix APM, B TOM umcne ISl CIOXKHBIX CETEBBIX
uHppacTpykTyp, pazpadbarsiBaemoe kommanueir OO0 «Koudunent». [omumo 3amuter ot HCJI
MPOJYKT TAK)K€ BKJIFOUAET: IEPCOHAIBHBIN MEKCETEBOM 3KpaH, CUCTEMY OOHAPYKEHUS BTOPKEHUH,
CPE/ICTBO JIOBEPEHHOW 3arpy3Kd, CpeICTBa LEHTpaiu3oBaHHOro ympasienus u mp. Dallas Lock
npencraBieHo AByX penakuusax: Dallas Lock 8.0-K u Dallas Lock 8.0-C

Dallas Lock 8.0-K mpennasHavueHO i 3allUThl KOH(PHICHIHAILHONH HHPOPMAIMH MU
cootBercTByeT TpeboBanusiM OCTIK mo 5 kmaccy 3amummennoctu CBT or HCJI, no 4 ypoBHto
koHTponst orcyrcreus H/IB (H/B4). Moxer npumenstses pst 3aumtsl: AC no kiacca 1T
pkirountensHo, UCIIIH 1o Y31 BxmrountensHo, I'YIC mo 1 xmacca BxmrountensHo, ACY TII mo 1
KJIacca BKJIKOYUTENBHO.

Dallas Lock 8.0-C mpennasHaueHo it 3aIUThl KOH(PHICHIUAIBHON HHPOpPMAIMH U
WH(pOpMAIIUK, COCTaBISAIONIEH TOCYAAPCTBEHHYIO TalHY 10 YPOBHSI «COBEPIIEHHO CEKPETHO)
BKItounTenbHO. CooTBeTcTBYET TpeboBanusmM @CTIK mno 3 knaccy 3amumennoctu CBT ot HC/,
no 2 ypoBHI0 KoHTpois orcyrctBus H/IB (HBJ2). Moxer npumensartscs ans 3amutel: AC 10
knacca 1b BxmoumtensHo, UCII[a mo Y31 BxmouutensHo, [MC mo 1 kiacca BKIIIOUMTEIBHO,

ACY TII no 1 x1acca BKIIIOUHTEIIHHO.

L www.dallaslock.ru
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Cmpaosic NT" — cepruduMpoBaHHasT KOMIUIEKCHAsl CUCTEMa 3alUThl MH(POPMAIIMOHHBIX
pecypcoB oT HCJl Ha aBTOHOMHBIX pabOYMX CTaHIMSAX U CepBepax, paboumX CTAHIHMIX B COCTABE
paboueil TpymIbl UK AOMEHA JIOKAJIIbHOW BBIYMCIMTENBHON CeTH, pa3zpadaTbiBaeMas pOCCUHCKOM
kommaaueit OO0 «PybunTex». «Crpaxk NT» wMoxker (QyHKIIMOHMpOBATH HA OJHO- |
MHOT'OIIPOIIECCOPHBIX CUCTEMAX IO yIpaBieHUueM 32-X 1 64-X pa3psaHbIX ONEPALMOHHBIX CUCTEM.

CootserctByeT TpeboBanusm PCTOK mo 3 kmaccy 3ammmennocta CBT ot HC/, mo 2
ypoBHIO KoHTposis orcyretBug HJAB (HBJI2). Moxer npumenstsca: B AC 1o kiacca
samumenHoctd 1b BxkmountensHo, B 'MC go 1 kinacca 3amuineHHOCTH BKIrOUnTeNnbHO, B UCITIH
70 1 ypOBHS 3aIMIIEHHOCTH BKIFOYUTEINBHO.

Diamond ACS® — MpOrpaMMHOE pEeUIeHUE JII KOHTPOJISI U pa3rpaHUuYCHHs JO0CTyma, ¢
BO3MOXXHOCTBIO TIOAKJIIOUEHHUs alnapaTHoM Iuiatel OoT poccuiickoil kommanuun OOO «TCCy.
[To3BoJISIET OCYIIECTBIATH JOBEPEHHYIO 3arpy3Ky U (hu3nueckoe pa3esieHne KOHTYPOB pa3IndHON
CTeneHn KOoH(pUIeHIHaTbHOCTH Ha APM. MoxeT ObITh peann3oBaH B aBTOHOMHOM WJIM CETEBOU
BEpCUAX B MPOTPAMMHOM M MPOTPaMMHO-aNNapaTHOM BUJAX (C TMOJKIIOYECHHEM ammapaTHOTO
Moyt Diamond ACS HW), a Taxke obecriednBaeT BO3MOKHOCTh COBMECTHOM paboTel ¢ Diamond
VPN/FW 1o yactu obecrieueHusi 0€30MacHOrO MEKCETEBOIO B3aMMOJCHCTBUS U OOHAPYKEHHSI
BTOP>KEHHM.

CooteerctByer TpeboBanusm PCTIOK mo 3 kmaccy 3ammumennoctu CBT or HC/, mo 2
ypoBHio koHTpoiis orcyrctBust HAB (HB/12). Moxet npumensiteesi B AC 10 kinacco 1b, 2A, 3A n
HCIIOu no 1 knacca BKIIFOUUTEILHO.

Bnokxocm-Cems 2.0° — KOMIUIGKCHAS CHCTeMa 3alllHTh MH(OPMAILIMOHHBIX PECypCOB
pabouux CTaHIIM U  CcepBepoB, paspabaTeiBaemass  poccuiickoit  kommanueir OO0
«l"asundopmcepBucy. Ilomumo 3ammtel or HCJl mpoaykT Takke BKIIOYAET IMEPCOHATBHBIN
MEXKCETEeBOM IKpaH sl KOHTPOJIS IOCTYIA K CETEBBIM pecypcaM U (GUIIbTpaIus CETeBOro Tpaduka.

brnokxoct-Cetp 2.0 COCTOMT M3 KIMEHTCKOM W cepBepHOl yacTh. KnumeHTckas yacThb
oOecnieunBaer 3aumTy padoueir cranuuu ot HCJl k mHbopmanmm m Moxer paboTaTh Kak Ha
aBTOHOMHOM paboueil cTaHIMM, TaKk U Ha palOouell craHuuu B coctaBe ceTH. CepBepHas 4yacTh
BBITIOTHSET PYHKIIMU [IEHTPATU30BAHHOTO YIIPABICHUS YAAIEHHBIMA Pa00YNMH CTAaHIUSMHU.

CootserctByeT TpeboBanusam PCTOK mo 3 kmaccy 3amnmmennoctu CBT ot HCJ, mo 2
ypoBHIO KoHTpoJisi orcyrctBuss HJIB (HBJ2). Moxer ucnons3oBatbess B AC nmo kimacca 1b

prirountensHo, B I IC u ACY TII no kmacca K1 BxmrountensHo, UCITIa 10 Y31 BKIIOYHUTENBHO.

! www.guardnt.ru
2 www.tssltd.ru
¥ www.gaz-is.ru
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Hammpb+1 — KOMIUIEKCHAsl CHCTeMa 3aluThl HHMOpMaIuu, papadaTeiBacMasi pOCCUHCKON
komnanueit OO0 «HIII “HUudopmannonHble TexHONOTMU B OusHece”». IlpexacraBnser coOoit
CETEeBYIO CHCTEMY 3alllUThl MH(OPMAIMM, PEATU3YIOUIYI0 KIHEHT-CEPBEPHYIO apXHTEKTypy, B
COCTaB KOTOPOH BXOJAT KIMEHTCKHE YacTu (YCTaHABIMBAIOTCS Ha OOBEKTax 3allUThI), CEPBEPHI
Oe3omacHocTH, oOecneuyuBarOlIMe yAaJeHHOE aJMHHHUCTPHUPOBAHUE KIMEHTCKHX  4YacTei
«[TaHIMPB+» ¥ MHTEPAKTUBHBIA PEKUM O00pPaOOTKU KYpPHAJIOB ayAuTa COOBITHI Oe30macHOCTH, U
CepBEpbl ayAWTa, OCYLIECTBISIONIME YNAICHHBIH ayauT COOBITHI O€30MacHOCTH B pealbHOM
BPEMEHH.

CootserctByeT TpeboBanmsim PCTOK mo 5 kmaccy 3amumenHoctu CBT ot HC/, no 4
ypoBHI0 KoHTpoJia oTcyrctBus HIAB (HB/14). MoxeT npuMeHsThCs ISl 3alIUThl KOPIIOPATUBHBIX
uHpopmannonubix cucremM, B I'MC nmo 1 kmacca 3aluIneHHOCTH BKJIIOYUTEIBHO, a TaKkKe
BBIYHCIIUTENBHBIX 00BEKTOB B KOHTYpe ynpaBieHus ACY TII.

Hpyrumu npumepamu nonyisspHbix poccuiickux C3U ot HCJl moryt ciyxutb: Axkopo
(OKb CAIIP), IMum-PK/], Aypa (CIIUUPAH), KPHIITOH-II[HT (OO0 ®dupma «AHKaI),
Danmom (AO «PHT») u np.

OpHoli U3 rnaBHBIX MpHYMH BocTpeOoBaHHOCTU cepTuduuupoBanubix C3U or HCJl Ha
POCCHUHCKOM pBIHKE SIBISIETCS HEOOXOAMMOCTH BBIMOJIHEHHS] TpPeOOBAHUN JIEHCTBYIOIIETO
3aKOHOJATEIbCTBA U HOPMATHBHBIX aKTOB B 00yacTH 3amuThl nHpopMmarmu. Cpean 3apyOeKHBIX
C31 or HCJ ans 3ammrel MHGOpPMAaMKM HAa KOHEYHBIX TOYKAX IMPHUMEHSIOTCS KOMIUICKCHBIC
pemenus kiaccoB Information-Centric Endpoint Protection u Endpoint Protection Platforms,
Mo/Ipa3yMeBarollye HaJu4ne [EHTPATU30BaHHOTO YIIpaBIeHUs, PYHKIIMH 3alIUTHI OT BPEJOHOCHBIX
IIPOrpaMM, EPCOHAIBHOIO MEXCETEBOT0 SKpaHa, a TAKXKE YIPABJIEHUS JOCTYIIOM K ITOpTaM BBOJa-
BbIBOJIa M mnepudepuitibiM ycrpoiictBam [30]. IIpumepamu Takux cuctem siBisitoTcs: Kaspersky
Endpoint Security, McAfee Endpoint Security, Symantec Endpoint Protection, Check Point
Endpoint Security u mp.

! www.npp-itb.spb.ru
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2 NTIPOT'PAMMHO-AIIITAPATHBIE CPEJICTBA
NAEHTUOUKALIMU U AYTEHTUOPUKALIUAU

2.1 OcHOBHbBIE TOHATHS MIACHTHPUKAIUA U ayTeHTH(PUKATHH

Ha kaxaoro cyObeKkTa J0CTyIa 3aperuCTPUPOBAHHOIO B KOMITBIOTEPHON CHCTEME MMEETCS
HEKOTOpast uH(OpMaIKs, OJHO3HAYHO €ro MACHTHPHIIUPYIOIIas. ITO MOXKET ObITh YKMCIIO, CTPOKA
CHMBOJIOB WJIM aJITOPUTM, COCTABJISIONING YHHUKAIBHBIA MpH3HAK cyObekTa moctyma [32]. Dty
UH)OPMAIMIO  HA3BIBAIOT  udeHmugpukamopom  cyovekma. Ecaum — 1OIb30BaTelnb  HMEET
UICHTH()UKATOP, 3aPETUCTPHUPOBAHHBIN B CETH, OH CYMTACTCS JICTAIbHBIM (CAHKIIHOHUPOBAHHBIM)
M0JIb30BATEJIEM; OCTAIbHBIC MOJH30BATEIIM OTHOCATCS K HEJICTaIbHBIM (HECAHKI[HOHHUPOBAHHBIM).
[Ipesx/ie ueM MOTyYHuTh JOCTYI K PECypcaM 3alHiaeMOi CHCTEMBI, TTOJIb30BATENb I0JIKEH MIPONTH
MpoIecC NEPBUYHOTO B3aUMOCHCTBUS C HEH, KOTOPBIA BKIIIOYAET MPOIEIyphl UACHTU(DUKANH U
ayTeHTU(UKALIUU.

Hoenmugpurayus (identification) — meficTBUs 1O MPUCBOCHHIO CyObEKTaM U OOBEKTaM
J0CTyna UACHTU(DHUKATOPOB U (MIIK) [0 CPABHEHUIO TPEIBSBISIEMOTO UACHTU(HHUKATOPA C IEPEUHEM
NPUCBOEHHBIX HIACHTH(GUKATOPOB. VHBIMH CIIOBAMH I10]I HMICHTH(PHMKAIUCH IOApa3yMeBaeTCs
npolieaypa pacio3HaBaHUE MOJIb30BATENS [0 €ro HACHTH()UKATOPY.

Aymenmugurayus (authentication) — aelicTBUs 1O MpPOBEPKE MOTHHHOCTH CYOBEKTa
J0CTylla B aBTOMATH3MPOBAHHOW HWH(OPMAIMOHHONW CcHCTeMe. AyTCHTH(HKAIHUSI IMO3BOJSET
JIOCTOBEPHO YOESIUTRCSI, YTO TOJIH30BATENb (IPOIECC MM YCTPOWCTBO) SIBISIETCS HMEHHO TEM, KeM
ceOst o0bsiBiIsieT [18].

Unentudukanus ©  ayTeHTH(DUKAIMS  SBISIOTCS  B3aMMOCBA3aHHBIMH  MPOIECCAMU
pacro3HaBaHWs ¥ TPOBEPKM IMOIMHHOCTH CYOBEKTOB CHCTEMBI, OT KOTOPBIX 3aBHCHUT
MOCIIEYIOIIEe PEIICHHE O TMPEAOCTABICHAN IMOJHOMOYHMH ¥ TpaB JOCTyla KOHKPETHOMY
MOJIb30BATEII0 WM Mpoleccy K HH(MDOPMAIMOHHBIM pecypcaM CHCTeMbl. Takyio Mporeaypy
Ha3BIBAIOT MPEAOCTABICHUEM TOJIHOMOYHI HIIH aBTOPH3AIIUCH.

Aemopuzayus (authorization) — mpemocraBieHne CyObEKTy MpaB Ha JOCTYI, a TaKke
MPEIOCTABJICHHE TOCTYIIA B COOTBETCTBHHU C YCTAHOBJIEHHBIMH ITpaBaMu Ha fqoctyi [19].

C npouenypamu HICHTH(GHUKAIMA W aBTOPU3AIlMA TECHO CBs3aHA MpPOIEaypa
aIMHHACTPUPOBAHUS JCHCTBHIA TOTb30BATES.

Aomunucmpuposanue (administration) — perucrparust I1eHCTBHI MOJB30BATEIS B CHCTEME,
BKJIIOYAs €ro TOMBITKM J0CTyNma K pecypcam. JlaHHas mpolieaypa BakHa JJisi OOHapyKEHHS,

aHaJIn3a MHIUIACHTOB 0C30IMacCHOCTH B 3alllMIIaeMON CUCTEME U COOTBCTCTBYIOIICTO pCarupOBaHUA
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Ha HHUX. 3alucd B CHUCTEMHOM JKypHalle, ayIuT M aJMHUHUCTPUPOBAHUE MPOrPaMMHOTO
obOecrieyeHrss — BCE OTO MOXET OBITh HCIIOJNB30BAHO JJIsi OOECHEYCHUs MOJOTYETHOCTU
MOJIB30BATEJICH, €CITH YTO-JIMOO0 CITYYUTCS PU BXOJIE B CETh C MX UACHTHU(DHUKATOPOM.

Buenpenue cpeactB ayTeHTH(UKALUM, aBTOPHU3ALUM U aJIMUHUCTPUPOBAHUS SBISIETCA
OJTHUM U3 OCHOBHBIX MEXaHU3MOB 3aiuThl nHopmanuu ot HC/I.

JIyist moATBEpKIEHUsI CBOCH MOMJIMHHOCTH CYOBEKT MOXKET NPEIbSIBISATH CUCTEME Pa3HbIC
CYyIIHOCTH. B 3aBUCHMOCTH OT MPEABABISEMBIX CYOBEKTOM  CYIIHOCTEH  IPOIECCHI
ayTeHTH(UKAIIMK MOTYT OBITh 10 THITY.

1) 3HaHus 4ero-nmubo (mMaposib, JTUYHBIA HACHTH(OUKAIMOHHBIA HOMEpP, KpUITOrpaduyecKuii
KJIIOY U T.I1.);

2) oOmamanus ueM-TMOO (JIMYHAsS KapTO4yKa WM HHOE YCTPOMCTBO aHAJOTHYHOTO
Ha3HAYCHHUS ),

3) HanmMuus HEOTHEMIIEMBIX XapaKTePUCTHK (TOJIOC, OTMEYaTKW NalblieB U Apyrue
OMOMETPHUYECKUE XaPAKTEPUCTUKH).

Jlayiee maHHBIE CYIIHOCTH OYIyT pacCMOTPEHBI OoJiee MoapOOHO.

2.2 IlapoJsibHast 3a1IMTAa UHPOPMALIMH OT HECAHKIIHOHMPOBAHHOTO 10CTYIA

2.2.1 llpuHIMI NAaPOJIBLHOM 3aIIUTHI

OnHuM M3 cnoco0oB ayTeHTU(UKauU B 3amuileHHbIX AC sBisercss mnapoJibHas
ayreHTu(ukanus. [laponbHas cucTeMa Kak HEOThbeMJIEMas COCTaBISIOIAs — MOACHUCTEMBI
yrnpaBienusi pocrynom C3U sBisieTcs d9acThlo TEpeAHEro pyoOexa 3amuThl BCEH CUCTEMBI
OezomacHocT [14], BcieAcTBHE YEero CTAHOBUTCS OJHUM W3 TEPBBIX OOBEKTOB aTakd MpU
BTOP’KEHUH 3JI0YMBILIUIEHHUKA B 3aLUILEHHYIO CHCTEMY.

Iaponv (password) mpencraBisier co0OH CTPOKY CHMBOJIOB, CIYXKAI[yl) B KadeCTBE
ayTeHTH(]HKaTOpa MoJb30BaTeNst [7]. DTO HEKOTOPOE CEKPETHOE KOJIUYECTBO HH(GOPMAIUH,
U3BECTHOE TOJIBKO IIOJIb30BATENII0 U TApOJILHOM CHUCTEME, MpPEIbsABIIEMOe ISl IPOBEPKU
MOJUTMHHOCTH CYOBEKTa.

CoBOKYIHOCTh HJAEHTH(QHKATOpa CyOBEKTa M €ro Mapoyis COCTABISIET YYemHYI0 3anuch
nonp3oBarens. OqHUM W3 HanbOoJiee BaKHBIX KOMITOHEHTOB IApOJIBHOW CHUCTEMBI SBIISIeTCS 0aza
JTaHHBIX YYETHBIX 3aITHCeH.

B cucreme BO3MOXKHBI CIeIyIOIME BAPUAHThI XPaHEHHsI TApOJIeH:

1) B OTKPBHITOM BUJE;

2) B BUJIE X3II-3HAYCHUIA,
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3) B 3ammppoOBaHHOM BHJIE€ HA HEKOTOPOM KITIOUE.

Haubonpmmii uHTEpEC MPENCTaBISIOT BTOPOM M TPETHH CIOCOOBI, KOTOPbIE MUMEIOT Psif
ocoOeHHOCTeH. XpaHeHUe Mapoisi B BUAE XAII-3HAYCHUN MOJPa3syMeEBaeT ero mpeodpa3zoBaHue U3
MacCHBa BXOJIHBIX JAHHBIX IPOM3BOJBHOMN JUIMHBI B (BBIXO/IHYI0) OMTOBYIO CTPOKY YCTAHOBJICHHOMN
JUIMHBI C IIOMOILBIO ONPENEICHHOIO AJIrOPUTMa X3IIMPOBAHUA. DTO MO3BOJISET BMECTO IApoJis B
SBHOM BMJI€ XPAaHUThb B CHUCTEME €ro XeIlI-3Hau€HUE, OJHO3HAYHO €My COOTBETCTBYIOLICE.
XpaHeHue mapoJis Ha KIIIOYE I0Jpa3yMeBaeT €ro 3alKch B 3allUIIECHHYIO 3HEPrOHE3aBHUCHMYIO
naMsTh anmnapaTHoro Hocurens (Hanpumep, Pyroken, JaCarta u mp.).

B nnane HageKHOCTH NapoJisl YCIOBHO BBIACIAIOT C1a0bIi ApoJib U CUIIbHBIN napos. [lox
cJ1abbIM MapojeM MOHUMAIOT MapoJib, KOTOPBIM MOXKET OBbITh JIETKO yraJaH I NoJ00paH METOI0M
nojHoro nepebopa. CuibHBIM Maposib TPYAHO yraiath M JOJNTO0 HOAOMPAaTh METOJOM IOJHOTO
nepedopa.

OnHoi U3 Mep KOJMYECTBEHHOHN OLIEHKH CTOMKOCTH MAapOJIbHBIX CUCTEM sBJIsieTcs (hopMyia

AnpepcoHna:
4,32 x10* x k% <Al

rac K — KOJIMYECTBO IOIBITOK HOI[60p8. napoJjisi B MHUHYTY, M — BpCM:A HeﬁCTBHH mapoJjisi B

Mecdanax; P — BeposSTHOCTH Moa00pa Mapoiis B TEUCHHUE €r0 CpOKa JEHCTBHS; A" — mouHOCTB
MPOCTPAHCTBA MapoJIeH, ompeessieMas U3 MOITHOCTU A andaBuTa maposieil u aauHsl | maposs.

W3 nanHOi (opmynbl cienyer, YTO HauOoJbllee BIHUSAHUE Ha BEPOATHOCTh PACKPBHITHUS
Mapossi OKa3blBaeT BEJIMYMHA JUIMHBI MapoJii — YBEJIWYEHHE JUIMHBI Mapojs XOTs Obl Ha OJUH
CHUMBOJI 3HAUWUTEIbHO YBEIMUMBAET TPeOyeMoe 3JI0YMBIIUIEHHUKY BpeMsl Ul €r0 pacKpbITHS.
VYBenuueHnue JUIMHBI napoist Ha 2 cumBoda Aaét B 500 pa3 Oombllle BApHAHTOB, YeM yBEITUYCHHE
anaBuTa Ha 18 CUMBOJIOB.

BepositHocTs P mom0opa maposist B Te4eHHE CpOKa €ro ASHCTBUS MPU YCIOBHH, YTO TI0100p
OCYIIECTBIIAETCS HEMPEPHIBHO B TEUEHHE BCETO CPOKA JEHCTBHUS MapoJs, CBSI3aHa ¢ MOMHOCTE A’
IIPOCTPAHCTBA MApOJIeH CIEAYIOIINM COOTHOIIEHUEM:

_VxT

P A

rnie V — ckopocTh moadopa mapoiield (CKOpOCTh OOpaOOTKH OJHOW TOMBITKA PErHCTPAINH
MIPOBEPSIIONIEH CTOPOHOHN JTMOO CKOPOCTh BBIUMCICHUS XJII-3HAYEHHUs OJTHOTO MPOOHOTO Maposs);
T — cpok neiicTBUs maposst (MPOMEXYTOK BPEMEHH, TIO HCTEUSHUH KOTOPOTO MapOJIb JI0JKEH ObITh

CMEHEH).
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B cnydae, korja Hen3BeCcTHA TOYHAs JJIMHA UCKOMOTO MapoJisi, MAKCUMAIIbHOE BpeMs Tmax

HO,Z[60pa rnapoJis 6yz[eT BBIYUCIIATHCSA B COOTBETCTBHUU C BI:Ipa)KeHI/IeMI
1 |
T, = v > A
i=1
I[OCKOHaJ'IBHoe 3HaHUE CIIOCOOOB XpaHCHUS YYCTHBIX 3amuceil IoJib3oBarTenel B 0Oase

JAHHBIX CHUCTEMBI 3alUThl MO3BOJISET ONTUMHU3UPOBATH MPOTrPAMMBI BOCCTAHOBJIEHUS (BCKPBITHS)

Mapoyen.

2.2.2 Bo3M0OKHOCTH 00X0/1a MAPOJILHOM 321U THI

Cy1iecTByeT psiJi CTAaHJAPTHBIX MPHEMOB U CIIOCOOOB, MPUMEHSEMBIX 3JI0YMBIIUICHHUKAMH
C LebI0 00X0/1a MapOJIbHOM 3aIIUThL. PaccMOTpUM JaHHBIE CITOCOOBI M MPUBEIEM PEKOMEHIALNU
MIPOTUBOACUCTBUS UM.

Ioanwi nepedop (brute-force attack). /lanusiii cmocod MpUMEHSAETCS B Clydae IMOJHOTO
OTCYTCTBHSI WH(POpPMAIMU O Mapojie ¥ COCTOUT B Mepedope BCEX BO3MOXKHBIX BAPHAHTOB MapOIs
OTIpeIeIEHHON JUTMHBI JUTS BOCCTAHOBJICHUS AocTyna. OH U3BECTHBIN Tak)Ke MOJ Ha3BaHUEM METOT
«rpyOOH CHIIBD) WIIH «JIOOOBOM aTaKm.

C TeXHMUYECKOH TOUYKHU 3pEHHUS TTOJTHBIN Iepedop SIBISIETCS CaMbIM ITPOCTHIM CIIOCOOOM aTaku
Ha MapoJib — COBPEMEHHBIC BBIYMCIUTEIbHBIE MOIIHOCTH IIO3BOJIAIOT Tepedparbh BCEe Maposd
JUIMHON 110 5-6 CHMBOJIOB 3a HECKOJIBKO CEKyHH. TE€OpeTHYecKH MaHHBIM CIOCO0 OIycKaeT
OeckoHeUYHbIN Mepedop BceX KOMOMHAIUI TONMYCTUMBIX CUMBOJIOB, HAUWHAsl OT OJHOCHUMBOJIBHBIX
napoJsiei, 0IHaKO BO MHOTHX CHCTEMaX MPelyCMOTPEHbl MEXaHU3MbI pearnpoBaHMs Ha HECKOJBKO
MOTBITOK HEMPAaBHIBHO HAOPAaHHOTO Mapoyis TOAPSI, MOCIEe Yero MPOUCXOAUT OJOKHPOBAHHE
CUCTEMBI M YTO BBI3BIBACT TPYIHOCTH €r0 MPAKTHYECKON peann3aIuu.

Tem He MeHee, CYIIECTBYET MHOXKECTBO CHCTEM, MO3BOJSIONIUX OCYIIECTBUTH TaKOW BUJ
aTaku, HampUMep, MpOTrpamMMbl apXHMBAIMH, MPEAYCMATPUBAIOIINE BO3MOXKHOCTh YCTAHOBICHHS
napois. Kpome TOro, B HEKOTOpPHIX MporpaMMax XdII-3HAU€HHWE Tapoyis XPaHUTCA B
oOmenoctynHoM (paitsie, B ciiydae XHUIIEHHUST KOTOPOTO MOAOOpP Mapoisi MOXKET OCYIIECTBISATHCA
YIIQJIEHHO C TIOMOIIBIO CTIEIUATBHBIX TIPOTPAMM.

ATaku, OCHOBaHHbBIE HA METOJIE MOJHOTO nepedopa, SIBISAIOTCS Hanboee YHUBEPCAbHBIMH,
HO BCE-TaKM JOCTATOYHO MEIJICHHBIMU. BaXHOW XapaKTepUCTHKOW Mapois, 3aTpyAHSIOIIeH
MIOJTHBIN TIepe0op, SBIISIETCS €To JUIMHA, C YBETHYEHHEM KOTOPOH CIIOKHOCTH B3JI0Ma STHM METOIOM
BO3pacTaeT SKCHOHEHUUanbHO. COBpEeMEHHBIM O€30MacHbIil Mapoib MOHKEH HUMETh [UIMHY B

npenenax 12-16 cumMBOIIOB.
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Ilepeoop ¢ ocpanuuennom ouanazone. Crioco0 TpeAmnosiaracT COKpAIICHHE auara3oHa
o 0MpaeMbIX B apoJie CHMBOJIOB M IPUMEHSETCS B ClIy4yae allpuOpHO U3BECTHOW MH(popManuu 00
€ro OrpaHMYeHHOM JuarnazoHe. Hampumep, eciau M3BECTHO, YTO MapoOJib, COCTOUT TOJBKO U3 UMD
WJIH TOJIBKO U3 OYKB PYCCKOTO WJIM JJATUHCKOTO andaBuTa.

OrpanuyeHue Juamna3oHa MOXKET OBITh BBI3BAHO KaK OCOOEHHOCTSMHM 3allldliaeMOin
CUCTEMBI, TaK U JIETKOCTHIO 3alIOMMHAHUS C NO3ULUU Toab30BaTend. [Ipu 3ToM B ciydae 3apaHee
W3BECTHOIO WIM YIaJaHHOIO 3JI0YMBIIUIEHHUKOM 3aJ€HCTBOBAHHOIO II0JIb30BATEIEM B IapoJie
andaBuTa, KOJIUYECTBO KOMOMHALIMNA, KOTOpbIE HEOOXOAMMO TMPOBEPUTH MpU MOJ0OpE,
CYLIECTBEHHO COKpalaeTcsl [0 CpPaBHEHHUIO C MOJHBIM mepedopoM. Kak crenctBue, BaKHBIM
TpeOOBaHHWEM K MOCTPOCHHIO HAJESKHOTO IApOJsl SIBIISETCS HMCIIOJIB30BAaHHE B €0 COCTaBe OYKB
pa3Horo aindasurta, peectpa (MPONMMCHBIE W CTPOYHBIC), HHU(P M MPOYUX CHMBOJOB (3HAKH
MpEeNUHAHUA, TOJYePKUBAHUE U T.11.).

Amaka no cnoeapro. B xadecTBe mapoyis TOJB30BaTEelb YacTO Ha3HAYaeT CJIOBO
€CTECTBEHHOI'0 $I3bIKa WJIM OOIIEU3BECTHYI0 KOMOMHanuio. COBOKYHNHOCTb CJIOB WJIM TEPMHUHOB
KaKoro-moo si3bIKa Ha3bIBaeTCs crogapem. CymecTBYeT MHOKECTBO JOCTYITHBIX OOIIMX U YaCTHBIX
KaK DJIGKTPOHHBIX, TaK M OHJIAMH ClIOBapeid, U3 KOTOPBIX MPOrpaMMa aBTOMAaTHYECKOro rnepedopa
naposeil mpoepsieT ciaoBa. COBpeMEHHbIE BBIYMCIUTEIbHBIE MOIIHOCTH IO3BOJSIOT MPOBEPUTH
CIIOBAaph U3 JABYXCOT THICSY CJIOB B TEUCHHE HECKOJIBKUX CEKYH]I, @ CaM METOJI o00pa mapoiei mo
CJIOBapIO MO3BOJISET B IECATKH pa3 COKPATUTh BpeMsl, TpeOyeMoe AJisi BOCCTAHOBJICHUS MapoJIs.

[Tpu >TOM BBINONHEHNUE KAaKUX-IUOO HECIOXKHBIX PeoOpa3oBaHuil ¢ mapoieM, 1Mo TUITY €ro
HamnMCaHUs 3aJ0M Halepe] WIM PYyCCKUMH OyKBaMM B AHIJIMMCKON packiajke, HaMEpPEeHHOTO
JONYIEHNs OIMOKM TakKe He SBISETCS CPEACTBOM JUIsl 3HAYUTENIbHOTO IOBBIIMICHUS
0€30MacHOCTH Mapojsl B JIAHHOM Ciydae, MOCKOJbKY TakX e MOTYT ObITh NpPEAYyCMOTPEHBI U B
COBPEMEHHBIX cHcTeMax Moaoopa naposisd. B aToMm cityuae, o cpaBHEHHIO € 110I00POM CITy4aitHOro
napoJisi, mojadop Mapojis MO CJIOBapi0 C NPUMEHEHHUEM pasziIMyYHBIX MpeoOpa3oBaHUil jenaer
HEBBIMOJHUMYIO 3a/1ayy BIOJHE BO3MOYKHOM, @ 3HAYUT, HAJIEKHBINA NAposib HE JOJKEH CTPOUTHCA
Ha OCHOBE CJIOB €CTECTBEHHOTI'O S3bIKA.

Amaka no nepcounansnomy cnogapro. Hapsiny co cioBapeM OOIIEH3BECTHBIX CJIOB IS
no00pa Maposisi MOXKET NMPUMEHATHCS TaK HA3bIBAEMBIM nepcoHanbHblli Cl06apb MOIb30BaTENs,
COCTaBJISIEMBI HA OCHOBE €ro JHMYHBIX JaHHbIX. /{71 oOyerdeHusi 3allOMUHAHUS MapoJii MHOTHE
M0JIb30BATEIN YacTO MpHUOEraroT K MPUMEHEHUIO MEePCOHAIbHBIX CBEIEHUH, K KOTOPHIM MOTYT
OTHOCHUTBCS: J1I€BUYbsI (hpaMUIIMIO MaTe€pH, HOMEpP MOOHJIBHOrO TenedoHa, JaTa POXKIAECHUS, KINYKa

AOMAIIHETO0 MmruTOMIA MW IIp. B »stom cjiydac nIjid TII0JIb3OBATCIA MOXKET OBITh COCTaBJICH
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WHMBUYAJIBHBIA CIOBapb €ro JMYHBIX JAQHHBIX, HA OCHOBE KOTOPOIO Cr€HEpUpPOBaHBI MapoJiH,
BKJIIOYast camMble pa3HOo0Opa3Hble KOMOMHAIIMY U TPeoOpa3oBaHus.

B mnacrosmee BpeMs, B CHy IIMPOKOIO pPa3BUTHS COLMAIBHBIX CETEH, pazIu4HbIX
MECCEDKEPOB U MOOMJIBHBIX IPHJIOKEHUM MHOTME JAaHHBIE I10JIb30BATEIsl MOTYT OKa3aThbCs B
obiieM J0CTyle, YTO 3HAa4MTENbHO oOOJieryaer 3ajady 3J0yMbIIIEHHUKA. Bcenencreue sTtoro
00CTOSITENLCTBA HA/ICKHBIM NapOJb JOHKEH OBITh MOJHOCTHIO OECCMBICICHHBIM, 0€3 MPUBS3KH K
JIMYHOCTH I10JIb30BaTES.

Coop naponeii, xpanawuxca 6 odueoocmynuvlx mecmax. Bo MHOTMX OpraHu3anusix
[apojii  CO3/JaeT M pacHpeienseT CpeAd IO0Jb30BaTeliell  CUCTEMHBIM  aAMHUHUCTPATOD,
YUUTBIBAIOIIMHA OMMCAHHBIC BBINIE CIOCOOBI 00X0/a MapoabHON 3amuThl. [lonp3oBarenu 00s3aHbI
I10JIb30BAThCS BBIIAHHBIM MM IapOJIEM, OJAHAKO B CHJIY CJIO)KHOCTH €r0 3allOMHHAHUS 3a4acTylo
MMEeT MECTO €ro XpaHEeHUe B 3allMCAaHHOM BUJI€, KaK IpaBuiio, BOiu3u ceoero APM.

Hecepbe3Hoe oTHoLIeHME K BompocaM oOecreuyeHHsi 0€30MacCHOCTH CBOEro CIyKeOHOro
apoJIsi MOKET MIPUBECTHU K €r0 3allMCU Ha OyMa)XHbI CTUKEP C MOCIEAYIOLIUM PACIIONOKEHUEM Ha
MOHHUTOPE KOMIIbIOTEpA WM I0J KJIaBHATypoil. Mexay TeM HpOBEIeHUE BU3YaJIbHOI'O OCMOTpa
pabouero Mecrta IMOJb30BaTENsl, B Cllydyae (PU3MUYECKOrO0 NPOHUKHOBEHMs 3JIOYMBIIIJICHHUKA B
IIOMEIIEHNE OpraHu3ally, sIBJISIETCS OAHUM U3 €ro MepPBUYHBIX JeHCTBU.

[Tapos HE MOMKEH XpaHHUTHCS B OOIIEJOCTYITHOM MECT€ M OCHOBHBIM CHOCOOOM
MIPOTHBOJCHCTBUSL TaKOW YTpo3e SBIISETCS NpOBEIEHHE Oecel WM TPEHHHIOB C TIEPCOHAIIOM,
MOBBIIIEHUE €r0 KBaTM(PUKALUU 10 YaCTH HH(OPMALIMOHHON 0€30IacHOCTH.

Ilpumenenue epedonocnozo  npozpammmnozo obecnevenusn. Ilon  epedonocHbim
npocpamMmMubiM obecnedenuem TIOHUMAIOT IIUPOKUN CHEKTp IpOorpaMM, NpeaHa3HAYEHHbIX IS
HCJI x wuHpopmanuu uauM BO3JACHCTBUS Ha HeE WM pPecypchl aBTOMAaTU3UPOBAHHOU
nHpopMalMOHHOM cucTembl. Cpeau HMX A XMIIEHUS NEPCOHAJIbHBIX M KOH(HJIEHIHMAIbHBIX
JAHHBIX ITOJIB30BATENS, B YACTHOCTH MApOJIEH, MMPOKO MPUMEHSIOTCS TPOSHCKHUE WM IIITMOHCKHE
MIPOrpaMMbl, NpeAHA3HAUYEHHbIE IJIS CKPBITOrO HAOJMIOJEHHUS 3a HCIOJIb30BaHHWEM KOMIIBIOTEpA.
TUNUYHBIM TNpEeACTaBUTENEM TaKUX IPOrpaMM SIBISETCS KJIaBUATYpHBIM INNUOH (Keiorep),
PETUCTPUPYIOIMI KaXJ0€ HakaTHe KIaBUII Ha KIaBUAType KOMIIbIOTEpa U IepechbUIAOINM
coOpaHHbIE TAHHBIE CBOEMY XO35UHY.

CnocoOoM 3amuThl OT TaKOW Yrpo3bl SIBISETCS NMPUMEHEHHWE CpEeACTB aHTHUBUPYCHOM
3alUThl, (YHKIHMOHUPYIOIIUX B HENPEPHIBHOM pEXHUME IS OTCISKHMBAHHS BCEX OOpalleHHi
cucteMbl K (haizlaM W TMPOBEPKHM HUX Ha MpeaMeT 3apaKeHHs BPEJOHOCHBIM IPOTrPAMMHBIM

O6CCHC‘-ICHI/IGM, a TaKKC NNEPUOANYCCKU MMPOBCPAIOIINX BCC (baﬁﬂbl B 3aJJaHHOM o0acTu.
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Couyuanvnas unscenepus (social engineering). Coyuanvras unoicenepus — OO TEPMUH,
0003HAYaIOMUI COBOKYIMHOCTh TNPUEMOB MAaHMITYJIMPOBAHHS JIIOABMU C  HCIOJIb30BAaHHEM
COIIMOJIOTUM W TICUXOJIOTHH, HANpaBJICHHBIX HAa CO3/IaHHE TAaKUX YCIOBHH W OOCTOSATENBCTB,
KOTOpbIE MaKCUMaJIbHO J(P(EKTUBHO TPUBOAAT K HEOOXOIUMOMY peE3yibTaTy, a HWMEHHO,
MPOHUKHOBEHUIO B 3AIUIICHHBIC CHCTEMBI TI0JIH30BATEIS WIIM OPTaHU3aIUH.

B o0mem ciydae TakTHMKa COLMAIBLHON MH)KEHEPHH HAlpaBlieHa Ha TO, YTOObI OOMaHOM
3aCTaBUTh I10JIb30BATENS CAMOCTOSITEIBHO BBIIATh Mapoiib. Hampumep, KIacCHYeCKUM HpPUEMOM
SBIISICTCS  TEJNIG(OHHBIA 3BOHOK 3JIOYMBINUICHHUKA JKEPTBE O]l YOCIUTEIBHBIM NPEIJIOTOM
COOONIMTh HEOOXOJAWMBIA MApOJib OT HMMEHH TOT0, KTO HMMEET INpaBO Ha 3alpaiiuBacMylo
uHpopMalmoo (CHCTEMHOT0 aIMUHHCTPATOPa WM pyKoBoauTens). Takxke K MeToJlaM COLUAIbHOM
WH)KEHEPHU MOXET OTHOCHTBHCS CKJIOHEHHE IOJIb30BaTelNsl K OTKPBITHIO IO 3JCKTPOHHOH IMOYTEe
BJIOXKCHUSI WJIM TIEPEXOJy MO CCBUIKE, COJEPIKAIIUM BPEIOHOCHOE NPOTPaMMHOE OOECIICUCHHE.
OCHOBHBIM CIIOCOOOM TPOTUBOACHUCTBHS TAKOH yrpo3e SBJISETCs POBElICHHE Oecel] ¢ IePCOHATIOM.

@uwunz (phishing). ®ummar’ seiasercs oQHOM M3  PasHOBHAHOCTEH  COLMAIBHOI
WH)KEHEPHU U TIPEACTABIISCT COOOH BHJ MHTEPHET-MOLICHHHYECTBA, IIEJBK KOTOPOTO SIBIISCTCS
MOJTyYCHHUE JIOCTYTA K aBTOPU3AIMOHHBIM JIAaHHBIM TT0JIB30BATEIICH — JIOTMHAM H MApOJISIM.

OcHoOBHas TaKTUKa (DPUIIMHTA COCTOUT B CO3JIaHHUHU TOJJICIIBHBIX CATOB, KOTOPbIE 0OMaHOM
BBIHYK/IAIOT TI0JIb30BATENIsl BBECTH CBOM MApOJb. ITO JOCTHTACTCS MYTEM PACCHLIKHU AJICKTPOHHBIX
IIMCEM WJIN JMYHBIX COOOIIEHNN BHYTPU PA3JIMYHBIX CEPBUCOB C IPSIMOM CCHUIKON Ha CalT, BHEIIHE
HEOTIIMYUMBI  OT HACTOsIero, MO0 Ha CalT ¢ pPEOUPEKTOM — aBTOMATHYECKUM
NepeHanpaBIeHNeM MMOCETHTENEH Ha Jpyroi MHTepHeT-pecypc. Ilpu momagaHuu Ha MOIAETBHYIO
BeO-CTpaHUIly, TOJb30BaTeNb, HE 3ameyas IOJUIOTa, BBOJUT CBOHM JIOTHH W MAapOJib, KOTOPHIC
COXpaHSIOTCS B 0a3e JaHHBIX 3JIOYMBIIUICHHHKA, TOCIIE Yero MEepeHANpaBisIeTCs Ha CTPAHHUILY
Hacrosmiero caidta. [Ipu 3ToM monp30BarTenb 3aMeyaeT, 9TO BXOJ HE OCYIIECTBIICH, U, TTOJIaras, 4To
ommOcs mpu Habope maposisi, MpoOyeT BBECTH €ro 3aHOBO, IOCJIE YEero YCHEUIHO IMPOXOIUT
ABTOPHU3AIMIO B CHCTEME. DTO PAaCcCeMBACT €ro MOJO03PCHUS, B TO BPeMsl KaK yTeUKa MapoJis YKe
MPOM30IILIA.

Jlpyrasi pa3HOBHIHOCTh (PUIIMHTa OCHOBaHAa Ha TOM (haKTe, YTO MHOTHE IOJIH30BATEIH
UCTIONIB3YIOT OJIMH M TOT K€ MapoJib U pa3HbIX pecypcoB. B 3ToM cirydae, mpou3Bess yCIEIIHYO

aTaKy Ha MeHee 3allUIIEHHBIA pecypc, 3T0OYMBIIIJIEHHUK MOJIYYaeT JOCTYI K Oojee 3alluIeHHOMY.

! CioBo «phishing» mpOHCXOIUT OT BUION3MEHEHHOTO AHITHIHCKOTO cioBa «fishingy — «PHIOHAS JTOBIIS, BEIYKHBAHHE.
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OcCHOBHBIMU CITIOCOOAMHU MPOTUBOACUCTBUSA (DUILKHTY SIBISIFOTCS: COBEPLICHCTBOBAHUE
3HAaHUU B OOJIACTH CETEeBOH 0€30MacHOCTH, MPOBEPKa aAPECOB HMHTEPHET-PECYPCOB, MPEKIE YeM

BBOJUTH Ba)KHBIHN mapoJib.

2.2.3 lloBbimienue 3¢ PpeKTUHBHOCTH MAPOJIbHOM 3aIUTHI

Kak cregyer w3 mnpuBeieHHBIX crnocoOOB 00x0Ja MapoJIbHOW 3alluThl, OOecredyeHue
0€30MaCHOCTH MapoJIs SBISETCS CI0XKHOM 3a7aueii, Kak B TEXHUYECKOM, TaK H B OPraHU3AIHOHHOM
TUIaHE.

[ToBeimienne TpeOOBaHUI K MapoJl0 BO3HHKAET M3-3a CTENCHM €ro BakKHOCTH. [Ipumepom
MOXET CIYKHUTh Iapojb, NMpUMEHsAEeMbId g pabotrel B AC, oOpabaThiBarommx HHPOPMALUIO
OTpaHUYEHHOr0  JOCTyna (rocyJapcTBEHHas TaliHa, KOHQUACHIHMaIbHAass  HHGOpMAIHS).
bonpmmacTBo C3M 0Onamaer cieayronMMU BO3MOXHOCTSMH MO YBEIHYECHUIO 3(P(HEKTHBHOCTH
NapOJIbHON CHCTEMBI:

— YCTaHOBJICHWE MUHHMAJILHOMN JUTMHBI TTAPOJIS;

— YCTaHOBJICHHE MaKCHMAaJbHOTO CPOKa JEHCTBUS ApOJIs;

— yCTaHOBJIEHHE TpPEOOBaHMS HEMOBTOPSEMOCTH NapoJiell (IMpensTCTBYeT 3aMeHe
1apoJIst 0 UCTEYEHHUH €Tro CpoKa ACHCTBHS Ha OJUH U3 HCIIOJIb3yEMbIX paHee);

— OrpaHMYEHHE YHCIA TONBITOK BBOJA Mapoiisi (OJOKMPYET IMOJIb30BATENs MOCHe
NPEBBIIICHUS] ONPE/IEICHHOTO KOJIMYECTBA IIOMBITOK BBOJA, OCYIIECTBISIEMBIX
HOAPS; HEe ICUCTBYET Ha yYETHYIO 3aIlIMCh aIMHUHUCTPATOPA).

Muorue C3U or HCJ] coamepxar BCTpPOEHHBIE MEXAaHHW3Mbl TIE€HEpalMM Naposied |
JOBEICHUS WX JIO TIOJIb30BaTeNell. B ciydae ke eciii moiib30BaTeso CaMOCTOSATENIEHO HEOOXOIMMO

C(l)OpMI/IpOBaTL mapoJib, B KAYECTBC peKOMeH,Z[aI_II/Iﬁ MOKHO BBIACIIUTDH CIICAYIOIIHC:

WCTIOJIb30BaHUE UTHMHBI TTAPOJIs B TIpeenax 12-16 cuMBOIIOB;

— COBMECTHOE IpPUMEHEHHE B TNapojie CHMBOJOB pa3Horo aidasuta (uudp u
CIIEIICUMBOJIOB COBMECTHO ¢ OyYKBaMH);

— WCTIOJB30BaHUE CMEIIAaHHBIX PETUCTPOB OYKB;

—  IapoJIb JIOJDKEH OBITh 0ECCMBICIICHHBIM, HE HMETh MTPUBS3KH K JINYHOCTH;

— WCTOJB30BaHUE MAPOJIs, KOTOPHIH MPOCTO 3aIIOMHUTH, YTOOBI €T0 HE 3alMChIBaTh Ha
Oymare;

— ¢opMHpOBaHHUE TMMAPOJIsl, KOTOPHIM BO3MOKHO OBICTpO HaOpaTh (PKEIaTEIhbHO HE

TISAS Ha KIIaBHATYPY), JJIS UCKIIOUEHHS] BO3MOXXHOCTH €T0 OTCIEIUTh B Ciydae

Ha6JHOILCHI/I${ CTOPOHHHUMU JIMLIAMHU.
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[1pu opraHu3aIMy MapoIbHOM 3AIUTHI CIICAYET TAKXKEe COOTIOJICHUE CIEAYIOIINX Mep:

—  HaJOXEHHE TCXHUYCCKUX OTPaHMUYCHUH (ITMHBI apoJisl, aihaBUTa U T.1I.);

—  yIpaBJICHHE CPOKOM JICHCTBUS MapOJIeH, MX MEPUOIUUECKas CMECHA,;

— CMEHa aBTOMAaTU4eCKU c(hOPMHPOBAHHOTO MAPOJIS ITOCIIE IEPBOrO BXOJIAa B CUCTEMY;,

— OrpaHWvCHHUE JAOCTyMa K (aiimy maposieii;

— Or'paHUYCHUC YUCJIa HCYJAUHbIX IOIIBITOK BX0Ja B CUCTCMY,

— o0y4eHwue ob30BaTeei;

— WCIOJBb30BaHME MPOTrPaMMHBIX TEHEpPaToOpoB Tmaposedl (Takas mporpamma,
OCHOBBIBAsACh HAa HCCJIIOXKHBIX IIpaBUJIax, MOXKCT IMOPOKAATH TOJIBKO 6HaI‘O3By‘IHBIe H,

CJIEZI0BATEINIbHO, 3aIIOMUHAIOIINECS TAPOIIH).

2.2.4 IoCTOMHCTBA M HEJOCTATKH MAPOJIbHOM 3alIIUTHI

OCHOBHBIM JOCTOMHCTBOM HapOJH)HOI\/JI 3allMUTBl ABJIACTCA HNPOCTOTA U TPAAULIHUOHHOCTD.
HapOJII/I HHTCTPHUPOBAHbBI B OIICPALUMOHHBIC CHUCTEMBI W HWHBIC CCPBUCBI M B COBOKYIIHOCTH C
apyrumu C3U or HCJI mpu mpaBUIBHOM HCIOJIB30BAHUM MOTYT OOECIEYUTHh MPUEMIIEMbIN s
MHOTHX OpraHu3aluil ypoBeHb 0€30M1aCHOCTH.

BMmecTe ¢ Tem cpean HEOAOCTAaTKOB HapOHLHOf/JI 3alIUTHI BBIACIAIOT. BO3MOXKXHOCTH €TI0
MOJICMOTPETh B TIPOIECCEe BBOJA (B TOM YHCIIC C TIOMOIIBIO TEXHUYECKUX CPEJCTB), TPEOOBAHUS K
KBaJIM(DUKAIMK TIepcoHalIa, ero oOydeHue. B psjie cirygaeB uMeeT MeCcTo 4esioBeYecKuil pakTop, B
YaCTHOCTH, HE BCETJa MOocje MePBOro BX0/Ia B CHCTEMY IIPOM3BOJUTCS CMEHA MapoJis, UMEET MECTO
pacmpocTpaHeHHE CBEJEHUN O Mapojie Cpelr KOJUIeT, HallpuMep, Ha cliydail CBOETO BPEMEHHOTO
3aMelIeHns Ha pabodeM Mecte, He COONIOJIeHHE peKOMEHAAMil K (POPMUPOBAHUIO CHUIIBHOTO
nmapoJis. XpaHEHHE e Tapojisi B 3amuppoBaHHOM BHIE Ha HEKOTOPOM KItoue (BHEITHEM
anmapaTHOM HocuTene) TpeOyeT BHUMATENbHOTO OTHOIICHUS K HEMY BO M30eKaHue ero yTepu Uiu

XHUIIICHUA.

2.3 [IporpaMMHo-annapaTHble CHCTeMbI HIAEHTH(PUKAINY U ayTeHTHPHUKAUH

2.3.1 Knaccupukanms cucreM HAeHTHPUKALUM U AyTeHTHPUKALMHA
[Ipouenypsl uaeHTUUKAIIMKA W ayTeHTHGUKauu B 3anuiieHHOM AC OCyIIeCcTBISIOTCS
MOCPEACTBOM CHEIHATbHBIX MPOrpaMMHBIX (IIPOrpaMMHO-aNMapaTHBIX) CPEICTB, BCTPOCHHBIX B
onepauoHHyro cucrtemy win C3U, npu MCHOIB30BaHUM KOTOPBIX COTPYIHHUK IOJNy4aeT K HEH

noctym. Takue cpeacTBa Ha3bIBAIOTCS cpedcmea udenmuguxayuu u aymenmugurayuu (CUA).
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B cocraB annmaparno-nporpamMmmusix CHA BXoIT:

1) wuaeHTHU(HUKATOPHI, MPEIHAZHAUCHHBIC ISl XPAHCHHS YHUKAIbHBIX WACHTU(PUKAIIMOHHBIX
IPU3HAKOB,

2) CUUTBHIBATEIM — YCTPOWCTBA BBOJA-BBIBOJA ISl MICHTU(HKATOPOB (aaanTepsbl, IUIAThI
JOBEPEHHOM 3arpy3ku M Jp.), OCYUIECTBIAIONIME MEPEChUIKY JaHHBIX MEXIY
UICHTU(PHUKATOPOM H 3aLIUIAEMOI CHCTEMOI;

3) cooTBeTcTByMOLEE MpOrpaMMHOE  OOecrieueHHue, BKIIOYAMONIee JpaiiBepa  JuIs
anmnapaTHbIX UACHTU()UKATOPOB U MPUCYILIUX UM CUUTHIBATEICH.

[Io Bumy wucnonb3yeMbix wuAeHTU(GUKAIMOHHBIX mnpu3HakoB CHA pasnensiorcss Ha

AIIEKTPOHHBIC, OMOMETPUIECKUE U KOMOMHUpOBaHHbIE (puc. 2.1).

CucreMbl HACHTH(PUKALMY U ayTeHTUGUKALMHT

DJIeKTPOHHBIE buomerpuyeckue Kom0uHupoBaHHbIe
. Pagnouacrorusle
- iButton Crarudeckue A
nrenrudukaroper 1 USB-kiroun
KonrakTHbIE I'uGpunaBIe
! Jnnamudeckue >
CMapT-KapThl CMapT-KapThl
PagmouacrorHsre Bromerpuueckue cucTeMsl 1
- |
UICHTH()UKATOPBI KOHTAKTHBIE CMapT-KapThl
BeckoHnTakTHbIE Buomerpryeckye cuCTeMBI 1
- L |
CMapT-KapThl USB-kiroun
| USB-kiroun

Puc. 2.1 — Knaccudukarus CUA no BUIy UCTIONB3YEMbIX HICHTU(UKATMOHHBIX TPU3HAKOB.

B anexkmponnvix cucmemax wneHTH(UKALMOHHBIE TPU3HAKU TPEACTABISIOTCS B BHUJE
uudpoBoro Koja, Xxpausmerocs B namsatu uiaeHtudukatopa. Takue CHUA paspabarbiBaroTcs Ha
6a3e cieqyoumx NIeHTH(PHUKATOPOB:

— iButton (Touch Memory);
— KOHTaKTHbIE CMapT-KapThl,

— paaAMoYacTOTHBIE UIEHTU(UKATOPBI;
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— OECKOHTAKTHbIE CMapT-KapThl;
— USB-xiroun.

B o6uomempuueckux cucmemax WACHTUDUKAIMOHHBIMU TPU3HAKAMHU SIBIISIIOTCS HH-
JMBHTyabHBIE OCOOCHHOCTH YEJIOBEKAa, HA3bIBAEMbIC OMOMETPHUYCCKUMH XapaKTepUCTHKaMHu. B
OCHOBE HJCHTH(PHUKAIMK U ayTeHTU(UKAIMK O3TOTO THUMA JICKUT MpOLEeaypa CUUTHIBAaHHUS
MPEIbSBIEMOT0 OMOMETPHYECKOTO MPHU3HAKA MOJIB30BATEISl U €r0 CPaBHEHUE C MPEABAPUTEIHHO
MOJyYEHHBIM 3TaJOHOM (II1a0JIOHOM).

B 3aBHCHMOCTH OT BUIa UCTIOJIB3YyEMBIX XapAKTEPUCTUK OMOMETPUICCKAE CHCTEMBI JCIISTCS
Ha CTaTUYECKUE U TMHAMUYECKHE.

Cmamuueckasn 6uomempus (HprU3HOIOTNYECKass) OCHOBBIBACTCS HA JAHHBIX, MOTY4aEMBbIX U3
M3MEPEeHUH aHATOMUYECKUX OCOOCHHOCTEH YeJI0BEKa, TAKUX KaK OTIIEYaTKH MajibleB, hopMa KUCTH
PYKH, y30p palyKHOW O0OJIOYKHM Tjla3a, CXeMa KPOBEHOCHBIX COCYJOB JIUIIA, PUCYHOK CETYATKH
rJ1a3a, YepThl JIULA U Jp.

Hunamuueckas Ouomempus (MOBEIECHYECKAs) OCHOBBIBACTCS HA aHAJIM3€ COBEPIIACMBIX
YeJI0BEKOM JieHcTBHM. [IpuMepaMu sBISIOTCS: MapaMeTphl rojioca, TMHAMHUKA ¥ (OPMBI MOAIUCH,
KJIaBUATYPHBIN TIOYEPK U TIP.

B komobunuposannvix cucmemax s uIeHTH(OUKALUU HCTIOIB3YETCS OJHOBPEMEHHO
HECKOJIBKO HWIACHTH()DHKAIIMOHHBIX TPHU3HAKOB. Takas WHTErpamusi CO3/1aeT JIOTIOJHUTEIbHBIC
MPETSATCTBYSI 3JI0YMBIILUICHHUKY, KOTOPbIE OH HE CMOXET IMPEOJI0JIETh, & €CIM U CMOXET, TO CO
3HAYUTEIBHBIMH TPYJAHOCTSIMHU M 3aTpaTaMd BpeMeHH. Pa3pa0oTka KOMOWHUPOBAHHBIX CHUCTEM
OCYIIECTBISIETCS IO IBYM HAIpPaBJICHUSIM:

— HHTerpanus UACHTU(HUKATOPOB B paMKaX CUCTEMBI OJIHOTO Kiacca;
— HHTerpalus CUCTeM pa3HOoro Kiacca.

B mnepBom cnydae s 3ammThl  KoMmmbeiorepoB oT HCJ[ MCHONB3YIOTCS CHUCTEMBI,
Oasupyronpecs Ha OCCKOHTAKTHBIX cMapT-kaprtax u USB-xnrowax, a Takke Ha THOPHIHBIX
(KOHTAaKTHBIX W OECKOHTAKTHBIX) CMapT-KapTax. Bo BTOpoM ciydae, MPUMEHSETCS COYETaHHE
OoroMeTpuuecKkux u 3MeKTpoHHBIX CUA, Ha3pIBaeMO€ OU0I1eKMPOHHbLE CUCTEMBL.

[To cmocoOy oOMeHa MJaHHBIMH MeXAy UAeHTHPHUKATOpoM U cuuThiBarenem CHUA
MOJIPA3IENSAIOTCA HAa KOHTAKTHBIE U OECKOHTAKTHEIE.

Koumaxkmmuoiii  cnoco6  (KOHTaKTHOE  CUUTHIBAHUE) TOAPA3yMEBAaeT  CUMTHIBAHUE
UICHTU(PUKAITMOHHBIX TMPU3HAKOB Yepe3 HEMOCPEICTBEHHOE CONMPUKOCHOBEHHE HACHTU(UKATOpPA
CO CUHTHIBATEIICM.

beckonmaxkmmuulii cnocod (IVCTAaHIIMOHHOE CUYUTHIBaHWE) OOMEHa JaHHBIMH HE TpeOyeT
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YEeTKOr0 MO3MLMOHUPOBAHUS HMIEHTH(HUKATOpAa M CUMUTHIBATEN] — YTEHUE WJIM 3alHUCh JAHHBIX
MPOUCXOIUT MPH MOTHECEHUHU UICHTU(UKATOpa Ha ONPEIeIIEHHOE PACCTOSTHUE OT HETO.

OCHOBHBIM 3JIEMEHTOM JJIEKTPOHHBIX KOHTAKTHBIX M OECKOHTAKTHBIX HACHTH(PHKATOPOB
SBJISIIOTCS] OJJHA WJIM 00Jiee BCTPOSHHBIX MUKPOCXEM (UMIIOB), KOTOPBIE MOTYT MPEJCTABIIATh COOOM
MHUKPOCXEMBI IAMSTH, MUKPOCXEMBI C JKECTKOM JIOTUKOM U MUKPOIPOLIECCOPBHI.

Bri6op CUA nenecoo0pa3HO MPOBOAMTE IYyTEM CPAaBHEHUS TAKMX XapaKTEPHUCTUK KaK:

— CTPYKTYpa UAECHTUDUKATODA;

— CTPYKTYpa U COCTaB CUUTHIBATEIIS;
— wunrerpauus ¢ C3U;

—  HAJICKHOCTH U3JICIIHUS;

— CTOHMMOCTb U3C/IUA.

2.3.2 DJIeKTpOHHbIe HIeHTUPUKATOPBHI

iButton (Touch Memory). Wnentuduxaropst iButton (information button) otnocsTes k
KJIACCy OJJIEKTPOHHBIX KOHTAKTHBIX HJICHTU(UKATOPOB, HMMECIOIIUX OIHOIMPOBOJHBINA IMPOTOKOI
obMmena nnpopmanueit (1-Wire) 1 moMeIEHHBIX B CTAHIAPTHBIN MeTalTn4eckuii kopmyc. JlanHbie
UAeHTU(HUKATOPBI TaKKe HasbIBalOTCS Touch Memory (KoHTakTHas MaMsATh), YTO CBS3aHO C
MEPBOHAYAILHO 3aIIATEHTOBAHHBIM TOBAPHBIM 3HAKOM 3TOTO CEMEWCTBAa MHUKPOCXEM aMEPUKAHCKON
kommnanuei «Dallas Semiconductor» (B Hacrosiiee Bpemst «Maxim Integrated»).

B o6mem ciaydae wuaeHtudukarop iButton mpencraBiasier  coboit  MHUKpocxemy,
BMOHTHPOBAaHHYIO B CTAHIAPTHBIN KPYIJIbI TepMETUYHBINH CTadbHOM Kopmyc (puc. 2.2). [Tutanue
MHUKPOCXEMBbI 00ecrieynBaeT MUHHUATIOpHAS JInTHeBas Oarapeiika. Kopmyc nmeer nuamerp 17,35 Mmm
U nBe cTanaaptHbie Tommuubl: 3,1 MM (kopmyc F3) u 5,89 mm (kopmyc F5). Kopmyc BeimonnsieT
POIIb ANEKTPUUYECKUX KOHTAKTOB HJECHTH(PHUKATOPA, a TaKkKe 00eCIeurBaeT €ro0 BBICOKYIO CTETCHb
3aIUIIEHHOCTH OT BO3JICMCTBHS arpeCCUBHBIX CPEJ. IMBUIM, BJIArd, BHEIIHUX 3JEKTPOMArHUTHBIX
MoJIe, MEXaHW4YeCKHX ymapoB W mp. Kpomka koprryca Mmo3BOJIsieT yJOOHO €ro 3aKperuisiTh B

JepKaTesx.

Puc. 2.2 — Unentudukarop iButton.
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Ha puc. 2.3 npueneno oOuiee BHyTpeHHee ycTpoHcTBO iButton. OCHOBY MHKpPOCXEMBI
COCTABIISIIOT MYJIBTUIUIEKCOP U MaMsATh. [Ipu 3TOM B cTpykType iButton MOXHO BBIIETUTH YETHIpE
OCHOBHBIX OJIOKa: TMOCTOsIHHOE 3armoMuHaromiee ycrpoictBo (II3Y/ROM), GiokHOTHAs MmamsTh,
orepatuBHOe 3amomuHaromee ycrpoictBo (O3Y/RAM), yackl pealbHOr0 BPEMEHH, 3JICMEHT

nUTaHus (BCTpOSHHAsi MUHUATIOpHAS IUTHEBasi OaTapeiika).

1MRE %>7
(MHTEpdEiC)

MUKPOCXEMa,
DATAIN (B304 AaHHEIX) !

AIPEC

npaeneHue «
MyﬂbTHI‘U]EKCUpyp— namaTe

AUTAHWE

[} DATAOUT (Bbix0g AaHHbIX) |

.....................................

Puc. 2.3 — Ctpykrypa iButton.

CymiecTByIOT pa3nuunble Moandukanuy uaeHTudGukaropos iButton, KOTOpbIE pa3ITUYAIOTCS
COCTaBOM MaMATH, €€ EMKOCTBIO U (PYHKIIMOHAIBHBIMUA BO3MOXHOCTSIMH.

IMpocreiimias mMogens w3 MukpocxeMm iButton (DS1990) comepxur Tonpko II3Y, 49ro
JOCTATOYHO JUIS XpaHeHus ajapeca kiroua. B [13Y xpanutcs 64-pa3psiHblid KOJI, COCTOSIINN 13 48-
Pa3psAAHOTO YHUKATBLHOTO CEPHIHOTO HOMepa (MACHTU(DHUKAIMOHHOTO TpH3HAKAa), 8-pa3psIHOTO
KO/a TUMa WACHTU(DUKATOPA U 8-pa3psAaHON KOHTpOJIbHOM cymMel. Pasmemiaemele B I13Y nanuble
NPEJCTAaBIAIOT CcO00M  YHMKaJIbHYIO KOJOBYIO KOMOHMHALIMIO, KOTOpas 3allUCBIBAaeTCi B
uAeHTUQUKATOp BO BpeMsa ero usrortosineHus. Hanpsoxkenme mnuranua [I13Y mopaercs mo
CHUTHAJIIHOW JIMHUM JaHHBIX, YTO TIIO3BOJIIET CYHMTHIBATH IaMATh HE3aBUCHUMO OT DJHEPTrUu
BCTPOEHHOM B KOPITyC JIUTHEBOM OaTapeiku, TeM caMbIM CIKOHOMUB €€ pecypc.

BonpimHCTBO BCeX ocTalbHBIX MHKpocxeM iButton momumo I13Y Mmoryt umers B cBoeM
COCTaBe MPOTPaMMHUPYEMYIO MaMSTh (CTUpaeMOe MPOrPaMMHPYEMOE ITOCTOSTHHOE 3alTOMUHAIOIIEe
yerpoiicteo  (CIITIBY/EPROM), 5neKTpHUYECKH CTHpAaeMOE MPOrpaMMHUPYEMOE MOCTOSHHOES
3anomuHatoniee ycrpoiicteo (DCIINI3Y/EEPROM)) wmim 3HEproHe3aBUCHMYHO OIEPATHBHYIO
namate (NVRAM) s xpaHeHus KOHQHICHIMAILHOH HHGpOpPMAIUK (KPHITOrpapHIeCKUX

KIIIOYEH, maposiei JocTyna U APyruxX AaHHBIX).
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[Mporpammupyemast mamsats CIINI3Y (cemeiictBo Mukpocxem DS198X) obGecrmeunBaer
BO3MOYKHOCTh OJIHOKPATHOW 3allMCl MU MHOTOKPATHOTO CUMTBHIBAHUS WH(POpPMALUHU, YTO yIOOHO B
TeX CllydyasX, KOrJa JaHHble HHUKOT/Ia HE MEHSIOTCS (Hampumep, UIACHTU(PHUKATOP COTPYAHHUKA).
3anuch OCYLIECTBIAETCS OJOKaMHM [0 TMOJHOTO 3amoyiHeHusi sueiiku. [Ipm sToM cucrtema
OTPaHUYUBAET KOJWYECTBO JAOCTymoB uuciaoMm 100: mocime Kakaoro AOCTyna 3aloJIHAETCS
COOTBETCTBYIOLIAsl sueiKa NaMsITH M mocie 3anucd Bcex 100 sueexk K04  CTaHOBUTCS
HEJICVCTBUTEIIbHBIM.

[Mporpammupyemast namste ICIII3Y (cemeiictBo Mukpocxem DS197x) mosBosser
3aMuChIBaTh YCIOBUS MOJI30BATEIBCKOTO IOCTYIA M U3MEHAThH UX M0 MEpe HEOOXOAUMOCTH.

Oneprone3aBucumasi oneparuBHas namsaTe NVRAM (cemeiictBo Mukpocxem DS199x)
o0ecrieynBaeT HEOTPAHWYCHHOE KOJUYECTBO IIMKJIOB TMEPe3almuCH M HUCIONb3YyeTcs s
MIPUIIOKEHUH, TPEOYIOIIUX YacToe OOHOBJICHUE JaHHBIX KJIto4a. JJaHHBIE B TAKOW MaMATU XPaHSITCS
He MeHee 10 neT Omaromaps TUTHEBOI OaTtapeike.

Wnentudukarop iButton moxxer umerh uMeeT OoJiee CIOKHYI0 apXUTEKTYpy ONEpaTHBHOM
namsatu (DS1991), peanusys Ha annapatHoM ypoBHe 3amuty namsata ot HCJl. B atom ciydae nis
OTpPaHMYEHUS JOCTYNa K CEKPeTHOHM HH(POpPMAIMU JOCTYH K HaMSITH MOXKET OBbITh 3alluIleH
pPa3HBIMH MApOJIIMU Ha PAa3IMYHBIC ONEpalluu: U1 YTCHHsS OJUH MapoJib U JUIS TMOJHOTO JOCTYIa
JIPYTOH.

Taxke iButton (DS1994) moxeT MMETh BCTPOCHHBIC Yachl PEabHOIO BPEMEHH, KOTOPHIC
UCIONIB3YIOTCS NIl y4eTa BPEMEHM JAEWCTBUS JOCTyMa, MO HCTEUYEHUH KOTOPOTO JOCTYH C
MOMOIIBIO KITtoua iButton OyaeT 3akphiT.

Hexkoropeie Tumel uaeHTudukaTtopoB iButton comepkaT MOMONHUTEIbHBIE KOMIIOHEHTHI
[32]. Hamipumep, B uaentudukarope DS1963S nmeercss MUKPOKOHTPOJUIED, IPEIHA3HAYCHHBIH TSI
BBIUUCIIEHUSI B COOTBETCTBMM cO cTaHzaproMm x»m-pyHkuuu SHA-1 160-paspsaHoro koxaa
ayTeHTU(UKALMU COOOLIEHUH U TreHepaluy KIo4Yel JocTyna A CTpaHUl] namsTd. TUIUYHBIMU
NPUMEHEHHUSIMUA U1 TaKOTO WHTETPUPOBAHHOTO PEHICHUS SBISIFOTCS CHUCTEMBl MECTHOTO WIIH
YIAJE€HHOTO ayTeHTU(UIUPOBAHHOTO JOCTYIA, JJIEKTPOHHBIE KOIIEIbKU JUISl MEpeBOJa JIEHET,
0aHKOMaTbl, TEPMUHAJIBI OIJIATHI, CYETYMKH NMAPKOBKH UM JOCTYH K KOMITBIOTEPHOM CeTH.

OO6MeH nHpopmanmenn Mex1y HIEHTH(PHUKATOPOM U CUCTEMOM MPOMCXOJUT B COOTBETCTBUHU
¢ mpotokosoM 1-Wire ¢ momompi0 pa3HOOOpPa3HBIX CUYMTHIBAIOIIUX YCTPOWUCTB (aJanTepoB
nocieaoBarenpHoro, napamiensHoro 1 USB-nopros). Uurepdeiic 1-Wire obecnieunBaer oOMeH
uHpopmanueit Ha ckopocTax 16 numm 142 Kout/c (yckopeHHBbIH pexxum). [l 3a1ucu 1 CYUTHIBaHUS
JTaHHBIX U3 UIEHTU(HKAaTOpa TpeOdyeTcss KOHTAKT He Oosee 5 Mc kopryca iButton co cunTsiBarommm

YCTPOMCTBOM.
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K nocrounctBam wuaeHtrdukaTtopoB iButton oTHOCSATCS: HaIEKHOCTh U OJITOBEYHOCTH,
BBICOKAsl CTEMEHb MEXaHWYECKOM M DJIGKTPOMATHUTHOW 3aIlUIICHHOCTH, Majble Ta0apuThI,
OTHOCHUTEIIEHO HEBBICOKAsi CTOMMOCTh. HemoctaTkaMul SIBIISIFOTCS: 3aBUCHMOCTD €r0 CpabaThIBaHUs
OT TOYHOCTH CONPHUKOCHOBEHUS UACHTU(PUKATOpPA U CUUTHIBATENS, OCYIIECTBISIEMOrO0 BPYUHYIO, a
TaK)X€ OTCYTCTBHE BCTPOCHHBIX B MICHTU(UKATOPHI KPUNTOrpaQUUECKUX CPEACTB, PEATU3YIOLINX
mudpoBaHne NaHHBIX NMPH HMX XpPaHEHUM M Iepefade B KomIbloTep. BemenctBue mocieanero
HenocTatka IBUttOn 0OBIMHO HCHOJB3YETCS COBMECTHO C JIPYTMMH CHCTEMaMM, Ha KOTOpBIC
BO3JaraTcs GyHKUUU MHUQpPOBaHUS.

KontakTHble cMapT-KapTohl. Kommaxmwuvie cmapm-kapmer (contact smart cards)
OTHOCATCS K KJIACCY DJIEKTPOHHBIX KOHTAKTHBIX HICHTU(UKATOPOB U TPEACTABIAIOT COOOU
IJIACTUKOBYIO KapTy CO BCTPOEHHON MUKPOCXEMOM.

[lepBblii mar B co3gaHUM KapT-uAEHTU(GUKATOPOB ObLT chenaH B ['epmanuu B 1968 rony,
korna FOpreny [lecnody u I'enbmyty ['poTpynmny yaanoch MOMECTUTh UHTETPAlIbHYIO CXEMY B
Kycouek Iuiactuka. HesaBucumo ot Hux, B 1970 rogy Kynuraka Apumypa Obuia 3amaTeHTOBaHA
aHaornyHas uaes B Smonwmn. B 1974 ronmy dpanmysckuii m3zoOperatens Pomam Mopeno
3armaTeHToBall MCI0 KapThl C 3alIMIIEHHOW MaMAThio, a B 1977 rony dpaHily3ckuil HHXKEHEp
Muniens YToH u300pel NepByI0 CMapT-KapTy cO BCTPOSCHHBIM MUKPOIIPOILIECCOPOM.

OuU3NYECKUH, DIEKTPUICCKUI, MEXaHWYCCKUN W MPOTPaMMHBIA MHTEP(EHCH CMapT-KapT
onpexnessirorest cranaaprom ISO/IEC 7816. [lpumep KOHTaKTHBIX CMAapT-KapT M MX CUUTHIBATEIIS

MpUBE/ICH Ha puc. 2.4,

,/' //‘ ‘ G @2&%

B!

Puc. 2.4 — IlpuMep KOHTAaKTHBIX CMapT-KapT CO CUYUTHIBATEIIEM.

[To (yHKIMOHATBHOCTH CMapT-KapThl pPA3JCISIIOTCA Ha JBa THIA: KAapThl TaMSATBIO U

MPOLIECCOPHBIE (MHTEIUIEKTYaJIbHbIE) KapThI.
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KapTbl mamsTi npeHa3Ha4YeHbl Ui XpaHEeHUs1 HHQOpMAIlM — OHU COZAEPIKaT HEKOTOpOe
KOJIMYECTBO JIaHHBIX U MEXaHW3M pasrpaHudeHus nocTyna K HuM. Cpeau HHX CYIIECTBYET TpH
THUIIA: KAPTHI C MPSMBIM TUIIOM TaMSTH, KapThl C 3aIIUIEHHBIM/CETMECHTHPOBAHHBIM THUIIOM ITAMSITH
Y KapThl IAMSTH C COXPAaHCHHBIM 3HAYCHUEM.

[IporieccopHble KapThl HCIOJB3YIOTCS B 3aja4yax, TPEOYIONMX CIOKHOW 00paboTKH
nH(pOpMaIIUU, COAEPKAT MUKPOIIPOIIECCOP M BO3MOXKHOCTD YIPABJIAThH NaHHBIMH Ha KapTe.

KoHTakTHBIE  CMapT-KapThl  B3aUMOJICHCTBYIOT CO  CUHTHIBATENIEM  IOCPEICTBOM
COIPUKOCHOBEHUSI CBOCH KOHTAKTHOW IUIOMIAJIKK C KOHTAKTaMH CUMThIBaTens. [Ipu 3ToM cmaprt-
KapTa MoJy4aeT OT CUMUTHIBATENS Yepe3 KOHTAKTHBIC MOBEPXHOCTH YHEPTUIO NMUTAHUS U TAKTOBBIC
UMITYJIBCBI M, TIOCIE TMPOBENCHUS AayTCHTH()HUKAIMU II0JIb30BATEIsl W TEPMHUHANIA, IepeaaeT
CUMTBHIBATENI0  3ampammBaeMylo uHpopMmaruio. [lepemaua JaHHBIX MPOWCXOAUT  Yepe3
JIBYHATIPABJICHHBIN TIOCIIEIOBATEIbHBIN HHTEPQEIC.

OcHOBY BHYTpPEHHEH CTPYKTYpBI MPOLIECCOPHON CMapT-KapThl COCTABIIAET MHUKpPOCXEMa, B
COCTaB KOTOPOM BXOIAT: IeHTpaabHbIN mporueccop (LIT), O3V, I13Y u DCIIIIZY (puc. 2.5). Kak

NPaBUIIO, B HEH TaKXKe NPUCYTCTBYET CHCIUAIM3UPOBAHHBIN KpunTorpaduueckuii mpoueccop [31].

\, S

Puc. 2.5 — CtpykTypa KOHTaKTHOH NMPOLIECCOPHON cMapT-KapThl.

entpanbHbiil mporieccop (0OBIYHO ITO RISC-npoueccopl) HCIIONB3YETCs 711 00paboTKH 1
3amuThl UHGOpMAIMU, XpaHUMON M oOpabaTbiBaeMOW Ha cMapT-KapTe, KOHTpOJe AOCTyMa K
MaMSTH ¥ YIPaBIEHUS XOJA0M BBIUHUCIUTEIHLHOTO MPoLiecca.

OHepaTI/IBHaSI NnaMsTb HWCIHOJB3YCTCA JII BPCMCHHOI'0 XpaHCHUSA OAaHHBIX, HAIIPHUMEDP,
pE3yNbTaTOB BBIUMCICHUM, MPOM3BEAEHHBIX MPOLECCOPOM, HHGOpPMALMU TMPU BHIIOJTHEHUH
kpunrorpaduyeckux onepamuii. EMkocts O3V cocTaBnser, Kak MpaBUIO, COCTABIAET HECKOIBKO

KAJI00aiiT.

! RISC (Reduced Instruction Set Computer) — MHKpOIPOLIECCOP ¢ COKPAIIECHHBIM HAGOPOM KOMAHI,
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[TocTossHHas mnamATh XpPaHUT KOMAH[bl, HCIOJHSEMbIE IPOLIECCOPOM, U  Jpyrue
HeM3MeHsieMble JaHHbIE, 3alliChiBaeMble TIPH MPOU3BOJCTBE CMapT-KapThl. EMkocTs 13V moxker
COCTABIISATh IECATKU KUIOOANT.

B OCIII3Y xpaHATCsA MOJIB30BAaTEIbCKUE JAHHbBIC, MPEIHA3HAYCHHBIC 11 CUUTHIBAHUS,
3amucy, MoAM(UKaLMU, a Takke KOH(UIEHLMaIbHbIE JaHHbIE (HalpuMep, Kpunrorpaduyeckue
KITIOUM), HEAOCTYIHBIE ISl IPUKIAIHBIX TIPOrpaMM. EMKOCTh MaMsATH COCTAaBIISET AECATKH U COTHHU
KHUJI00QMT.

Ha cneumanusupoBaHHbIi Kpunrorpadguyeckuii MpoLeccop BO3JIAaraeTcsi peanu3aus
pasUYHbIX MpOLENyp, HEOOXOOUMBIX [Uld NOBbIeHHs 3amuiieHHoctd CUA, B ToM uwmcie:
reHepauusi KpUNTOTpapUUeCKUX KIIOYeH, peaau3alus KpUOTorpapuyuecKux — ajJropuTMOB,
BBIIIOJITHEHUE ONIEPALIUi C 3JEKTPOHHOM noanuckto, PIN-koxoMm u nip.

K nocromHcTBaM KOHTAKTHOM CMapT-KapThl OTHOCAT €€ Majble rabapuThl M HPOCTOTY
peanu3anuu cuuThiBaHusA. K HexocraTkaM — ysSI3BUMOCTb KOHTaKTOB K H3HOCY, KOPpPO3UHM HU
3arpsI3HEHUI0, CPABHUTEIBHO BBICOKAsi CTOMMOCTh CUUThHIBATEIEH.

PagnouacroTrnble uaeHTH(UKaTOpPbI. Pagnovacrorneie uueHtudukaropsl, win RFID-
cucmemor (radio-frequency identification), otHocsaTcs K Kiaccy 3JIEKTPOHHBIX OECKOHTAKTHBIX
PaIMOYaCTOTHBIX YCTPOMCTB. TaKke UX Ha3bIBAIOT UACHTU(HUKATOPBI Proximity (ot anri. proximity
— OJIN30CTh, COCE/ICTBO).

OCHOBHBIMU KOMIIOHEHTaMU JaHHBIX UIEHTU(UKATOPOB SABIISIOTCS OCYLIECTBIISIFOIIAS CBSI3b
CO CYMTBHIBAaTEJIEeM CIELUAIU3UPOBAHHAS MHUKpOCXeMa — TpaHcmoHzaep (transmitter/responder —
nepeaaTyYuKk/IpueMHHIK), U COEIMHEHHas C Hel BCTpOeHHas aHTeHHa. B cocTaB MHMKpOCXeMbl
BXOJIUT 3JIEMEHT MaMsITH (UM MUKpPOCXEeMa C JKECTKOH JIOTMKOH) cO BCIIOMOTraTeNIbHBIMH OJIOKaMu:
MOJYJIEM MPOrpaMMHUPOBAHUSA, MOIYJIATOPOM, OJIOKOM YHIpaBiI€HUS U APYTHUMH MoOAyJsiMH. B
panmoyacToTHOM HeHTH(uKatope B ocHOBHOM wucnonb3yercs CIIII3Y, Ho Bcrpeuaercs u
OCII3Y c¢ émkocteio oT 8 g0 256 Oaifit. B mamsaTu copep)karcs: YHUKaJIbHBIH HOMEp
UAeHTU(PUKATOpa, KOJ YCTpoilcTBa U ciyxeOHas mHpopManus (OUThl YETHOCTH, OUTHI Haydaja U
KOHIIA Mepejauu KoJIa U T.1.).

KOHCTpYKTUBHO TpaHCHOHJEphl MOTYT OBITh BMOHTHPOBaHbBl B Jr000H mnpeamer. [lns
CHCTEM KOHTPOJIs JIOCTYyIa, LIMPOKOE NPUMEHEHUE MOJYYMIN IUIACTUKOBBIE KapThl, OpeENoKH,
Opacnersl W T.m. Jnsg uneHTudUKanud OOBEKTOB MPUMEHSIOTCS Pa3IUYHbIE KOHCTPYKTHBHbBIE
UCIIOJIHEHUSI WACHTU(DUKATOPOB, KOTOpPHIE HA3bIBAIOTCS METKaMHu, Teramu. WaeHTuduKaTopsl
Proximity He mpeamoiararoT peajiM3alMM = KakuxX-Iu00 ~ aIropuTMoB  ImMQpoBaHUS U
ayTeHTU(UKALUH.

ITo TUITY HWCTOYHHUKA MHUTaHUA PAAXNOYaCTOTHBIC I/I)ICHTI/I(l)I/IKaTOPBI moaApasaAC/IAIOT Ha
fole)



aKTUBHBIC U MTACCUBHBIE.

AKTHBHBIE WACHTHU(DHUKATOPHI 00JATAIOT COOCTBEHHBIM HCTOYHUKOM THTAHUS (JTHTHEBAS
Oarapeiika) U 00eCIeUnBaIOT B3aUMOCHCTBHE CO CUMTHIBATENIEM HA 3HAYMTEIHLHOM PACCTOSHUH (B
HECKOJIbKO MeTpoB). OIHaKO MIMPOKOTO PAaCHpOCTPAHEHUsI OHU HE TMOJYYHIH, B CBSA3H C OOJbIIEH
CTOMMOCTbIO, rabapuTaMu ¥ OrPaHUYEHHBIM CPOKOM CITYKOBI.

ITaccuBHEIE I/I,I[GHTI/I(i)I/IKaTOpBI HC HMCIOT BCTPOCHHOI'O HCTOYHHWKA OJSHCPIUMH. Iluranne
MHKPOCXEMBI MMPOUCXOAUT IMOCPCACTBOM IBJICKTPOMATHUTHOI'O IIOJIA, M3J1y4YaCMOI'0 CUHUTBIBATCIICM.
UreHre JaHHBIX OCYLIECTBIISIETCS CUMTHIBAaTENEeM cO ckopocThio 4 KOut/c Ha pacctosHuu a0 1 M.

[Tpunun ux paboTsl MpUBEACH Ha puc. 2.6.

[loste cunThIBaTEIIS

aKTHBU3UPYET
HeHTH(UKATOD
ITuranue — —
HcTounuk . (0 ‘ > —
MHTAHUSA W
RFID-
CuuTsIBaTENb CIEIBaTCIE MIeHTHPUKATOP
TepeacT JaHHbIe WWMWMWWWW
KOHTpOJUIEpY
Kounrtpoanep |« < |
—— -
Unentudukarop

OTHPABJIACT JaHHBIC HA
CYUTBIBATECIIb

Puc. 2.6 — [IpuHImn paguoyacTOTHON UACHTU(UKAIIIH.

CunTbIBaTeNIbh COJACPKHUT B CBOEM COCTaBe MEPEAaTYMK U aHTEHHY, MOCPEICTBOM KOTOPOM
MIOCTOSIHHO HW3JTy4aeT AJIEKTPOMAarHuTHOE MoJie ompeneneHHod uyacToThl. Korma mpentudukarop
OKa3bIBaeTCs B 30HE JEMCTBUS CUMTHIBATEINS], OH aKTUBU3UPYETCS] — aHTEHHA IMOTJIOAET CUTHANI U
nepeaaeT ero Ha MukpocxeMmy. IlonmyduB 3a cueT MHAYKTHUBHOM CBSI3M SHEPrHIO I MUTaHMA,
UACHTU(DUKATOP M3JIy4aeT 3alUCAaHHblE B MaMATH MUKPOCXEMbl HACHTH(QHUKAIMOHHBIC JaHHBIE
(unpoBoii KoJ), IpUHUMAEMble CUMTHIBaTENeM. J{UCTaHIIMS CUUTHIBAHUS B 3HAUUTEIILHON CTETIEHU
3aBUCHT OT XapaKTEPUCTUK AHTEHHOTO W NPUEMO-TIEPEAAIOIIEero TPAaKTOB CUMTHIBaTeNs. Bech
MIPOLIECC 3aHUMAET HECKOJIBKO JIECATKOB MUKPOCEKYH/I.

B cootBercTBHM ¢ ucnonb3yemoi Hecymiel dactotoil RFID-cuctemsl knaccuduuupyrorcs
10 YacTOTe: HU3KOYACTOTHBIE, CPETHEUACTOTHBIE, BHICOKOUACTOTHBIE.

Huskouacmomuwie (100-500 xI'm) xapakTepu3yrOTCS HE3HAUYHUTEIBHBIM PACCTOSHHEM
cuntbiBanus (5-30 cM), KOTOpoe OrpaHUYMBACTCS OOJBIIMMH TabapuTaMH AHTEHHBI, a TAKXKE

NMPpUCYTCTBUCM B 9TOM JArara3oHe JOCTATOYHO BBICOKOTI'O YPOBHA IMPOMBIIIJICHHBIX
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AJIEKTPOMAarHUTHBIX momex. IlIupoko mpumeHsitorcs B O€CKOHTaKTHBIX Kaptax (Proximity) mms
CUCTeM KOHTpPOJs aoctymna. OIHAKO SBISIOTCS OJHUMHU M3 CAMBIX HE3AIIUIICHHBIX, U MOTYT OBITh
MIOJIICJTAHbI 3710 YMBIIICHHUKAMHU.

Cpeoneuacmomnvie  (10-15 MI'nm) mpu MeHbIIHX rabapurax aHTEHHBI O0CCIIEYMBAIOT
0O0JIBIIYIO 1aJbHOCTh CUUTHIBAHUS, Oosiee ObICTPBIM 0OMEH JaHHBIMH, BCIEACTBUE YETO BO3MOXKHO
MIOCTPOCHHE Ha 0a3e TPAHCIOHACPOB C JBYXCTOPOHHHM OOMEHOM JaHHBIMH, pa0OTaIOIUX HA
gactote 13,56 MI'11, 6ECKOHTaKTHBIX CMapT-KapT, O KOTOPBIX pedb MOUIET HIbKe. SIBISIOTCS Oomee
3alUIICHHBIMH, YeM HU3KO4YacTOTHBIE. [103BONIAIOT peann3oBaTh MHOXKECTBO (DYHKIIUI, TAKUX Kak
OJTHOBPEMEHHAasi HWJCHTHU(HUKAIUS B TMOJe JACHCTBUS OJHOIO CYHTHIBATENI MHOTHX METOK,
KPUIITO3AIIUIIEHHBIA TPOTOKOJI OOMEHa MaHHBIMH, XpaHEHHE M MoAuduKanus WHPOpMaIUU B
MaMsITH UACHTU(UKATOpPA U JIP.

Bowicoxouacmommnwie (850-950 MI'nm wmu 2,4-5 TTi) xapakTepusyroTcs OOJbIION
OUCTaHIIMEH CUYUTHIBaHUSA (B HECKOJIbKO MeTpoB). OHHM mpenHa3Ha4YeHbl, B OCHOBHOM, MJif
WCIIOJIb30BAaHUSI TaM, TIe TPEOYIOTCS OOJBIIOE PACCTOSIHHE W BBICOKAs CKOPOCTH CUYUTHIBAHUSA,
HanpuMep, KOHTPOJb JKEJIC3HOJIOPOKHBIX BarOHOB IPH JIBH)KEHUH COCTaBa, aBTOMOOWJICH W T.JI.
Takue cuCTeMbl 3HAYUTEIBHO CIOXHEE M JOpOKE MPEeNbIAyIIUX U TpeOyloT crenuaibHon
anmnapaTypsl JUIsl CHUTHIBAHUS.

OCHOBHBIMH  JTOCTOMHCTBAMH  PAJMOYACTOTHBIX  HIACHTH()DHKATOPOB  SIBJISIOTCS:
OCCKOHTAaKTHAsE TEXHOJOTHS CUUTBIBAHHS, JOJTOBEYHOCTh TMACCHUBHBIX HICHTU(UKATOPOB,
TOYHOCTb, HAJEKHOCTh M YIOOCTBO CUUTHIBAHUA WICHTH(PUKAIMOHHBIX MpHu3HAaKoB. K ux
HEJOCTaTKaM OTHOCAT CJa0yr0 AJIEKTPOMArHUTHYIO 3allUIIEHHOCTh M OTHOCHTEIHHO BBICOKYIO
CTOMMOCTb, YUUTHIBAS 3aTPATHI HA CYMTHIBATEIIH.

BeckoOHTaKTHBIE CMapPT-KaPThl. beckonmaxkmuvle cMapm-Kapmvl OTHOCSTCS K KIIACCy
ANEKTPOHHBIX OECKOHTAKTHBIX HACHTU(UKATOPOB, PEATH3YIOIIUX TEXHOJIOTHUIO PaAMOYacTOTHON

uaeHTuukanuu. [pumep 6€CKOHTAKTHBIX CMAapT-KapT MPHUBEJIEH Ha puc. 2.7.

Puc. 2.7 — Tlpumep O€CKOHTAKTHBIX CMapT-KapT.
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B ominume OT KOHTAaKTHBIX CMapT-KapT, OCCKOHTAKTHBIE CMapT-KapThl TOMOJIHUTEIHHO
UMEIOT PaJM0YacTOTHBIA MOJYJIb CO BCTPOCHHOM B KOPIYC MHAYKTHBHON aHTEHHOM, HEOOXO0AUMOMN
JJISL CBSA3M CO CUMTBHIBATEIEM M IUTaHHs MHKpocxeMbl (puc. 2.8). [lns iydieil MexaHWYecKOit

3aI0UTBI MUKPOCXEMA IOMEIIACTCA B MI/IHI/IaTIOpHHﬁ MOIYJIb, HO,Z[KJ'IIOLIaeMHﬁ K KOHIIaM aHTCHHBI

[31].

Monyns ¢
M3omsmust  mMukpocxemoil  AntenHa — Kopmyc kapTer

|

BEIBOBI aHTCHHBI

\ J

Puc. 2.8 — KoHCTpYKTHUBHBIE 3JIEMEHTHI OECKOHTAKTHON CMapT-KapThl.

BcrpoeHnHass MUKpocxeMa COCTOUT M3 JIBYX 4acTeil — MUKPOKOHTPOJUIEpa U OECKOHTAKTHOTO
pamunouyactoTHoro uHrtepdeiica (puc. 2.9). Cxema MHKPOKOHTpOJUIEpA SBISCTCS aHATIOTHUHOM
KOHTaKTHOW cMapT-KapTe M paccMoTpeHa Beime. (CXxema paJauovacTOTHOrO uHTepdeiica
COCUHSIETCS C BBIBOJAAMH AaHTEHHBI CMapT-KapThl U MCHOJB3YET DSIIEKTPOMArHUTHOE TMOJe,

HU3JTy4aeMOC€ CHUTLIBATCIICM, JIA TTOJYUCHUS SHCPIUH ITUTAHUA U obMeHa JaHHBIMU.

K aHmeHHe

@) o)

MUuUKpOKOHTpOJIIIIED
LII 3y

Panuo- OrneparmonHas
YaCTOTHBIN (s $ o3y crucreMa
uHTepdeiic

Kpunro ACII3Y

Puc. 2.9 — Apxutekrypa MUKpOCXeMbl OECKOHTAKTHOM CMapT-KapThl.
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beckoHTakTHBIE  CMapT-KapThl  OTHOCATCS K  cpeaHedacToTHbIM  RFID-cucremam,
¢byHkunoHupyIoT Ha yactore 13,56 MI' u pa3aenstoTcst Ha Ba Kjiacca, KOTOpble 0a3upyroTcs Ha
mexxayHapoanbix crannaprax ISO/IEC 14443 u 1ISO/IEC 15693.

Cragmapr ISO/IEC 14443 comepXHT HECKOJIBKO pasHBIX IPOTOKOJIOB OOMEHa,
o0o3HauaeMbIx OykBamu (A, B u T.1.), paznuyarommecs: crmocodamMu MOYJISAIHNHN TepeIaBacMoro
paguocurnana. CtaHgapT TOIJACPKUBAET OOMEH (YTEHWE/3alHch) JaHHBIMH CO CKOpocThio 106
Ko6ut/c (Bo3mMoxHO yBenuueHue ckopoctu 10 212,424 wnu 848 Kout/c), nucranmus yrenus — 1o 10
cMm. Jns peanuzauuu QyHKUMd mudpoBaHus U ayTeHTHU(UKAUU B UJIEHTU(PUKATOPAX JaHHOTO
CTaHJapTa MOTYT INPUMEHSATHCS MHUKPOCXEMBbI TPEX BHUIOB: MUKPOCXEMa C >KECTKON JIOTMKOU
MIFARE, npoueccop unu kpunrorpaduyeckuii npoueccop. Texnonoruss MIFARE npencrasnsier
coboii pacmmpenune ISO/IEC 14443 (Bepcuu A).

Cranmapt ISO/IEC 15693 yBenuuuMBaeT AUCTAHIUIO IPUMCHEHHsS OECKOHTaKTHOTO
unentudukaTopa 10 1 M. Ha aTom paccTosHuu 0OMeH JaHHBIMU OCYIIECTBIISIETCS CO CKOPOCTHIO 10
26,6 Kout/c.

B tabmune 2.1 npencraBieHsl OCHOBHBIE XapaKTEPUCTUKN OECKOHTAKTHBIX CMapT-KapT U UX

CPaBHEHHE C PaJMOYACTOTHBEIMU MaeHTH(HKaTopamMu Proximity, paccmorpennsivu Boimme [31].

Tabnmuna 2.1 — XapakTepucTHKH UACHTH(GUKATOPOB ProXimity u 6ECKOHTAKTHBIX CMapT-KapT

Cmapr-kapra

Cmapr-kapra

eHTHPUKATOPHI
XapakTepucTHKH L Proil()imi ty P cranaapt ISO/IEC cranaapt ISO/IEC
14443 15693
YacroTa pagnokaHaia
M pal ? 125; 13,56 13,56 13,56
JlucTaHuus 9TeHUs molwm 1o 10 cm molwm
MHKpOCXeMa MHKpOCXeMa MaMsITH,
MHKpOCXeMa TaMsTH,
Berpoennbie IMaMSTH, MHUKpPOCXEMa C
. . MHUKpOCXeMa C
MHUKPOCXEMBI MHUKpOCXeMa C ’KECTKOM JIOTHKOH, . .
9 . »KECTKOM JIOTMKOH
JKECTKOM JIOTMKOH MPOIIECCOP
OyHKIMH TTaMSATH TOJIBKO YTEHUE YTEeHHE/3aIUCh YTEeHUE/3aIUCh

EMKOCTD TTaMATH 8-256 Gaiit 64 GaiiT — 64 k6 256 Gaiit — 2 k6
AJITOPUTMBI texnosorust MIFARE,
muQpoBaHus U OTCYTCTBYIOT DES, 3DES, AES, DES, 3DES
ayTeHTU(UKALUN RSA, ECC
Mexanuzm

1 OIIIHOHAIBLHO eCcTh eCcThb
AHTUKOJUIN3UHN

! AHTHKOJJIU3HUS — pa3aciCHus HECKOJIBKUX KapT B ITOJIE CYUTBIBATEIA 10 UX YHUKAJIbHBIM I/UICHTI/I(i)I/IKaTopaM.
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K nocromHcTBam uaeHTH(PHKATOpOB Ha 0aze CMapT-KapT OTHOCSTCS Mayible TabapuThl,
yIOOCTBO XpaHEHHWs] W CYHWTHIBAaHUS WJICHTU(PUKANMOHHBIX Tpu3HakoB. K HemocTaTkam —
OTpaHUYEHHBIH CPOK OKCIUTyaTallud H3-32 HEYCTOWYMBOCTH CMapT-KapThl K MEXaHWYECKUM
MOBPEXKICHUSIM U OTHOCUTEJILHO BBICOKYIO CTOMMOCTb CUMTBIBATENIEH CMapT-KapT.

USB-katoun. USB-xrrou wnn moken (ot anri. token — omosHaBaTenbHBIN 3HAK, MapKep)
OTHOCHUTCSI K KOHTAKTHBIM 3JICKTPOHHBIM MICHTU(UKATOPAM U SBISETCS MPEEMHUKOM KOHTAKTHBIX
cmapt-kapt. CUA Ha 6a3ze USB-kitodeil mossBiiMch B KoHIE 90-X ro/IoB MPOILIOTO BeKa. SIBssich
MIPEEMHUKOM TEXHOJOTHH CMapT-KapT U JJIEKTPOHHBIX KIIOYEH, HCIOIB3YEeMBIX MJISl 3allUThl
nporpaMMHoOro obecrneuenusi, USB-kitoun 10BOJILHO OBICTPO 3aBOEBAU MOMYJISIPHOCTb.

KoncrpyktuBno USB-Kiiouu BBITYCKAIOTCSI B BHJE OpPEIOKOB B IIBETHBIX KOPITyCax,
CHA0>KEHHBIX CBETOBBIMHU MHIUKATOPAMU COCTOSIHHS, YTO JIEJIAeT UX BHEIIHE MOXOKUMH Ha (IIerI-
HakonuTenu. Kaxnplii uaeHTuUKaTop MMeeT MPOIIMBAEMBI MPHU U3TOTOBICHUM COOCTBEHHBIN

YHHUKaIbHBIN cepuiinbiii Homep. [Ipumep USB-kitoua npusenex Ha puc. 2.10.

Puc. 2.10 -USB-xitou (Pyroken).

Crpykrypa u pyHkunoHanbHocTh USB-kitoueit anaornyna cmapr-kapram. B coctaB USB-
KJIFOYE€¥ MOT'YT BXOJUTh:
— mnporeccop (06br9HO RISC) mutst ynpaBienust 1 00pabOTKH JaHHBIX;
— Kpunrorpadguuyeckuil mpoueccop Ui pealu3alul pPa3iIndHbIX KpUOTOrpapruecKux
npeoOpa3zoBanuii (mudpoBaHue, XIMMPOBAHUE, IIEKTPOHHAS MTOANKCH U TIp.);
— USB-konTtpomnep s obecriedenus unrepdeiica ¢ USB-mopToM KommnbroTepa;
— OllepaTUBHAs MAMATH JJIS1 XPAHEHUS] U3MEHSAEMbIX TaHHbIX;
— mnepenporpammupyemas namate OCIII3Y s xpanenus kiarodedt mmdpoBaHus,
napoJei, cepTuUKaToB U T.1.;
— TIOCTOSIHHAs MaMATh JJIs1 XpaHEHHUs] KOMaH/1 U KOHCTAHT.
USB-k1109  COJCPXKUT  HEKOTOPBIE  CEKPETHBIE  CBEACHHS, HCIOJIB3yeMble  JUIS

ayTeHTHQUKaUK CyOBeKTOB joctyna. aiioBas cuCTeMa TOKEHA pa3leNsieTcs MEXIy
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HECKOJIbKUMH TMPHIOKEHUSAMU U ciyxOamu. [Ipu 3TOM MHOXECTBO mapoJieil XpaHUTCS B MaMSATH
USB-knroua, a ero Bianenbiy TpeOyercs BBecTH PIN-kof, yITOCTOBEpSIONINI €ro Kak Biajeibiia
BCEX MapoJsiel, XpaHIIUXCA B MaMATH TOKeHa. [locie HECKONbKMX HEYAauHBIX MOMBITOK BBOJA
PIN-koma mpormeccop Omokupyetr USB-kimtou g0 mpuBiedeHUs: agMUHUCTpaTopa O€30MacHOCTH,
MIOCKOJIbKY MPENOoIaraeTcs, 4To K04 ObLT YKpaJeH WU yTepsH.

USB-kimtoun 06s1a1atl0T BCeMU PEUMYIIECTBAMU CMapT-KapT, CBS3aHHBIMU C 0€30IacHBIM
XpaHeHHEM KOH(UICHIMANBHBIX CBEIECHUH M OCYIIECTBICHHEM KPHUMITOTPAPHUECKUX OIlepanui
BHYTpPHU TOKEHA, HO JIMIIEHbI OCHOBHOTO MX HEIOCTaTKa — He TPeOYIOT TOPOTrOCTOSALINX alMapaTHBIX
CUMTHIBaTeNIeH, IOCKOJIbKY MOJKIIOUYaloTcss HemocpencTBeHHo k USB-mopty, sBistoniemycs
CTaHJAPTHBIM IOPTOM JUIsl IOJKIFOUEHUS epr(EePHIHBIX YCTPOMCTB.

[Tlpumepamu Haumbomee mnonynspubix USB-kmioweid, cuyxammx s obecriedeHus
IBYX(aKTOPHON ayTeHTU(UKALIUU ABIISIOTCA CEMENCTBA TOKEHOB!

— Pymoken (AO «AKTHUB-cODTY);

—JaCarta (3A0 «Anammun P.J1.»);

— eToken (Gemalto).

B tabnune 2.2 npuBeacHBI HEKOTOPBIC XapaKTepUCTHKU JaHHBIX USB-kimrouei.

Tabmuna 2.2 — Hexkotopeie xapakrepuctuku USB-kimoueit

XapakTepucTHKHI PyTtoken S JaCarta PRO SafeNet eToken 5110
Obnem sanMImeHHoR 32, 64, 128 K6 80 K6 80 K6
IHaMsITHu
Ceptuduxanus H/IB3, H/IB4, ®Cb H/IB4 HJIB4
Bo3MokHOCTE
BCTpaI/IBaHI/ISI pam/lo- C€CThb C€CThb C€CThb
Mmetku (RFID)
T'OCT 28147-89, 3DES, SHA-1, RSA,
ommormamee | . 3DES SHAL reneparop S HA256 ROA.
P P SHA-256, MD5, RC4, | nmocnenoBareasHOCTER P_256 P-38,4 EC[’)H
R MD4, MD5, SHA-1 CIy4aifHbIX qHCeN ’ !
Microsoft Windows Microsoft Windows Microsoft Windows
Hoatepxusaensic | 10/2016/8.1/8/2012/7/ |  AODUSITIVISE ) 10081877, THncows
onepaorieIe Zgggévgﬁ/jf’ﬂi/ Jf(P/ 2012/2008/2003/2000, |  Windows Server
A ’ le MacoS ' GNU/Linux, Apple 2016/2012, Linux,
PP macOS Apple macOS,




HoctounctBamu  USB-kirodeil  SBISIOTCS Mayible Tra0apuThl, BBICOKAas MOOWIBHOCT,
OTCYTCTBHE aIllapaTHOTO CYUTHIBATEIS, POCTOTA MOCOeTUHEHHS uaeHTuukaropa k USB-mopry.
K HemocraTkaM OTHOCAT: OTHOCHTEIBHO BBICOKYIO CTOMMOCTb, CJa0yl0 MEXaHHYECKYIO
3aIUIIEHHOCTh OpeJIoKa, a TaKXKe orpaHu4YeHHbIN pecypc ux USB-pazbémos.

[Tomumo anmapatHoil  uaeHTUUKaUMU W ayreHTU(UKauud  (MOApa3yMeBarolIen
3alIMIIEHHOE XpaHEHHE CEKPETHBIX KIroued, mnaposieii MapkepoB pocrtyna) USB-kmounm B
3aBHCHUMOCTH OT CBOMX (D)YHKIIMOHAJIBHBIX 0COOEHHOCTEH MOTYT TaK)K€ PEeaTM30BbIBATh (DYHKIIHU:

— JJIEKTPOHHOW MOAMUCH (XPaHUTh CEKPETHBIC KJIFOUU U BBIMOJIHATHCS OINEPALUU CO3IaHUs
U TPOBEPKH TOJIHUCH);

— mudpoBaHHUsS JaHHBIX (FEHEPUPOBATH KIIOYM IMIM(DPOBAHUS, BBIMOIHATHCS OIEpaIUU
CUMMETPUYHOTO U aCUMMETPHYHOTO MHU(PPOBAHHS, IPOU3BOAUTHCS MPOLETYPhl SKCIIOPTA KIIH0Ya B
OTKPBITOM WJIM 3aTU(PPOBAHHOM BUJIE);

— XCHMUPOBaHUS (BBIYUCIIATH 3HAYCHUS XeI-()yHKIUH [T OJIOKOB JaHHBIX).

USB-kitoun, B KOTOPBIX peaIn30BaHbl KPUNTOTPpahUUYECKHe alIrOpUTMBI MPeoOpa3oBaHUs
nH(pOPMAIIUU, OTHOCSTCS K YACITY CPEICTB KPUNTOTpapuuecKor 3amuTsl HPOPMAIUY, OCHOBHBIM
MPUMEHEHUEM KOTOPBIX SBISETCS peanu3anus (YHKIUH 3JIeKTpoHHOHN moamucu. Cpeau Takux
TOKEHOB M3BeCTHBI KitoueBbie Hocutenu: vdToken, MS KEY K «AHI' APA», Pymoxken JI]II 2.0,
JaCarta 'OCT, VPN-Key-TLS u nap.

MuorodyukimonanbHocts  USB-kiroueit  oOecrieunBaeT IIMPOKHE BO3MOXKHOCTH — HX
MPUMEHEHHUS — OT CTPOroi ayTeHTH(PHUKAUU M OpraHu3alud Oe30MacHOTrO JIOKAIBHOTO WU
YAAJIEHHOTO BXOJa B BBIUUCIUTEIBHYIO CETh JI0 IIOCTPOEHHUS Ha OCHOBE TOKEHOB CHUCTEM
IOPUANYECKH BaXXHOrO JOKYMEHTooOOpoTa, wmu(poBaHus (aiaoB, 3JIEKTPOHHON MOAMMCH,

opranm3alyvu 3allMIICHHBIX KAaHAJIOB N€PEaAavYu JaHHBIX, YIIPABJIICHHUA ITPpaBaMH I10JIb30BATCIIA U AP.

2.3.3 buomerpuyeckne HICHTH(PUKATOPBI

B ocHoBe Omomerpuueckoil MAEHTU(DUKAIMM W ayTEHTU(UKALWUU JIEKUT CUUTHIBAHHE U
CpaBHEHHE IPEIbSABISIEMOr0 OMOMETPHUUECKOIO MPU3HAKA MOJIB30BaTENs C UMEIOLIUMCS 3TaJIOHOM
(rabioHOM). BBICOKMIT ypOBEHB 3alUTHI OIpEAeNseTcs] TeM, 4YTO OMOMETpPHUs IO3BOJISIET
UACHTU(UIMPOBATH YEJIOBEKa, a He yCTpoilcTBo. bruomerpuyeckne uieHTHPUKATOPbI MOTYT OBITh
KOHTAKTHBIMH ¥ O€CKOHTAKTHBIMH (JIMCTAHIIMOHHBIMH ).

OCHOBHBIMU  JIOCTOMHCTBaMHU  OMOMETPUUYECKMX  METOJOB  HIACHTHUQHUKAUH U
ayTeHTU(UKALMU TI0JIb30BATENS 10 CPABHEHUIO C AJIEKTPOHHBIMHU SIBJISIOTCS: BBICOKAs CTENEHb

AOCTOBCPHOCTU I/IJICHTI/I(I)I/IKaLII/II/I 10 6I/IOMCTpI/I‘-ICCKI/IM INpU3HaKaM MH3-3a HX YHHKAJIBbHOCTH,
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HEOT/IEIMMOCTh  OMOMETPHYECKHX TPHU3HAKOB OT JEECHOCOOHOM JIMYHOCTH U TPYAHOCTh
¢danbcupukany 6MOMETPUIECKUX TPU3HAKOB.
OOmast cxemMa CHCTEMBl yIpaBIEHHS JOCTYIIOM Ha OCHOBE OHOMETPUYECKOM

ayTeHTH(UKAIIMN UMEET BUJI, MPEJCTaBICHHBIN Ha puc. 2.11.

buomempuyeckuii Lugposou Komanoa
npUsHaK K00 ynpasnenus
Monyns Cucrema
CyOBeKT e (@173 51:2:1 (< | S — 91 (52 643 11) 161111 yIpaBlIeHHS
ayTeHTH(HUKALUK JIOCTYTIOM

Pexxum ayTeHTUUKALIMT

Pesxxum 00yueHus

DopMHUPOBaHUE U
MoauGbHKALHS
JTallOHOB

Baza manHbIX
3TAJIOHOB

Puc. 2.11 — Cxema cucTeMsl yIpaBJieHUs JOCTYIIOM Ha OCHOBE OMOMETPUYECKON ayTeHTU(UKAUT

[IpenbsiBiIeHHBIN [MOJb30BaTENIeM (CYOBEKTOM JOCTYIa) NpU (DU3HYECKOW PpEerHCTpaluu
OMOMeTpHUECKUIl MapaMeTp MOCPeACTBOM CUMTHIBATENS (CKaHepa) nmpeolOpasyeTcs B 1H(poBOi Ko
3aJaHHON AyuHBI (Kak mpaBwio, 70 1000 OWT), KOTOpBI aHATM3UpPYETCs Ha dTame 00padOTKH
nHGOpPMAIMK C IIETBI0 BBIABICHHUS XapaKTEPHBIX MPU3HAKOB JAHHOTO Tapamerpa, IMOocje Yero
OCYILECTBIISICTCS pACIO3HABAHUE I10JIb30BATENs MYTEM HX CPABHEHHUS C paHee BBEJACHHBIMU U
XpaHAuMHUCs B 0a3ze mapamMeTpaMH-3TaJOHAMHM CaHKLMOHMPOBAaHHBIX IoJib30BaTeneil. B ciaydae
VCIIENIHOM  TpoUenyphl  ayTeHTH(HUKANWKW  TPOMCXOTUT  aBTOPU3AlUS  TOJB30BATENS U
IpEeOCTaBIEHHE eMY JOCTYIa K 3alpainBaeMoi HHGOPMAIHH.

B npuBeznenHoii Ha puc. 2.11 cxeme BBIJIENEHO /1B PeXUMa pabOThL: PeXUM OOyueHHs, Ha
KOTOPOM MPOUCXOAUT (POPMUPOBAHKUE HOBBIX ATAJIOHOB U MOJUGDHUKALMS CYIIECTBYIOIINX, U PEXKUM
HETIOCPEJICTBEHHO ayTeHTH(UKAIUH. [pu perucTparyu MI0JTH30BATEIb TOJKEH
MIPOIEMOHCTPHUPOBATH OJIH WJIM HECKOJBKO Pa3 CBOM XapaKTEPHbIE OMOMETPHUECKUE TPU3HAKH.

Kak ormeuanoch paHee, B KaueCTBE OMOMETPHUECKUX IMPHU3HAKOB, KOTOpPbIE MOTYT OBITh
UCMOJb30BaHbl MpPH MJIEHTHU(PUKALIUKM W ayTeHTHU(PUKALMU MOTEHIMAJIbHOIO MOJIb30BATEINS,
NPUMEHSIIOTCSL  €ro  craTudeckue ((U3MONOrMyYecKkue) U JAUHAMHUYECKHE (TIOBEIEHUYECKUE)
XapaKTePUCTHKH.

Craruuyeckue Ouomerpuyeckue npusHaku. K crarnyeckum OMOMETpUYECKUM MPU3HAKAM
MOJIb30BATENs] OTHOCSTCS:

— OTIIEYATKHU NaJIbIEB;

— y30p panyXHOH 00O0JIOUKH UITH CETYATKH TJ1a3;
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— TreoMmeTpuuecKas popma pyKu;
— TEOMEeTpHsl, TepMOrpaMMa JIula u ap.

Cucmemvl  aymenmughuxayuu  no  omneuyamkam  naivyes  SIBISIIOTCS  CaMbIMU
pacnpocTpaHeHHbIMA. MeTOJl OCHOBAaH Ha HMCIIOJIb30BAHUM YHUKAJIbHOCTU PUCYHKA MANWILISPHBIX
Y30pOB Ha Majblax Jojei. OTnedaTok, MoydeHHBIH ¢ TOMOIIBIO JaKTHIOCKOIIMUYECKOTO CKaHepa,
npeoOpa3oBbIBaeTCs B HU(PPOBON KOJ, a 3aT€M CPAaBHUBAETCS C paHee BBEIECHHBIMH HAaOOpaMu
sTanioHoB. [IpenMyliecTBaMu HCMOJB30BaHUSA ayTEHTU(UKALMU MO OTIEYaTKaM MajbleB — €ro

MIPOCTOTA U HaIEKHOCTh. [IprMep 1aKTUIIOCKOUYECKOTo cKaHepa MpuBeieH Ha puc. 2.12.

Puc. 2.12 — Ckanep otneuatkoB najblie (BioLink U-Match 3.5)

B 3aBHCHMOCTH OT HCIIONIB3yeMbIX (PH3UYECKHUX MTPUHIIAIIOB, JAKTHIIOCKOITMYECKUE CKaHEPHI
MOJIPA3/ICIIAIOTCS. HA CIICIYIOIINE BHJIBI: ONTHYECKHE, €MKOCTHBIC, PaTUOYaCTOTHBIC, IaBJICHHUS,
VIIBTPa3BYKOBBIC, TEMIIEPATYPHEIE.

OnTudeckre CKaHepbl OCHOBAaHBI Ha HCMOJIb30BAaHUM ONTHYECKUX METOAOB MOJyUYEHUs
n300pakeHUsT oTmeuyaTka manbiieB. Cpenu HUX B CBOIO ouepenb BbineisioT: FTIR-ckaneps
(frustrated total internal reflection), mpoTspkeHHBIE, ONTOBOJOKOHHBIC, 3JCKTPOONTHUECKUE U
POJIMKOBBIC CKaHEphl. VMIX OCHOBHBIM HEIOCTATKOM SIBJISETCS HEYCTOMYHMBOCTH K MYJISDKAM H
MEPTBBIM MaJIbIIAM.

EMKOCTHBIE CKaHEepbhl OCHOBAaHbl Ha U3MEHEHUU JIIEKTPUUYECKON €MKOCTH C TMOCIEIyroIen
MOKaJIPOBOM COOpKOM H300pakeHUs1 OTIeYaTKa IMajblla C IEeJIbI0 TOCTPOCHUS H300pa’KeHUs
MaNWUIAPHBIX ~ y30poB. VI3MEHEHHME DOJEKTPHUYSCKOM EMKOCTH BO3MOXHO: JHOO MEXIy
HEPOBHOCTSIMH KOXH W UYYBCTBUTEIBHBIMH JJIEMEHTAMHU TOJTYIPOBOAHHUKOBOW MATPHIIBL,
BBITIOTHSIOLTUMHE POJIb TIACTUH MUKPOKOHIEHCATOPOB; JTMOO BCIIEACTBIE H3MEHEHHS P-N-Tiepexoaa
B DJICMEHTaxX IOJYIPOBOJHUKOBOW MATPHIBI TPU WX COMPHKOCHOBEHHUH C HEPOBHOCTAMHU
MMOBEPXHOCTHU IMaJIbIIa; OO0 B 3JIEMEHTAX IOJYIIPOBOJIHUKOBOIO JIaTYMKa eMKOCTH. HemocTaTtkom

CMKOCTHBIX CKaHCPOB, KaK U OIITUYCCKUX TAKIKC SABJIACTCA UX HGYCTOﬁQHBOCTB K MYJIS7KaM.
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PannodacToTHbIE CKaHEPBI UCHOJIB3YIOT OTPAKEHHBIE OT TOYEUHBIX YYACTKOB MOBEPXHOCTH
nanblla ciladble PaJlOYacTOTHBIE BOJIHBI. J[aHHBIE CKAHEPHI SIBISIFOTCS 0OOJee YCTOWYUBBIMH K
MYJISDKaM, OJHAKO TPEOYIOT Ka4eCTBEHHOTO KOHTAKTA MaJIbI[a C MePEIaTINKOM.

UyBCTBUTENBbHBIE K JIABJICHUIO CKaHEPbl OCHOBAHbI HA MCIOJIb30BAaHUU MATPHUIL, COCTOSIIHUX
U3 YYBCTBUTEJBHBIX K JaBIEHHUIO Mbe303JieMeHTOB. OHHU 00JagaloT JOCTAaTOYHO HU3KOU
YYBCTBUTEIBHOCTHIO U HEYCTOMYMBOCTBIO K MYJISKAM.

VYapTpa3ByKOBbIE CKaHEPHI CKAaHUPYIOT MOBEPXHOCTH MAaJblia YJIbTPAa3BYKOBBIMU BOJIHAMH,
M3MEPSISl PACCTOSIHUSI MEXKly HICTOYHUKOM BOJIH M BBICTYIIAMH U BHAJMHAMH NAIWUIAPHOTO y30pa
10 OTPAKEHHOMY OT HUX 3XO-CUTHaITy. J[aHHBIE CKaHEPbl UMEIOT HAWIYULIYIO 3alIUTY OT MYJISDKEH
Y MEPTBBIX MAJIBIEB.

TemmnepaTypHble CKaHEpbl (TEpPMOCKAHEpPbI) HCHOJIB3YIOT MATPHULBI MUPOIIEKTPUUECKUX
AJIEMEHTOB, MPeoOpa3yIINX Pa3HUILY TEMIIEpaTyp B BBICTyIaX U BaJuHAX NATWLISIPHOTO y30pa B
HanpspKeHUe, HA OCHOBE Yero CTPOUTCs HU(poBoe U300paskeHUe OTIEeYaTKOB najblieB. OHU Takke
3¢ (HeKTHBHBI MPOTUB MYJBDKEH M O0JIAAlOT BBICOKOW YCTOWYHUBOCTBIO K DJIEKTPOCTATUYCCKOMY
3apsany.

Cucmemvl  aymenmuguxkayuu no y30py paoyicHou o00010YKU 21a3d OCHOBaHbI Ha
YHUKAIBHOCTH MPHU3HAKOB U OCOOEHHOCTEH paayXHOW OOOJOYKM YEIIOBEYECKOIrO ria3a — TOHKOM
MTOJIBYDKHOM TnadparMel ri1a3a ¢ OTBEPCTHEM (3padykoM) B IIEHTPE, PACTIONOKEHHOW 32 POTOBUIICH

nepel XpyCcTaTuKoM MKy TIepeIHeH U 3aiHel kaMepamu Tia3a (puc. 2.13).

Puc. 2.13 — IIpumep panyxkHoi 000J0YKH Tia3a.

PanyxxHast 00004Ka ria3a 00pa30BBIBAETCS €HIE IO POXKICHUS YEIOBEKA, M HE MEHSAETCS Ha
NPOTSDKEHUM Bcel ero xu3HHU. Ilo TekcType OHa HamOMHUHAET CeTh C OOJBIIMM KOJUYECTBOM
OKpYXKaloIIUX KPYrOB M PHUCYHKOB, KOTOpBIE MOTYT OBITh H3MEpEHbl KOMIbIOTEpOM. OOBIYHO
JeTaeTcss cepus M3 HECKONBKHX (oTorpadwuii, T.K. 3padOoK UYBCTBHTEIECH K CBETY M IOCTOSHHO
MEHSIeT CBOH pa3Mmep. 3aTeM U3 MoidydeHHbIX (oTtorpaduii BeiOMpaercs ogHa Hambosee yaadHas,

OMPCACIIAOTCA I'PaHULBI PadYy’ XKW U KOHTPOJIbHAA obmacte. K Ka)XJI0# TOUKe BBI6paHH01>i o0iactu
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MIPUMEHSIOT CIIeMalIbHbIE (PYIIBTPBI, YTOOBI M3BJeYh (Ha30Byr0 HMHGOPMANHMIO M MPeoOpa3oBaTh
pPUCYHOK 00oJouku B UG poBoii Gpopmar. OUKM U KOHTAKTHBIC JIMH3BI, 1aXKe [[BETHBIC, HE BIUSIOT
Ha KauecTBO ayTeHTU(UKALIUY.

JIOCTOMHCTBaMH ~ TaKOTO TMOJXO/Aa SIBIISICTCSI  BBICOKAs HAJEKHOCTH U CKOPOCTh
UACHTU(DUKAIIMHA, HEBO3MOXHOCTh (QalbCU(PHUKAIIMH, CPEIHSIS YYBCTBHUTEIBHOCTh K BIIHMSHUIO
BHEITHUX (hakTopoB. HemocTaTkoMm sIBIIIETCSl BRICOKASI CTOMMOCTh CUUTHIBATEIIS.

Cucmemvl aymenmugurayuu no cemuamre 2iaza 6a3upyroTcs Ha YHUKAIBHOCTH PUCYHKA
KPOBEHOCHBIX COCYOB TIJ1a3HOrO JHa. Jlaxe y ONM3HEIOB NaHHBIC PUCYHKH HE coBmamaroT. Jlis
CKQaHMPOBAHUS CETYATKH HCIIOJIB3YeTCs HMH(pPAKpPaCHOE HW3IyYeHHE HU3KOH HMHTECHCHBHOCTH,
HaNpaBJICHHOE Yepe3 3pavyoK K KPOBEHOCHBIM COCYZaM Ha 33JHEH CTEeHKe riasza. M3 moiyueHHOro
CUTHaJIa BBIJICISIECTCS HECKOJIBKO COTEH OCOOBIX TOYEK, HMHPOpPMAIUs O KOTOPHIX COXpaHSETCS B
JTaJIOHE.

JIOCTOMHCTBaMH  TaKUX CHUCTEM SIBIIIIOTCS: HEBO3MOXHOCTHh  (pajbcudukanmuu U
BO3MOXXHOCTh OJHO(AKTOpHOW wuaeHTHUKauu. K HemocTaTkaM OTHOCST TICHXOJIOTHYCCKUI
(hakTop, YyBCTBUTEILHOCTh K HEMPABUIBLHOW OPUCHTAIINN CETYATKH, & TAK)KE BHICOKYIO CTOMMOCTh
000pynOBaHUS.

Cucmemvl aymenmughuxayuu no 2eomempuueckol ¢opme pyKu UCHOIB3YIOT HECKOJIBKO
XapaKTePUCTHK KHCTH PYKH, TAaKUX KaK. W3THOBI MaNbIECB, WX JUIMHA W TOJIIMHA, IIUPHHA U
TOJIIIUHA THUIBHOH CTOPOHBI PYKH, PACCTOSHUE MEXKIY CyCTaBaMH U CTPyKTypa KocTu. [Ipumep
OMOMETPHUYECKOTO CYMTHIBATENS, WIACHTU(QUIMPYIOMIETO IOJIb30BATENCH 10 XapaKTepHCTUKAM

reoMeTpHH J1aJIOHU IpUBe/IeH Ha puc. 2.14.

Puc. 2.14 — BuoMeTpuUuecKknii CYMTHIBATEIb, HACHTH(DUIIUPYIOIINN TOJB30BaTENICH 110

xapaktepuctukam reometpun sagouu (HandKey I1).
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C nomomiplo ckaHepa, KOTOPBIM COCTOMT W3 KaMepbl M IOJCBEYMBAIOLIUX AMOAOB (TpU
CKaHUPOBAHWUU KUCTU PYKH, JUOJIbl BKIFOYAIOTCS 110 OYEPEH, YTO MO3BOJISAET IOIYUUTh Pa3InyHbIe
IPOEKIUH PYKH), CTPOUTCS TpeXMepHas MoJelb KHCTH pyku. HagexxHocTs — Takoi
ayTeHTU(UKALUU CpaBHUMA C ayTeHTU(UKALMEH 10 OTIIeYaTKy Najiblia.

XOTs CTpyKTypa CyCTaBOB M KOCTEH SIBJISIFOTCSI OTHOCUTEIBHO IOCTOSHHBIMM ITPU3HAKAMU,
HO pacilyXaHHe TKaHeH, ymuObl pyKH WK 3a00JICBaHUS CYCTaBOB (HAlIpUMeEp, BCICACTBUE apTPUTA)
MOTYT UCKa3UTh UCXOJHYIO CTPYKTYpPY KUCTH, YTO B CBOIO OUY€PE]b CHIIHO MOBJIMAET Ha paboTy
CUUTBIBATEIIS.

Cucmemvr  aymenmughukayuu no 2eomempuy Juya OCHOBAHBI HA  YHHMKaJIbHBIX
XapakTepucTUKax . OHU pa3feialoTCs Ha IBYMEPHOE U TPEXMEPHOE PACIIO3HABAHUE JINLA.

JIByMepHBbIii MeTon Oa3zupyeTcss Ha IUIOCKMX HM300pa)KeHHSX, B KayeCTBE XapaKTEPUCTUK
BBICTYIIAET PACIIONIOKEHHE YacTel JIUIA, pACCTOSIHUE MEXAY ONpe/IeIeHHbIMU TOUKaMU WX Habop
MaTeMaTHUYeCKUX Mpu3HakoB. OH He TpeOyeT NOMOJHUTEIBHOTO O00OPYIOBAaHMS, OJHAKO MEHEE
TOYEH, YEM TPEXMEPHBII, U YyBCTBUTEJIEH K U3MEHEHUSIM I10JI0’KEHUS TOJIOBBI U CBETA.

TpexMmepHblii MeTOJ peanu3yeT CIOXKHYI0 MaTeMaTH4ecKyr 3ajady M Tpelyer
UCMOJb30BAHUS PA3JIUYHBIX YCTPOWCTB A MOdydeHus uHpopmauuu o ¢opme muna. s
MOCTPOCHHSI TPEXMEPHOW MOJIENH JIMIIA BBLICISIOTCS KOHTYpHI TJ1a3, OpoBel, Ty0, HOoca U APYrHX
Pa3IMYHBIX AJIEMEHTOB JIULA, TIOCIIE YEro BBIUMCISIOTCS PACCTOSIHUS MEXKIYy HUMHU, HA OCHOBaHHUU
KOTOPBIX BBIIOJHSIETCS MOCTpOeHHEe Mojenu. Jlius ompeneneHus YHUKaJIbHOIO I1a0JIOHA,
COOTBETCTBYIOIIETO ONpEeIEHHOMY 4eloBeky, Tpedyercs oT 12 1o 40 xapakTepHbIX 3JIEMEHTOB.
[[TabnoH AOMKEH y4YUThIBaTh MHOXKECTBO BapHalMil HM300pa’keHUs Ha cilydyaud IOBOpOTa JIMIA,
HAKJIOHA, WM3MEHEHHs] OCBEIEHHOCTH, W3MEHEHHs BbIpakeHHUs. JlMama3oH TakuxX BapHAHTOB
BapbUpyeTCsl B 3aBUCHUMOCTH OT IieJiell MpUMEHEHHUs JAaHHOro crocoba (A WAeHTH(UKaLNH,
ayTeHTU(UKALMY, YIAJIEHHOTO MOMCKa Ha OOJIBIIMX TEPPUTOPUSX U T. 1.). HeKoTopble aaropuTmbl
MO3BOJISIIOT KOMIIEHCUPOBATh HAJMYME Yy YeJOBEKa OYKOB, LUISMNbI, YCOB U Ooponbl. Takoil meTrox
uMeeT OoJjiee BBICOKYIO TOYHOCTh M MEHbIIE OMMOOK, HO TpedyeT OosblIMX 3aTrpaT Ha
000pyZI0BaHUE U CIIOKEH /ISl BHEPEHUS B YK€ UMEIOIUECS CUCTEMBI.

Cucmemvl  aymenmughukayuu no mepmocpamme auyad OCHOBAHbI Ha MCIIOJIb30BAaHUU
YHUKQJIbHBIX TEIMJIOBBIX XapaKTEPUCTUK JIMIA YEJIOBEKa — pAaCIOJIOKEHHUS Ha HEM TOpSYuX
KPOBEHOCHBIX COCYJIOB.

TepMmorpamma mosydaeTcst ¢ MOMOIIBIO KaMep MH(PAaKpacHOrO AMana3zoHa, YTO MO3BOJISAET
nojyyatb OMOMETpUYEcCKyl0 HHpopMalnMio aaxe B TeMHoTe. Ha (yHKIMOHMpOBaHHME STOH

CHUCTCMBbI HEC BJIMAIOT BO3PACTHBIC WX IJIACTUYCCKHUEC U3MCHCHUA, U3BMCHCHUS TCMIICPATYPhI JIMIIA,
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T.K. OHU HE WU3MEHSIOT TOJIOKEHUE BEH M apTepuid Ha ymie. OJHAKO M3-3a JOCTATOYHO HU3KOTO
KauecTBa ayTeHTU(QUKANUU JaHHBIA METOJ Ha CETOAHSIIHUN JCHh HE HAXOIUT IIMPOKOTO
pacnpocTpaHEHUs.

JluHaMuuyeckue OuoMerpuyeckue mnpu3Haku. K auHaMUYecKUM OHOMETPUUYECKUM
MPU3HAKAM T0JIb30BATENSI OTHOCSATCS:

— 0COOEHHOCTH roJjIoca;
— OHMOMEXaHWYECKHE XapaKTEPUCTUKH PYKOTTMCHOM IO ITUCH;
— OMOMEXaHUYECKHE XapaKTEPUCTHKHU «KJIABUATYPHOTO MOYCPKA» H JIP.

Cucmemovl  aymenmugpukayuu no 2040cy WUCHOJB3YIOT COYETaHHWs YAaCTOTHBIX |
CTaTUCTUYCCKUX TOJIOCOBBIX XapaKTEPUCTHUK, MOTYT pacCMaTpUBAThCS TaKWe TapaMeTphl Kak
WHTOHAIWA, MOAYJISIMA, BBICOTA TOHA, TEMOP roJjioca u Jp.

K wux mnpeumyiiecTBy OTHOCUTCS MPOCTOTa peaju3alliM, IOCKOJIbKY He TpeOyeTcs
MPUMEHEHHUE JIOPOTrOCTOSAIIEr0 O0OpYIOBaHMs, a JOCTaTOYHO MHUKPO(OHA, 3BYKOBOW IUIAThI U
CHEIUATU3UPOBAHHOTO MPOTPaMMHOI0 obecrieueHus. Takke ero TOCTOMHCTBOM SIBJISICTCSl HESIBHAS
ayTeHTU(PUKANHUS M OTCYTCTBHE MIPSIMOTO KOHTAKTa C IoJyib3oBareiieM. OCHOBHBIM HEIOCTATKOM
METOJIa SIBJISETCSI €r0 HHU3Kas TOYHOCTh, BBI3BAHHAS PA3IMYHBIMU (DAaKTOpaMH BIUSHUS Ha 3BYK:
00J1€3Hb, HACTPOCHHUE WM SMOIIMOHAIBHBIA CTpecc, Hamuyue (oHoBoro myma. B cumy storo
onHO(aKkTOpHAas ayTeHTU(UKAMS IO TOJOCY TMPUMEHSETCS MJisd VYIOpPaBICHHUS JOCTYIIOM B
MMOMEIICHUSAX CPETHEro ypOBHSA O€30MaCHOCTH, HO MOXXET SIBJIATHCS JIOMOJHHUTEIBHBIM CIIOCOOOM
P OCYIIECTBIICHUN MYJIbTU()AKTOPHON ayTeHTH(UKALINH.

Cucmemvl  aymenmuguxayuu no OUuHAMUKe PYKONUCHOU MNOONUCU OCHOBBIBAIOTCS Ha
YHUKQJIBHOCTH HANHUCaHWs 4YeloBeKoM cBoei monmucu. [Ipouecc o0paboTku 3akitoyaeTcs B
CpPaBHUBAaHMH JIBYX OOpa3IOB MOJMUCH WJIM CPAaBHEHWU METOJa HamucaHus noanucu. [Ipu stom, B
3aBUCUMOCTH OT HEOOXOJMMOTO YPOBHS 3aIIUThI, BBIICIAIOT JIBa Ccrocoba oOpabOTKH JaHHBIX O
MMOITHCH

— aHaJIM3 CaMOW MOJIUCHU TIO CTETICHU COBMA/ICHHS IBYX KapTHHOK;
— aHAIM3 JAUHAMUYECKUX XapaKTePUCTUK HAMHCAHHUS C TOMOIIBI0 TOCTPOEHUS
CBEPTKH, B KOTOPYIO BXOJIAT JOTIOJHUTEIbHBIE OMOMEXaHUYECKNE XapaKTEPUCTHKH.

Bo BTOpOM ciiydae MeTO/ yUUTHIBAET MHTEHCUBHOCTh YCHJIHS TIOJIMUCHIBAIOIIETO (aBICHHE
U CKOPOCTh), YaCTOTHBIE XapaKTEPUCTUKHU HAMKUCAHUS KaKIOTO dJIEMEHTa MOJNNCH U HauepTaHUe
MOAMUCH B TenoM. [l moiydeHusl JaHHBIX HCTOJB3YIOTCS CIECIHATM3UPOBAHHBIC PYYKH H
MMOBEPXHOCTU VISl 3alMCH JIBFDKCHHS DPA3IMYHBIX JJIEMEHTOB mojanucu. [Ipumep rpaduueckoro

TUTAHIIIETa, PEAM3YIONIETro JaHHbBII MEeTO/, IpuBeIieH Ha puc. 2.15.
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Puc. 2.15 — Ayrentudukarus mo quHamuke pykoructoi noanucu (WACOM STU-300B).

Cucmemvr  aymenmugukayuu  no  «KIAGUAMYPHOMY  NOYEPKY»  HCIOJB3YIOT
MH/MBU/yaJIbHBIE MTapaMeTpbl CKOPOCTHU U MOCJIEJ0BATEIBHOCTH Ha)KaTHs KJIaBUII Ha KJaBHAType
npu Habope Tekcra (B yacTHOCTH mapoisi). [Ipm paboTe Ha KOMIBIOTEpE, IOJIBb30BaTENN
BbIpa0aThIBAIOT COOCTBEHHBIE OCOOCHHOCTH HCIOJB30BAHUS KIABUATYPBI, KOTOPBIE 3aBUCST OT
Takux (aKTOpPOB KaK: CTPOECHUE NaJbLEB PyK M MaHepa HaboOpa TeKcTa, BpeMs HakaTus U BBOJAA
TEKCTa, YacTO HCHOJb3yeMble KOMOMHALIMU KJIABMIL, HCIOJIb30BAaHUE KOHKPETHBIX YacTel
KJIaBUATyphl. JlaHHBINA AMHAMUYECKUN PUTM HaOOpa HOCUT Ha3BaHUE «KJIABUATYPHBIA MTOUEPK.

JIOCTOMHCTBOM ayTEeHTH(HUKAUU IO «KJIABHATypPHOMY IOYEPKY» SIBISETCS €ro MpOCTOTa
peanuzanuu. Bmecre ¢ TeM oH 00J1aaeT 10CTaTOYHO HU3KOW HaJ&XKHOCTBIO, BBI3BAaHHOI BBICOKOI
YYBCTBUTEIBHOCTHIO K U3MEHEHHIO MapaMeTpoB HabOpa TEKCTa, KOTOpPhle MOTYT ObITh CBS3aHBI,
HanpHuMep, ¢ U3MEHEHUEM NICUXO0(U3UUECKOTO COCTOSIHUS T10JIb30BaTEIIs.

OcoOennocTn  OMmoMerpuyeckoii  ayreHTHUKAUMU. OD(PPEKTUBHOCTH  CHUCTEMBI
OnoMeTpHuUeCcKOl ayTeHTU(PHUKALIMU OLIEHUBAETCS IByMs ITapaMeTpaMu:

— koaddunuentom noxxHoro npornycka — FAR (False Acceptance Rate);
— ko3¢ dunmeHToM JIOKHOTO 0TKa3a B goctyme — FRR (False Rejection Rate).

Jlooxcnoiti  mponyck  (ommOKa TIEPBOTO pOJa) XapaKTepuzyercs TeM, 4YTO CHCTeMa
NPEJOCTABIIAET JIOCTYNl HE3apeTUCTPUPOBAHHOMY II0JIb30BATENO. JIooicHbIll omKaz 6 docmyne
(ommbKa BTOPOro poJia) BO3HUKAET B Cllyyae He MOJATBEPIKJIEHHs 3apETrMCTPUPOBAHHOTO B CUCTEME
nojib3oBatens. Koapounmentst FAR/FRR TecHO cCBsi3aHbl ApYyr € JPYroM — KaxXIOMY
KO3 (ULUEHTY JIO)KHBIX OTKa30B COOTBETCTBYET OIpEAENEHHBIH KOI(PPUIMEHT JT0KHBIX
nponyckoB. Ha ceronusmHuii 1eHp Bce OMOMETpUYECKHE TEXHOJIOTHH SBIISIOTCS BEPOSITHOCTHBIMU,

HU OJIHa U3 HUX HE CMIOCOOHA rapaHTHPOBATh MOJIHOE oTcyTcTBUE onmbok FAR/FRR.
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B 1nensx noBbleHNs] JOCTOBEPHOCTH PEILEHUs 3a/1a4l OMOMETpUYECKON MIeHTH(PUKALUN U
ayTeHTU(UKALMHU TI0JIb30BaTENel 0c000e BHUMAHUE YIENISETCS Pa3BUTUIO CUCTEM TaK Ha3bIBAEMOil
myrbmugakmopnol  aymenmugpukayuy. Peanusanys Takoro poja CHUCTEM IIOApa3yMeBaeT
HE00XOAUMOCTb IPEJOCTAaBIICHUs IOJIb30BATENEM BYX MM Oojiee OMOMETPUYECKUX IPU3HAKOB
JUIS TIOJY4EHUs 1OCTYIA K 3alUIIEHHOMY O0BEKTY WU 3alpalirBaeMoi HHPOpMaLUK.

[lpuMeHeHHe pPa3NUYHBIX JIOMOJHEHUH JUIS  HWCIOJb30BAHUS  HECKOIBKHX  THIIOB
OMOMETPHUYECKUX  XapaKTePUCTUK B  KOMOMHHMPOBAaHHOW  OMOMETPHYECKOH  cHcTeme
ayTeHTU(UKALMU I03BOJSET YIOBIETBOPUTh CaMble CTporue TpeOoBaHus K 3((HEKTHUBHOCTU
cucreMbl ayreHTH(ukauuu. Hanpumep, ayreHTuuUKanuss Mo oOTHeYaTKaM MajbleB MOXET
COYETaThCs C ayTeHTH(HUKAIMEN IO TEOMETPHUECKON (hopMe pyKH, a ayTeHTH(PUKALINHU TI0 CeTYaTKe
rja3a ¢ ayTeHTH(HUKAIMEH 0 TeOMETPUH JIMIA U T.A. Takas CTpyKTypa MOXET HUCIOJIb30BaTh BCE
BUIbl OMOMETPUYECKMX JAaHHBIX YEJIOBEKA M MOXKET IPUMEHAThCS TaM, I/€ HIPUXOIUTCA
(dbopcupoBaTh OrpaHUYEHUS OAHON OMOMETPUYECKON XapaKTepPUCTHKU.

KomOunupoBanHble (MyJIbTUMOJAIBHBIE) OHMOMETPHYECKHUE CHUCTEMBI SIBISIFOTCS Oolee
HA/IOKHBIMH C TOYKH 3pPEHHS BO3MOXXHOCTH HMUTAIMA OMOMETPUYECKHX MAaHHBIX YeJIOBEKa,
IIOCKOJIbKY IIeNIBIH pPAJ XapaKTepUCTUK MOJAeNaTh TpyAHee, uyeM (ambcupuuupoBaTh OAMH
Oouomerpuueckuil mnpusHak. IlpakTuka mOKa3bIBaeT, 4YTO YyXKe MPU MCIOJIB30BAaHUM JBYX
OMOMETPHUYECKUX IMAPAMETPOB BEPOSTHOCTH OIIMOOK CHIKaeTcs 10 1,5%.

K u3BecTHBIM cpencTBaM OMOMETPUYECKON ayTEeHTU(UKAIIUE OTHOCSTCS:

MPOTPAaMMHBI KOMIUIEKC MYJIBTUMOJAIBHOW OHOMETpUYECKOl ayTeHTH(HUKauu

«VoiceKey.PLATFORM) (OO0 «IPT-unHoBamum);

— CHenMaJbHOE TMPOrpaMMHOE  OOEcleYeHHe  aBTOMATH3HPOBAHHOM  CHCTEMEI
onounentudurauu «4CCa/l-ID» (3A0 «AJITOHTY);

— TmporpaMMHbId KoMmIuieke «Cucmema ouomempuuy (AO «Ai-Texo»);

— TIporpaMMHbI  KomIuiekc «lIpocpammnoe obecneuenue cucmemvl Biolink

IDenium» (OO0 «buonunk CoNromIeHc») U Jp.

2.3.4 KomOMHHMpOBaHHbIE CHCTEMbI HICHTHHUKALMHA M AyTeHTHPUKALMHT
B xomOunupoBanusix CUA npumeHsieTcst 0THOBPEMEHHO HECKOJIBKO UJIEHTHU(UKALMOHHBIX
NpU3HAKOB. BHenpeHue KOMOWHUPOBAHHBIX  HMICHTU(OUKATOPOB  PA3NUYHBIX  THUIIOB B
KOPIIOPAaTHUBHYIO CHUCTEMY MH(POPMAIMOHHON 0€301MacHOCTH MO3BOJISIET MOBBICUTH 3(PPEKTUBHOCTH
3anmThl  KomnbioTepoB or HCJI. Kpome Toro, HeEKOTOpble THIBI TAaKHMX CHCTEM CHOCOOHBI

YHIpaBJIATH (1)H3H'—I€CKI/IM JOCTYIIOM B 3JaHH U IIOMECIICHUA U KOHTPOJIUPOBATH €TO.
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B Hacrosmiee Bpemst mpuMeHstoTcs kKomOuHupoBanHbie CUA crenyronux THIIOB:

— CHCTeMbI Ha 0a3e paauodacToTHBIX uaeHTUuKkaTopoB U USB-kmtoueit;

— cucTeMbl Ha 6a3e TMOPUTHBIX CMapT-KapT;

— OHOBIEKTPOHHBIC CUCTEMBI.

OcuoBuble GpyHknun komouHupoBanubix CUA npuseneHs! B Tadnume 2.3 [32].

Tabmuua 2.3 — OcHoBHbIE (yHKIIMH KOMOMHUpOoBaHHBIX CHA

CucreMbl Ha 0a3e

CucreMbl Ha

B T— Paauo4acTOTHBIX 0aze buossiekTpoHHbIE
y H1eHTUPUKATOPOB THOPUIHBIX CHCTEMbI
u USB-kiroueid cMapT-KapT
WNnenrudukanus u
ayTeHTU(UKALIHS [T0JIb30BaTeNeH ecThb eCTh ecTh
KOMITBIOTEPOB
brnokupoBka paboThl KOMITbIOTEpA
1 pa30JI0KUPOBAHKE TIPU
ecThb HET ecTh
MpeIbABICHUH IEPCOHATBHOTO
uaeHTuduKaTopa
WNnenrudukanus u
ayTeHTU(UKAIHS COTPYIHUKOB
YT uran pYA ecTh eCTh HET
IIPH UX JIOCTYIE (WU BBIXOJIE) B
3/1aHuEe, IIOMEIICHUE
XpaHneHue KOHPUACHITTATHHOM
nHpopmanuu (KiIrouen
(opmarun ( . ecTh €CTh ecTh
muQppoBaHus, naposieH,
CepTHU(UKATOB U IIp.)
BusyanpHas waeHTHGUKAAS HET eCTh eCTh

Cucrembl Ha 6a3ze paano4acToTHbIX HaeHTH(UKaTopoB u USB-kitoueil. AnnaparHas

unterpanus USB-kimodeilt u pagroyacTOTHBIX HIEHTU(PHUKATOPOB MPEANOaraeT, YTo B KOPIYC

Openoka BcTpamBaeTcs pamuomerka (RFID) — antenna m mukpocxema Proximity, mommepxu-

Barollass OECKOHTaKTHBIN MHTepdelic (puc. 2.16). 3To MO3BOISAET ¢ NOMOILIBIO OJHOTO UAECHTH(H-

KaTopa OpraHu30BaTh YIPaBJIE€HUE TOCTYIIOM U K KOMIIBIOTEPY, U B IOMELIEHUs oduca.
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Puc. 2.16 — [Ipumep cuctemsl Ha 6asze paguodacToTHOro naeHTudukatopa u USB-kimroua.

Jns Bxonma B ciay)keOHOE MOMEIICHHWE COTPYAHHMK HCIIONB3YeT CBOM HACHTU(PHUKATOP B
KauecTBE PaJMO4YacCTOTHOIO MJEHTU(UKATOpA, a MPHU JOMYCKE K 3alUIICHHBIM KOMIIbIOTEPHBIM
naHHbIM — B KadecTBe USB-kmoua. Kpome Toro, mpu BbIXOJ€ M3 IOMEIIEHHS OH HM3BJIEKaeT
uaentudpukarop u3 USB-pazpema (4T0OBI MOTOM BOWTH OOpaTHO) M TEM CaMbIM aBTOMAaTHYECKU
OnoKHpyeT paboTy KOMITBIOTEPA.

Bo3MokHOCTh BCTpanBaHMs paguoMeTku noanaepxusaror USB-kmoun: Pymoken, JaCarta,
ESMART, eToken u np.

PazHuma MexaIy CTOMMOCThIO KOMOMHHPOBAaHHBIX W 00bIYHBIX USB-rimrodueilt mpubiu-
3UTEJIBHO COOTBETCTBYET IIEHE PaJMOYacTOTHOro uaeHTHUuKaTopa Proximity. Otcioga cieayer,
YTO MHTErpanus OCCKOHTAKTHBIX PaMoO4YacTOTHBIX HMIeHTU(uKaTopoB U USB-kioueil moutu He
BeJeT K pOCTy 3aTpaT Ha allapaTHYI YacTh IpHU IEpexoje Ha KOMOMHHPOBAHHYIO CHUCTEMY
UICHTH(UKAIIUN U ayTeHTH()HUKAITIH.

Cucrembl Ha 0a3ze ruOpUAHBIX cMapT-KapT. ['MOpuaHbIE CMapT-KapThl COJEp)KaT HE
CBSI3aHHBIE MEXKIY C000# pazHOpoaHble uunbl (puc. 2.17). OauH 9un noaaepKuBaeT KOHTAKTHBIN

uHTepdeiic, npyrue — 6eckonTakTHbIN (Proximity, ISO 14443/15693).

Puc. 2.17 — IIpumep rubpuiHON cMapT-KapThl.
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Kak u B ciiyqae unTerpanun USB-kimrodei u paaunodacToTHRIX uaeHTudukaropos, CUA Ha
06a3e THOPHUIOHBIX CMapT-KapT TMO3BOJIIOT peIIUTh [BOMHYIO 3ajmady: 3amuty ot HCJ x
KOMIIBIOTEpaM M B IIOMELIEHUS KOMIAHWM, IJe oHu cojepxkarcs. Ilpu atom rubpuanas cmaprt-
KapTa HMCIOJHSET POjib MPOITYCKa, Ha KOTOPBI MOXeT ObITh nomenieHa ¢potorpadus COTpyIHUKA,
MO3BOJISIIONIAS €r0 MACHTUQUIMPOBATh BU3yalbHO. lleHa Ha Takue KapThl pas3idyaercs B
3aBHCUMOCTH OT 00beMa MUKPOCXEM MaMSTH.

BuosiexkTpoHHble cUCTeMBbI. buosiekmponnvie cucnmemyl MPEACTABISAIOT COOOM coueTaHue
onomerpuueckux # 3JeKTpoHHbIX CHA. Jlnsa 3ammutel komnbeiotepoB o HCJl Guomerpuueckue
CUCTEMBI OOBIYHO OOBETUHSIOTCA C ABYMs Kiaccamu 3JeKTpoHHbIX CMA — Ha 6a3e KOHTaKTHBIX
cMapT-KapT U Ha 6a3e USB-kimoueil.

I[Ipu »>TOoM B OONBIIMHCTBE CIy4aeB TNPUMEHSETCS Haumboiee pacnpoCTpaHECHHBIN
OMOMETpUYECKUN TpPHU3HAK — OTIEYaTOK Majblla, B CHJIY €ro MpPOCTOTHI, ya00CTBa MpPOLEAYPHI
CKaHUPOBAHUS, a TAKKE MAJOro pa3Mepa CKaHUPYIOIIEro YCTPOUCTRA.

[Ipumepom Takoro pojaa HHTETPAlMM MOTYT CIYXHTh OMOMETPHUYECKHI CUMTHIBATEINb
cmapt-kapt ASEDrive Ille Bio Combo Swipe u JaCarta-2 PKI/BIO/I'OCT (puc. 2.18),
peanusyromas MOAJEPKKY OHOMETpUYecKOr UACHTU(UKAIMK TOIb30BaTeNId IO OTIEYaTKaM
NanbleB C BBIUMCICHHEM «HA KapTey», KOTopas HcIoyb3yercss s 3ameHbl PIN-koma BBOJOM
OTIeYaTKa TMaiblla WM IS CTPOro TpéxdakTopHOW ayTeHTU(UKAMK TPU JOCTyIE K

3aIIMAIIEHHBIM KOPIIOPATUBHBIM PeCypcaM IPEANPUATHI.

Puc. 2.18 — Cmapt-kapta JaCarta-2 PKI/BIO/I'OCT u OnomeTpuyecKkuii CYUTHIBATENb CMapT-KapT

ASEDrive Ille Bio Combo Swipe.

JIpyruM penieHueM MOXKET CIY)KHTh OMOMeTpHuecKas IUIaTeXHas cMmapr-kapta ZWipe,

coderaromias B ce0e CkaHep OTIeUaTKa MajiblieB U Onomerpuueckuii mporeccop (biometric engine),
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BBITIOJIHSIONIUH 00pabOTKY M COMOCTABJICHUE IMOJYyYEHHBIX OWOMETPHUYECKUX IPU3HAKOB (pHC.

2.19).

1234 5678 9101 Y4201
00/00

CARDHOLDER NAME

Puc. 2.19 — buomerpuueckas riatexHas cMapT-kKapra Zwipe.

O0bemuuenne USB-kmroua co ckaHepoM OTIeuYaTKa MajibleB Takke HaspBaroT USB-
ouoxnoyom. TIpuHIUN ero AecTBUS aHANOTWYeH OuomeTpuyeckoil cmapT-kapre. Kpome Toro Ha
CETO/IHSIIHUHN JeHb TaKKe cyliecTByeT Oonbiie uncao USB-HakonuTenei ¢ JaKTHIOCKOTTMYECKUM,

KaK IPaBUIIO EMKOCTHBIM, ckanepoM (puc. 2.20).

Puc. 2.20 — IIpumep USB-HakonuTesns ¢ AAKTUIOCKOMMYECKUM CKaHEPOM

(Apacer AH651).

HocrouncrBamu USB-0noKII0UeH SIBJISFOTCS

BBICOKHMI YpPOBEHb 3alllMIICHHOCTH (HAJMYUE JaKTHJIOCKOIMUYECKOr0 CKaHepa,
XpaHEHUE CEKPETHBIX JaHHBIX, B YAaCTHOCTH ATAJIOHOB OTIEYAaTKOB NAaJIbLIEB, B
3alUIEHHON SHEProHe3aBUCUMON MaMATH HJeHTU(]UKaTopa, mHu(ppoBaHre oOMEHa
JIAHHBIMHU C KOMIIBIOTEPOM);

— anmaparHas peanusanus Kpunrorpaduyeckux npeodpazoBaHUi;

— OTCYTCTBUE allapaTHOIO CUUTHIBATEIS;

— YHHUKaJbHOCTH IPU3HAKA, MaJIble pa3Mepbl U yI00CTBO XpaHEHUS UIEHTU(UKATOPOB.
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2.4 Oco0eHHOCTH PUMeHEeHNsI BHEIIHUX HOCUTeJIel KiIYeBoii HH(popManuu 1Jis
HIeHTUPUKANNE U AyTeHTUPUKATNHU

[IpuMeHeHHe BHENIHMX HOCHUTENCH KIIOUeBOW HMH(GOpPMAIMKM TMOApPAa3yMEBaeT XpaHEHUE
aBTOPU3ALIMOHHBIX JIAHHBIX TIOJb30BATENsI Ha BHEIIHEM KIIOUYE€ — IMPU BXOAE B CUCTEMY
M0JIb30BATEb NPEIBABISIET KOMIBIOTEPY HOCUTENb KIIOYeBOH WH(GOpMAalMU, U OlepalMoHHas
CHCTEMa CUMTHIBAET C HETr0 MJIECHTH(HUKATOP IMOJIb30BATENS U COOTBETCTBYIOIMI eMy kmod. lpu
3TOM HACHTHU(HUKATOP IOJIb30BATENsl BBHICTYMAET B KAaueCTBE MMEHHU II0JIb30BATeNs, a K04 — B
kauecTBe napois. Kirou, xpaHsmuiics Ha BHEUIHEM HOCHUTEJE, MOXKET ObITh ropa3fo JUIMHHEE U
Oe3omacHee, 4eM NapoJib, U NO100paTh €ro CTAHOBUTCS MPAKTUYECKH HEBO3MOXKHO.

OpHako B cimyyae NMPUMEHEHHs BHEUIHMX HOCHTENEW KIIH04eBOH MH(OpMaluy akTyallbHa
yrpoza HWX yTepu uWiId Kpaxu. Ecnmum mpomnenypa ayTreHTH(DUKAIUM HE NpeaycMaTpHBAcT
JIOTIOJTHUTEIBHBIX MEP 3alllUThI, TO JIOO0N 00JajaTens HOCUTENS KI0YeBOM HHPOpMAIK, B TOM
YHClie ¥ 3JI0YMBIIUICHHUK, YKPABIIH 3TOT HOCUTEIb Y JIETrallbHOTO MOJIB30BATENSI CUCTEMBI, MOXKET
OecnpernsTCTBEHHO BOWTH B CHCTEMY C MpaBaMH II0JIb30BATellsl, KOTOPOMY NMPHUHAIICKUAT AAHHBINA
HOCHUTETIb.

IMeHHO MOATOMY AaHHBI MEXaHW3M ayTeHTH(HUKAIUU, MOJpa3yMeBarolIMil oOlagaHue
KIIFOUEBBIM HOCHUTEJIEM, HCIOJIB3YeTCS B COBOKYIHOCTH C IapojieM, OOECHEeYMBAIOIIUM 3HAHHE
JOMOJTHUTEIBHON KIIF0UeBOM HMH(pOpManuu. B 3TOM ciydae moip30BaTenb JODKEH HE TOJIBKO
MPEIbSBUTh HOCUTENb KIFOYEBOM MH(OPMAIMH, HO U BBECTH COOTBETCTBYIOIIUI STOMY HOCHUTEIIO
naposib (PIN-kox). KimroueBas muH(OpMaIisi Ha HOCHUTEIIE XPAHHUTCS 3ald(POBAHHONW HAa ITOM
napoJie, YTo He MO3BOJISeT Cy4aiHOMY 00J1aAaTeNo KJIloya UM BOCIIOJIb30BaThCA.

OCHOBHOM yrpo30if TMpH HKCHOJB30BAaHUM OINHUCAHHOTO MEXaHW3Ma ayTeHTU(DUKAIUU
SBIISIETCS Yrpo3a KPaku HOCHUTEINS KITF0UEBOW MH(POPMAITUH C MTOCTIEAYIONIMM €0 KOMMPOBAaHUEM H
no00pOM Mapojsl Ha JOCTYN K Kiody. [[ns 3arpyaHeHus moadopa 3TOro maposis MCHONb3YHOT
3alIUTY KJIIOYEBOTO HOCUTENS OT KONMUPOBAaHMA M OJIOKUPOBKY WJIM YHMUYTOXKEHHE KIIIOUEBOU
nHGOPMAIIUY TIOCIIE ONPEIEIIEHHOTO KOJMYECTBA HEYIAYHbIX TOIMBITOK ero BBoAa. OHAKO Ba)KHO
NOMHHTh, YTO O3TH MeEpbl 3alIMThl HEMPUMEHHMBI Ui 3JCKTPOHHBIX Kitoded iButton wu
OECKOHTaKTHBIX cMapT-KapT Proximity.

B nenom ncnonp3zoBanue i ayTeHTU()UKALMU TI0JIb30BaTeNIel He TOJIBKO MapoJjiei, Ho elle
Y BHEITHUX HOCHUTEJeH WH(POPMAIINU TIO3BOJISIET 3aMETHO TTOBBICUTH 3aIUIIEHHOCTh OMEPaIliOHHON
cucreMbl. B HamOombleli Mepe 3allUIIEeHHOCTh CHUCTEMbI TOBBIMIAETCS TPU HCIOJIH30BAHUU

IIPOLIECCOPHBIX CMapT-KapT.
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3 IPOIT'PAMMHO-AIIITAPATHBIE CPEJICTBA
KPUIITOT' PA®GUYECKOM 3AIUTHI THOOPMAIIUU

3.1 Kinaccudukanusi cpeacTB Kpunrtorpaduyeckoi 3amuTbl HHpopManuu

K cpeocmseam kpunmoepaguueckou sawumor  ungopmayuu (CK3U), oTHOCATCS
ammapaTtHble,  [pPOrpaMMHbIE M NPOTPaMMHO-ANIApaTHbIE  CPEACTBA,  PEAIH3YIOIINE
Kpunrtorpaduueckue anropuTMbl mnpeoOpazoBanus uHpopmanuu. CK3U ucnons3yrorcs B
Hekotopoit AC (uHbOpMamOHHO-TEIEKOMMYHUKAIIMOHHON CHCTEME, CEeTH CBS3H), COBMECTHO C
MeXaHU3MaMH peau3aliy U TapaHTUPOBAHUS OJTUTUKUA OE30MTACHOCTH.

[IpeoOpa3oBanue wuHPOpPMAIMK C MPUMEHEHHEM METOJO0B KPUNTOrpaguu Ha3bIBAIOT
Kpunrorpadguueckum rnpeodpazoBanueM nHpopmanuu. [IpuHITO cUUTaTh, UTO KpUNTOrpadus — 3T0
Hayka o mmdpax. OAHAKO BO3MOXXHOCTH COBPEMEHHON KpUINTOrpaduu 3HAYUTENBHO IIHpPE U
MOMUMO IHU(PPOBAHUS JAHHBIX M COOOIIEHUH C IeNbl0 obecneueHus] uX KOH(UICHINATBHOCTH,
BKJIIOYAIOT B ce0sl TaK)Ke MX KOHTPOJb LEJIOCTHOCTH (3alMTy OT Moaudukanuum MHPOpMAINN),
ayTeHTU(UKALNUIO JaHHBIX, 3alIUTy MPOrpaMM OT HECAHKIMOHUPOBAHHOTO KOMHUPOBAHUS U
pacnpocTpaHeHHs, OpraHW3alMI0 MApOJBHBIX cucTeM u Tp. Mcxoas u3 3TOro, paccMoTpUM
knaccupukanuio CK3U mo pa3anyHbIM X XapaKTEPUCTUKAM.

Mo naznauenuto [20] CK3U M0okHO pa3iesiuTh Ha CIEAYIOIIUE IPYIIIIbL:

— CHCTEMbI ayTeHTU(UKAINH SJIEKTPOHHBIX TaHHBIX;

— CHCTEMBbI UACHTU(DUKAIIMY U ayTeHTU(UKALIUH [T0JIb30BaTeNeH;
— cucTeMbl MHU(POBAHUS IUCKOBBIX JITAHHBIX;

— cucTeMbl MU(POBAHUS TaHHBIX, IEPEAABAEMBIX 110 CETH;

— CpeICTBa yIpaBJIeHHS KIIOUEBON HH(MOpMaIue.

Cucmemvl  aymenmuguxkayuu 31eKMPOHHbIX OAHHbIX HATpPaBIEHbl HAa YCTaHOBIICHUE
MOJUIMHHOCTH aBTOPCTBA M KOHTPOJS LEJIOCTHOCTH 3JIEKTPOHHOIO JOKYMEHTa JUIs Yero
MPUMEHSIIOTCS KOJI ayTeHTU(UKAIUK cOO0IIeHNs (MMUTOBCTaBKA) WIIM JIEKTPOHHAS! MTOATHKCH.

Cucmemvl uoenmugpuxayuu u aymenmuguxayuu noaiv3oeameinell BKIIOYAIOT B ce0s paHee
paccMOTpEHHbIE MEXaHU3MBbI 3aLUIEHHOI0 XPAaHEHUs] aBTOPU3ALMOHHBIX TAaHHBIX.

Cucmembl wiugposanus OUCKO8bIX OAHHLIX HATIPSIMYIO HallpaBlIeHbl HA KpUINITOrpaduyeckue
npeoOpa3oBaHusl JaHHBIX HAa YpOoBHE (aiJIOB WM JHUCKOB, B TOM YHCJE B PEXKHME PEaTbHOTO
BpEMEHU («Ha JIETY).

Cucmemvl wughposanus OauHvlx, nepedasaemvix nNO cemu, OCYIIECTBISIIOT KaHAJIbHOE W
CKBO3HOE (OKOHeuHoe) mmudpoBaHHe WHPOpMAIMHK, NeperaBaeMoll MO KaHaly CBs3H. B cimydae
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KaHaJIbHOTO IM(POBAaHUS 3alUIIAETCS BCSA IMepeaaBaeMasi MO CeTH HHQOpMalus, BKIIOYas
cinyxeOHyr0. B cmydae ckBo3HOro mu(poBaHUs 3aIIHUIIAETCS TOIBKO COJEp)KaHWE COOOINEHUH, a
ciryxeOHast HPOPMAITUs OCTACTCS OTKPHITOH.

Cpeocmea ynpaeénenus KpunmozpaghuuecKumu Kiroyamu BKIIOYAlOT B ce0s (yHKUUU
reHepaluy, XpaHeHus U Oe30MacHOr0 pacHpelesieHds KIoYeld MEeXIy Yy4acTHUKaMH
MH(OPMAIIMOHHOTO OOMEHa.

[To mpuMeHsIeMBIM KPUNTOTPAQUISCKUM alTOPUTMAM BBIIEISIOT JIBa OCHOBHBIX TOJKIIAcca
CK3U:

— CHMMETPHYHBIC KPUIITOCUCTEMBI;

— aCHMMETPHYHBIC KPUIITOCHCTEMBI.

[lon kpunmocucmemoti MOHUMAIOT COBOKYITHOCTb IMPOCTPAHCTBA KIIIOUYEH, MPOCTpPaHCTBA
OTKPBITBIX ~ TEKCTOB,  IPOCTPAHCTBA  MIM(PPOTEKCTOB,  aJrOPUTMOB  MIU(POBaHUSI U
pacmdpoBbeIBaHus. AJTOPUTM MMHUQPPOBAHUS TIPEACTABIACT COO00KW HAOOp NPEUMYIIECTBEHHO
o0paTuMBIX TIPeoOpa3OBaHUN MHOXKECTBA OTKPBITHIX JIaHHBIX HAa MHOXECTBO 3aIi(poBaHHBIX
JAHHBIX, 33/IaHHBIX AJITOPUTMOM KPHUNTOTpadudecKoro npeoOpa3oBaHUs UIU KPUITOAITOPUTMOM.
CMeHHBIN 21eMeHT mudpa, TPUMEHSIEMbIH A 3allUThl OTIEIBHOTO COOOIICHHUS, Ha3bIBACTCA
KAI04OM U(PPOBAHUS.

B 3aBucuMocTH OT 4YHCIa HCHOJB3YEMBIX B KPHUNTOTPa(PUUYECKUX alropuTMax KIo4en
(puc. 3.1) MOKHO BBIJICIINTS.

— Oeckit0yegvle, KOTOPBIE ISl OCYHIECTBICHHUS KPUNTOTpapHUECKUX Mpeodpa3oBaHuit
He TpeOyeTcs BBIUMCICHUE KIIOYEH, HampuMep, HEKOTOpble AallOPUTMBI
XDIIUPOBAHUS;

—  00HOKNIOYeBble, B KOTOPBIX JJISl BBIMOIHEHUS! KpUNTOrpadudecknx mpeodpazoBaHuit
TpeOyeTcsi OIMH KIIOYEeBOW mapaMeTp (CEKpPeTHBIH KIIH0Y), KJIACCHYECKUM
MPEJICTAaBUTEIIEM KOTOPBIX SBJISIOTCS AJITOPUTMBI CAMMETPHUIHOTO TIIH(PPOBAHUS;

— 08yXKIIOYesble, TAEC HA PA3NUYHBIX CTAAUSIX PaOOTHI MPUMEHSIIOTCS J[Ba KIHOYEBBIX
napametrpa (OTKPBITBIA M CEKPETHBIM KJIIOYM), — aJrOPUTMBI aCHMMETPHYHOTO

U PPOBaHUS U SJIEKTPOHHOM MOANHUCH.
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KpunTtorpaguieckme anroputmbl

i B

Becknoyesbie OaHoknouesble | | [syxknovessble

CummMmeTpuuHoe | | ACUMMeTPpU4HOe SneKTpoHHas
XawmposaHve
wwugpoBaHue wudpposaHue noanuch
BnoyHoe NoTo4Hoe

Puc. 3.1 — Knaccudukarus kpuntorpau4eckux aaropuTMOB 1O KOJIMYECTBY KITHOUEH.

[TosicHum onpezienieHust KpUNTOrpaprueCKUuX peoOpa3oBaHuil, MPUBEICHHBIC HAa PUC. 2.

Xowuposanue — 5TO METOJ KPHIITO3AIIUTHI, IMPEACTABIISIONMN COO0H KOHTPOJIBHOE
npeoOpazoBanne HWHGDOpPMAMK: W3 JAHHBIX HEOTPAHWYCHHOI'O pa3Mepa IyTEeM BBITIOJHEHUS
Kpunrorpaguueckux mpeoOpa3oBaHUil BBIYUCISACTCS XdOII-3HAYCHHE (HUKCHPOBAHHOW JJIMHBI,
OJTHO3HAYHO COOTBETCTBYIOIIECE UCXOIHBIM JaHHBIM.

[Mporienypa XSUIMpOBAaHUS  SBJISETCS  OTKPHITHIM  OJHOCTOPOHHUM  (HEOOpATHMBIM)
npeoOpa3oBanueM. B ciydae, Korja OoHa 3aBHCUT OT KIJIIOYa, PE3yJbTaT €€ BBIYMCICHUS HOCHT
Ha3BaHUC UMUMOBCMABKY WIH Koja ayTeHTH(HKauu coobiienus (message authentication code).

Cummempuunoe wugposanue VCNoNb3yeT OJUH U TOT ke KI0Y, Kak Ais mudpoBaHus,
Tak ¥ s pacmupoBbiBanus wHGopMaruu. dakTruyeckn o0a Kioya MOTYT M Pa3iIM4aThCs, HO
€CIIM B KPUIITOAJITOPUTME MX BO3MOXKHO BBIYHCIHTH OJWH W3 JPYroro B 00€ CTOPOHBI, TO TaKOH
QITOPUTM OJTHO3HAYHO OTHOCHUTCS K CHMMETPHYHOMY U (DPOBAHHUIO.

CummerpuuHoe mudpoBaHUe MOApa3AeNseTcs Ha JABa BUAA: OIOYHOE M TMOTOYHOE, XOTH
CTOUT Cpa3y OTMETHTh, YTO B HEKOTOPHIX KJIACCH(PHKAIMIX OHU HE Pa3ACISIFOTCS, CUUTAsl, YTO
MOTOYHOE MH(poBaHUE — 3TO MH(pOoBaHUE OJIOKOB SAMHHUYHON JTTHHBI.

Fbnounoe wugposanue xapakrepusyercs TeM, UYTO HHPOpPMAIUS TPEIBAPUTEITHHO
pa30buBaeTcs Ha OJIOKM OTKPHITOrO TekcTa (hUKcHpoBaHHOW uHBI (64, 128, 256 6ut), mocne
KpunTorpaguueckux mpeoodpa3oBaHul KOTOPHIX, MOIYYAOTCs OJOKU MIH(PPOBAHHOTO TEKCTAa TAKOM
ke JUHBL [Ipy 3TOM B Pa3IMYHBIX KPHUIITOAITOPUTMAX (WM JaKe B Pa3HBIX PEKUMaX pabOThI
OJTHOTO M TOTO K€ alropuT™Ma) OJIOKH MOTYT mU(GPOBATHCS KaK HE3aBUCHMO JIPYT OT JIPyra, Tak u
«CO CIICTUIGHUEM» — KOTJa pe3yJIbTaT MU(pPOBaHHS TEKYIIEro OJI0OKa JaHHBIX 3aBUCUT OT 3HAUYCHUS

IpeabIAyIIero 6J0Ka WiIK OT pe3yibTaTa IU(PPOBaHUS MPEIbIAYIIEro OJ0Ka.
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Ilomounoe wugposanue nojxpasymeBaeT NpeoOpa3oBaHUE KaxJIOr0 CHUMBOJIA OTKPBITOIO
TEKCTa B CHMBOJI MH(POBAHHOTO TEKCTA B 3aBUCUMOCTH HE TOJIBKO OT UCHOJIB3yEMOT0 KIIF04a, HO U
OT €ro pachoJIOKEHHs B TOTOKE OTKPHITOrO TeKCTa. JlaHHBIA BHI MMHUQPOBaHUA YCTpPaHSIET
HE00X0AUMOCTh pa30MeHUs COOOLICHNE HA LIEJI0€ YUCIIO OJIOKOB OOJIBIION JJIMHBI, @ 3HAYUT, MOXKET
paloTaTh B peXUME PEaNbHOTO BpeMEHHU. AJITOPUTMBI IOTOYHOTO MN(POBaHUS MU(PYIOT AAHHBIE
NOOMTHO WM TOCHUMBOJBHO, YTO JOCTHTaeTCs NPUMEHEHHUEM OIlepalud TaMMHUPOBaHHUS —
MpOIeIyphl HAJIOKEHHUS Ha BXOAHYIO WH(OPMAIIMOHHYIO ITOCIEI0BAaTEIbHOCTh TaMMBI IIH(pa, T.€.
[10CJIeI0BATENbHOCTH C BBIXO0B IT'€HEpaTopa MCeBA0CIy4aliHbIX KOJIOB.

Acummempuunoe wugposanue xapakTepuszyercs NPUMEHEHUEM JBYX THIIOB KIIOUeil:
OTKPBITOrO (ITyOJIMYHOT0), MPUMEHSEMOro Ui 3aiu(poBbIBaHUS WH(GOPMALUU, U CEKPETHOTO
(mmaHOrO0), WCHmonb3yemMoro s ee pacum@poBbiBaHUS. OTKPBITBIA W CEKPETHBIA KIHOYH
MaTeMaTHYeCKU CBS3aHbl MEXIy €000 TOCTATOYHO CIIOKHBIM COOTHOILIEHHUEM, OCOOCHHOCTb
KOTOPOI'0 — BO3MO>KHOCTb BBIYMCIICHHSI OTKPBITOTO KJIHOYa M3 CEKPETHOrO M HEBO3MOXKHOCTH (3a
OTpaHUYEHHOE BPEMS IPU PEANBbHBIX PECYpPCax) BEIYMCICHUS CEKPETHOTO KITF0Ua M3 OTKPHITOTO.

dnekmponnaa noonuce TIPEICTABIAET COOOH PEKBU3UT JIIEKTPOHHOTO JOKYMEHTa,
IOJyYeHHbI B  pe3ylbTaTe KpuOTorpaguueckoro Impeodpa3zoBaHus uHGPOpMALMU, Ui
MOJTBEPXK/ICHUS LEJIOCTHOCTH W aBTOPCTBa JAaHHBIX. Kak M B cilydyae acHMMETPUYHOIO
mudpoBaHus, B JaHHOM METOJE NPUMEHSIOTCS IABYXKIIOUEBBIC AITOPUTMBI C BBIYHCICHUEM
OTKPBITOTO KII0Ya M3 CEKPETHOT0, OJJHAKO UX Ha3HAYCHHWE HOCUT MHOH XapaKTep: CEKPETHBIN KITI0Y
IPUMEHSIETCA U1l BBIYMCIICHUS 3JIEKTPOHHOM MOAMUCH, a OTKPBITBINA KITt0Y — JUIs ee npoBepku. [lpu
COOJIIOJICHUH TpaBUJI 0€30IIaCHOTO XPAaHEHUsI CEKPETHOTO KJIF0Ya HUKTO, KPOME €ro Biajielnblia, He
MOJKET BBIUYMCIIATE BEPHYIO YJEKTPOHHYIO MOJMUCH KAKOTO-THO0 AJIEKTPOHHOTO JIOKYMEHTA.

[lepen Tem kak mepeiiTu K JanbHelmemy paccmorpenuto CK3U, yrounum HekoTopble
0cOOEHHOCTH Tocieayooumeil TepmMuHonorud. Ha mpakTuke, Hapsay € TEPMUHOM «CPEICTBO
Kpunrorpapuuecko 3amuThl HMHGOpMAIMM», B psAlde HCTOYHUKOB MOXKHO BCTPETHTH
SKBUBAJICHTHBI €My TEPMHUH «IHPPATOP» U «ICMHUPpPaTOP», U COOTBETCTBYIOIIEE 0003HAYCHHE
peann3yeMbIX UMH TPOIECCOB KaK «IIH(paum» U «aemudpanuny. Ha B3risg aBTOPOB 3TO MOKET
BbI3BaTh MyTaHUILy ¢ 0003HAYEHUSAMHU OJIHOMMEHHBIX KOMOMHAIIMOHHBIX CXeM IU(PPOBON TEXHUKH,
BBINOJIHSAIOLIMX ONEepaly MpeoOpa3oBaHUs MO3UIMOHHOTO N-pa3psiiHOTO KoJa B M-pa3psiiHbINA
JIBOMYHBIA KOJ ¥ HAoOOpOT BBIMONHAEMBIX, COOTBETCTBEHHO, ImppaTtopom (encoder) wu
nemudparopom (decoder). B cuiy aToro odcTosTeNbCcTBA Aajee mporece mudparyn nHGOpMaIim
Oyner 0o0o3HauaThbesl Kak «mugpoBanue» (ENCryption), a oOpaTHbIl eMy — «pacIIU(ppPOBHIBAHUEY

(decryption).
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3.2 CuMMeTpUYHbIe KpUNTOrpaguyeckne CHCTEMbI

3.2.1 IlpyHUMIBI CHMMETPHYHOTO M ppoBanus nHpopManuu
B ocHOBe 1aHHOTO pojia KPUIITOCUCTEM JIEKUT CUMMETPUUHOE I pOBaHUE HHPOPMAIIHH,
KOTOpOE€ TaKXke Ha3bIBaeTCs wugposanuem c¢ 3akpvimoim kitouom. O0IIas cxemMa CUMMETPUYHOM

KPUNTOCHCTEMBI TIPe/ICTaBIeHa HA puc. 3.2.

[ | |
| | | |
} CekpeTHblii | } CekpeTHblii }
} kimod K | } kmog K |
\
| | | |
| | | |
| | | |
| | | |
} ‘ } |
| |
| |
} Coobmenne M R ITudpposanme } udpotekct C || Pacumppossianne Coobmmenne M R i
" Ex(M | L D«k(C -
} M) } Hezawuwennviii } «(©) }
} } Kauan } }
|
. | | |
,,,,,,,,,,,,,,,,,,,,,,,,,,,, a1 S |
OtnpaBurenb [Tomyyarens

Puc. 3.2 — Cxema cHUMMETPUYHOUN KPUTITOCUCTEMBI.

Ha cxeme cooOmienne, wid OTKpBITBI Tekct, M (message) mmdpyercss ¢ MOMOIIbIO
oGparumoro npeobpasosanus E, (M), dopmupyromero mmdporexcr C (ciphertext). ITpouecc
TAKOro Mpeodpa3oBaHms 33aeTcs C MOMOIIBIO anropuT™a mudposanus E (encryption) u ximouya K
(key). IludpoBaHHBI TEKCT MPOMYCKAETCS Yepe3 OOMIETOCTYIHbIH (OTKPBITHINA, HE3AIIUIIICHHBIN)
KaHal CBf3M, IIOCIE€ YEro ero TIOJBEpraroT BOCCTAHOBJIEHHIO C IIOMOINBIO ONepanuu
pacummmdpossiBanus D (decryption), mnpencraBnsromeit coboit obpaTHoe mpeoOpa3oBaHue,
COOTBETCTBYIONIEE BhIpaXkeHuto: D, (C): EKfl[EK (M )]: M.

[TpuMepoM caMbIX TPUMHUTHBHBIX CHMMETPHUYHBIX aJTOPUTMOB SIBISIOTCS mudpsl Llezaps,
Buwxunepa, mnpencrapistonie cobod mpocTeiimme anroputMmbl nojacraHoBku. ludposanue
JaHHBIMM  QJTOPUTMaMHM  MpPEACTaBIseT co0oi  TpuBHanbHyl0 3agady. CoBpeMeHHbIE
CUMMETPUYHBIE aITOPUTMBI 3aKPEIUIIOTCA TOCYAapCTBEHHBIMU cTanAapTamu. Hampumep, B CIIA
B TEUCHHE HECKOJBKUX NECATUICTUH TPUMEHSUICS IIUPOKO PACIPOCTPaHEHHBI BO BCEM MHUpE
anroput™ DES (Data Encryption Standard).

[TepeuncinuM HEKOTOPBIE U3BECTHBIE AITOPUTMBI CHMMETPHUYHOTO OJIOYHOrO MIM(POBaHUs C
yKa3aHHeM CTpaH UX pa3paboTKU:

— AES, Blowfish, Twofish, RC5, RC6, Mars (CILIA);
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— CAST (Kanana);

— LOKI (ABctpanus);

— IDEA (IlIBeiiuapus);

— Camellia (SInonus);

— T'OCT 28147-89 (CCCP);

— T'OCT 34.12-2018 (Poccus).

broynble mUQpPHl SBIAIOTCA TOW OCHOBOWM, HAa KOTOPOW pEalM30BaHbI IIOYTH BCE

CUMMETPUYHBIC KPUNITOCUCTEMBI. [IpakTHiecku Bce aaropuTMbl HCHOIB3YIOT IS IpeoOpa3oBaHuit
orpeieieHHbIE Ha0Op OOpaTHUMBIX MaTEeMAaTHYECKUX TMPOLEAYp, 3aJadyaMH KOTOPBIX SBIISETCS
paccesHUE CTATUCTUYECKMX OCOOCHHOCTEH OTKPBITOIO TEKCTa [0 IIMPOKOMY JHAara3oHy
XapaKTePUCTHK  IIM(PPOBAHHOTO  TEKCTa, 4YTO JIOCTUTACTCS NMPHUMEHEHHEM  HECKOJIBKHX
MOCTIeIOBATENBHBIX MEPECTAHOBOK JaHHBIX, IMU(POB IMEepecTaHOBKH (substitution), U yCIoKHEHUH
CTaTUCTHYECKOW  B3aMMOCBS3M MEXIY I[MHUPPOTEKCTOM ¢  KIIOYOM, YTO  peau3yercs
WCIIOJIb30BAHUEM CIIOKHBIX IIOJICTAHOBOK, MHM(POB MOJICTaHOBKM (permutation). Ha mpaktuke
CXeMaMH, pealu3ylIuMU Takue mnpeoOpa3oBaHus, sBistoTcsa cems Deticmens (Feistel cipher) u
noocmano8ouHo-nepecmanosounas cems (Substitution-permutation network), HaszpiBaeMasi TarKxe
SP-cems. OcHOBHOE OTIMYME WX 3aKIIOYaeTCs B TOM, 4YTO NpPU HCHOJB30BaHWMM SP-cetn

npeo6pa3yeTc;I BECh BXOJHOM OJI0K JaHHBIX, a IIpU CCTU ®deiicTens ero MoOJOBHUHA.

3.2.2 AroputMbl CHMMETPUYHOTr0 IH(POBaHUS HHPOPMAILUH

PaccMoTpuM Oosiee  mOAPOOHO HEKOTOpblE U3 TMPUBEIEHHBIX BBHIINIE AJITOPUTMOB
CUMMETPUYHOTO MHU(PPOBAHMUSL.

Aaroputm DES. Anroputm 6nounoro mmdppoBanus manueix DES (Data Encryption
Standard) Ot omyOsukoBan B 1977 roay ¥ HMOCTPOSH B COOTBETCTBHH C METOJOJOTHEH CETH
@eiicrens. OH ocyiiecTBiseT muppoBaHue 64-0UTOBBIX OJIOKOB JAHHBIX C MOMOIIBIO0 64-0UTOBOTO
KJII04a, B KOTOPOM 3HAuaIlUMU SIBIISIOTCS 56 OUT (OcTajbHble 8§ OMT — MPOBEPOYHbIE OUTHI IS
KOHTPOJISl Ha YETHOCTH).

[Tpouecc mmdpoBaHus 3aKiIO4yaeTcs B HAayalbHOW IE€pEeCTaHOBKE OUTOB 64-OUTOBOrO
omoka, 16 payrnax mmdpoBaHusS ¥ B KOHCUHOU repecTaHoBke OuToB. PacmmdpossiBanne B DES
ABISIETCA omepalueld, oOpaTHOW MM(POBAHUIO, W BBIIOJIHIETCS MYTEM IOBTOPEHMS ONeparui
mudpoBaHus B 0OpaTHOH MOCIeA0BATEILHOCTH.

Pa3BuTHe BBHIYMCIUTENHbHON TEXHUKU NPUBENO K TOMY, YTO MOJHBIA mepedop Bcex S56-

OUTHBIX KIIFOUEH MPECTaBIAETCS BO3MOXKHBIM, To3ToMy DES He MoxeT Oosibliie HCT0Ib30BaThCS B
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KayecTBe HaA&KHOTO CPEJCTBA 3aIIMTHI JIEKTPOHHOM HMH(OpMALNU, €r0 MOXHO PEKOMEHIOBATh
JIMILB 71 Leel TeCTUPOBAHMSL.

AnbrepHatuBoil  Kiaccuyeckomy anroputmy DES  sBnsercs Triple DES (3DES),
MPEACTABISIIONIMNA COOOW TpoeKpaTHOE MpeoOpa3oBaHue MaHHBIX 1o anroput™My DES ¢ tpems
pasnIuuHbIMH 56-OuTHBIMH Kitodamu. [Ipu 3tom mnmuHa kimoda 3DES cocraBmser 168 6uTt, uro
MIPUBOJUT K €r0 CYIIECTBEHHON HaJeKHOCTU Mo cpaBHeHHIO ¢ DES, onHako yBenuuuBaeT Bpems
npeoOpa3oBaHue JAHHBIX B TPU pa3a, YTO HA NPAKTUKE MPUBOIUT K 3aMETHOMY 3aMEIJICHHIO
MIPOLIECCOB OOpalIeHusl K TaHHBIM Ha 3alIU(POBAHHBIX JUCKaX.

Adaroputm AES. Anropurm 6imounoro mmdposanus AES (Advanced Encryption Standard),
TakKe W3BECTHBIM TIOJ] CBOWM TIepBOHAYadbHbIM Ha3BaHueMm Rijndael («PeitHman») Obu1
oryoiukoBad B 2001 roay ¥ mpuHAT B KadecTBe craHaaprta mudpoBanus npaButensctBom CLIA.
[Mudp Rijndael Obu1 00BsABIEH mNOOeAMTENEM KOHKYpCa, OPTraHMW30BaHHOTO HarmoHambHBIM
MHCTUTYTOM cTaHaaptoB u TexHosmorudt CIHA B 1997 rogy mno BeIOOpY HOBOIO
KPUNTOTpaQUIECKOro CTaHapTa, KOTOPBIN T0JKeH ObuI cTaTh mpeeMHnKkoM DES.

Anroputm AES mmdpyer 6ioku piamHO#M 128 OUT M MMeeT NMOJIEPKKY pa3MepoB KITFOUen
mudppoBanus B 128, 192, 256 Out. B 3aBucuMoOCTH OT pa3Mepa KiO4Ya KOHKPETHBIH BapHaHT
anroputMa AES mosxet 0003HadaThCs1, COOTBETCTBeHHO, kKak AES-128, AES-192, AES-256.

AJNTOPUTM XOpOIIO M3Yy4yeH, 00JaJaeT SICHOM, MPOCTOM CTPYKTYpOH alropuTMa, BBICOKOM
CKOpPOCThIO MIM(POBAHUS NAHHBIX M BO3MOYKHOCTBIO TAapaJICLHOTO BBIMOJHEHHS ONepaluii B
MHOTOMPOIIECCOPHBIX CUCTEMAaX. AJTOPUTM MOCTPOEH B COOTBETCTBUM C MeTojaonoruei SP-cetw,
OpU 3TOM KaXIblii OJOK 00paOaThiBaeMbIX JAHHBIX IPEJCTABISAETCS B BHUJE JBYXMEPHOTO
OaiiToBOoro MaccuBa pazMepoM 4x4. KonnuectBo payHaoB mudposanus cocrasuser 10, 12 wnu 14
B 3aBUCHUMOCTH OT JJIMHBI KJIFOYa.

Aaroputm I'OCT 28147-89. Crannmapr «Cucremsl o0paboTku HH(popMmaruu. 3ammra
Kpunrorpaduueckas. AIrOpuTM KpUnrTorpaduiyeckoro npeodpasoBanus» O6bu1 NpuHAT B 1989 rony
B KauecTBe aJirOpUTMa MU(POBaHUSI JaHHBIX, COCTABIIAIOMINX ['0CyAapCTBEHHYIO TaliHY.

Pabotbl Hag anropuTMOM, IMOJIOKEHHBIM BIOCJEICTBUU B OCHOBY CTaHJapTa, HaYaJIUCh B
paMkax TeMbl «Marma» NMpakTHUECKH cpasy mocjie myonukanuu anroputma DES, u cam oH Obla
pa3pabotaH B 70-e To/bl MPOILIOro BeKa Mo nopyyeHuo HayuyHO-TEXHHYECKOro COBETa BOCHMOTO
I'maBaoro ympasinenuss KI'b CCCP (ctpykrypHoro mnonpasaenenuss KI'b, orBercTBeHHOro 3a
3alIUTy TEXHHYECKUX CPEICTB CBs3M M co3nanue mmdpor). Torma on umen rpud «CoBepiieHHO
cekpeTHO». 3areM Tpud ObuT NMOHMWXKeH a0 «CeKpeTHO», Mocie 4ero Obul mepeBefeH B «Jlis

CJ'Iy>KC6HOFO MOJIb30BAHUA», C KOTOPLIM U ObLI IIOATOTOBJICH K HY6HI/IK3.I_II/II/I B 1989 rony.
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Anroput™m ['OCT 28147-89 cunrtaercs ogHUM U3 HanbOoee KPUNTOCTOWKIX CUMMETPUYHBIX
anroputMoB mudpoBanus. AHanorudHo anroputmy DES, B ero ocHoBe nexut cerb Deiictens,
pasmep Oyioka mmdpoBaHUS NAaHHBIX COCTaBIsLeT 64 OuTa, pazMep Kioda — 256 O6ut. AJITopuT™m
ucnonib3yeT 32 payHjaa mudpoBaHus U umeer 4 pexxuma padboThI: IPOCTast 3aMEHa, TAMMUPOBAHUE,
raMMUpPOBaHHE C OOpaTHOM CBsI3bIO, BBIPAOOTKA HMHUTOBCTaBKU. OTIMYUTENbHON uepToi
anmroputma ['OCT 28147-89 sBisitorcsi He (PUKCUPOBAHHBIC Y3JIbI IMOJICTaHOBKH (S-OyoKH) —
MOCTaBKa 3alOJHEHUsI S-OJIOKOB MPOU3BOAUTCS B YCTAHOBJICHHOM TOpSIIKE, T.€. pa3paboTUYUKOM
aJIrOpUTMA.

B 2015 rogy BmecTe ¢ BHOBH pa3paboTaHHBIM B Poccuu aaropuTMOM CHMMETPHYHOTO
mmdposanus «Ky3Heunk» oauH u3 BapuantoB aiaroputma I'OCT 28147-89 (¢ ¢uxcupoBaHHBIM
HaO0OPOM IMO/ICTAHOBOK) OBLIT OMyOJMKOBaH 01 Ha3BaHueM «Marmay kak yactes ctanaapra [OCT P
34.12-2015, a mo3xe kak yacthb crangapra [OCT 34.12-2018.

Aaroputm T'OCT 34.12-2018. Crangapr ['OCT 34.12-2018 «Mudopmanmonnas
texnonorusi. Kpunrorpaduueckas 3ammra napopmanui. bioynsie mmdps» ObLT MOATOTOBICH Ha
ocHoBe npumenenust 'OCT P 34.12-2015 u npuBoauT onucaHue AByX 0a30BbIX OJIOYHBIX MIH(POB
¢ mHaMu 6110koB 128 out (mmdp «Ky3neunk») u 64 o6urt (mmdp «Marma») u IIuHaAMH KItoueit
256 Owur.

Hudpp «Ky3meunk» (Kuznechik) Opur paspaboran LlenTpom 3amuThl WHGOpMANUU M
cnenuanbHoil cBsizu @CB Poccum ¢ yuactmem OAO «MH(oOpManmuoHHBIE TEXHOJIOTHH H
koMMyHHKaIMoHHbIe cucTeMbl» (OAO «HPoTeKCy).

B ocnoBe mmdpa nexutr SP-cets, 1inHa 610ka muppoBaHUs JaHHBIX cocTaBiseT 128 our,
JuirHa Kimroda — 256 out. lludp umeer B oOuieit cymme 10 payH10B mu@poBaHus, KaxIbli payH/
BKJIIOUaeT B ce0s JMHENHOe U HeNMHEeWHoe TIpeoOpa3oBaHME W OMNEpPALI0  HaJOKEHUS
UTEpAIOHHOTO Kitoya. MTepanuoHHble (WIM payHIOBbIE) TE€HEPUPYIOTCS Ha OCHOBE CETH
Oeircrens.

B Poccunm mnpu o06paboTke HHPOpMAIMHM, COCTABIAIOMIEH TOCYIapCTBEHHYIO TalHY,
peraaMeHTHpPOBAHO UCIIOJB30BaTh TOJIBKO OTEYECTBEHHBIN CTaHIapT MHU(YPOBaAHUS.

Aaroputm IDEA. Brounsiit anroputm IDEA (International Data Encryption Algorithm)
ObUI CO3/1aH M 3alaTeHToBaH MiBeiapckoil ¢upmoil Ascom B 1991 romy M u3BecTeH CBOUM
M3HAYaJbHBIM PIMEHEHHEM B TTakeTe mporpamm mudposanus PGP.

B ocnoBe mmdpa nexur cetb Delicrens. Pazmep 6oka mmdpoBaHus JaHHBIX COCTABIISET
64 Outa, nnuHa kioya — 128 6ut. Ilpouecc mudpoBaHUs COCTOMT U3 8 OJMHAKOBBIX PAYHJIOB
mudpoBaHuss W OJHOTO BBIXOAHOTO TmpeoOpa3oBaHus. Bce anreOpanueckue omnepanuy,

INpUMeHsieMble B mpolecce MmU(poBaHMs, COBEpIIAOTCS HaJ  16-OMTHBIMH  4YHCIAMH.
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Oco0OeHHOCTBIO aNTOPUTMA SIBJISIETCS UCIIOIB30BAHUE OTIEpAINil U3 pa3HbIX aNreOpanyecKux rpy,
a UMEHHO CJIOKEHUE 10 MOYJIO 21, YMHOKEHHE 110 MOAYIIIO (2'%+1), mobuToBOE HCKITIOUAIOMIEE
WJIN. Ilpumenenue 3TUX Tpex omneparnuii 3arpyanser kpunroananus IDEA no cpaBuenuto ¢ DES, a
TaK)Ke MO3BOJIIET OTKA3aThCs OT UCIOIb30BAHUS S-OJIOKOB M TaOJIHII 3aMEH.

Aaroputm Blowfish. Jlanubiii OGnounblii anroputM mudpoBaHus ObLT  pa3padboTaH
amepukanckuMm kpuntorpadgom bprocom I[Inaiiepom B 1993 romy B kauecTBe OBICTpOH U
cBOOOIHOM anmbTepHaTUBBl ycrapeBuieMy DES u 3anatentoBannomy IDEA. B ero ocHoBe sexur
cetb Delictens ¢ 16 payngamu mudpoBanus. Pazmep Onoka mmdpoBaHus cocraBisier 64 Owur,
JUIMHA KItoya u3MeHseMas — 32-448 Out. AiropuT™M mM@pPOBaHUS BBHINOIHEH HA IMPOCTHIX U
GBICTPBIX Olepaumsix: uckiodaomee WM, moxcraHoBKa U cioxenne mo moxyimo 2°2. Blowfish
3apeKOMEeHI0BaJl ce0sl KaK HaAEKHBIN alTOPUTM, ITO3TOMY pEaIu30BaH BO MHOTHX NPHIIOKEHUSIX,
rie He Tpebyercs dyactas CMeHa KJIl04a U HeoOXoauma  BBICOKas  CKOPOCTh
mudpoBaHus/paciupoBbIBaHUS HH(DOpPMAITUH.

Aaroputm Twofish. beur pa3paboran B 1998 romy rpynmnoil cnenmaincTOB BO TJIaBE C
Bbprocom IlInaiiepom Ha ocHoBe anroputmoB Blowfish, SAFER u Square. /lanHblii anroputm
TOTOBHWJICA CIIEIUANBHO A7l KOHKypca AES 1 ctan ogaum u3 msitu (pUHAINCTOB €ro BTOPOro dTana.

Anroputm Twofish moctpoen cormacuo meromonoruu cetu Deiictenss ¢ 16 payHaamu
npeoOpazoBanuid, muppyeT ONOKH AIUHOW 128 OWT W HMMEeT MOMIEPKKY pa3sMepoB KITtOUueH
mmdposanus B 128, 192, 256 Our.

[To cloXHOCTH CBOEH peanu3alliid U aHallu3a Ha MPeIMET Ca0bIX KIIIOUeH WU CKPBITHIX
CBsI3¢l JaHHBIA aaroput™m mpeBocxoauT Rijndael, Ho mpu sToM B CpaBHEHHWH C HHM HMEET
JI0OCTaTOYHO MEJUIEHHOE BpeMs BBINOJHEHHUs. TeM He MeHee, ero M3ydeHue I0Kas3allo, YTO OH
o0azaeT O0MIBIINM 3a1acoM MPOYHOCTH, U, IO CPABHEHUIO C OCTAJILHBIMU (PUHATTMCTAMH KOHKYpCa
AES, oH oka3sajics HanOoJiee CTOHKUM.

Aaroputm CAST. Ilox CAST mnoHHMarT METOHOJOTMI0O MOCTPOEHHUS CHUMMETPUYHBIX
anropuT™MoB MmK(poBaHus, pa3paboTaHHYIO KaHaJACKUMHU Kpurnrorpadamu Kapmaiimom Amxamcom u
Craddopnom TaBapecom, mepBbie ABe OYKBbI MMEHHU KOTOPHIX W GopMHpYyIOT €€ Ha3BaHue. B
pamkax panHou Meroaonoruu BbaensarOT CAST-128 u CAST-256, roe uucina B Ha3BaHUU
yKa3bIBAIOT HA MAKCUMAIIbHBIN pa3Mep KiIroya.

CAST-128 paspaboran B 1996 roxy u cocrout u3 12 wim 16 payHmoB cetm Deiicrens
(KomM4YecTBO payHIOB 3aBUCHT OT JUIMHBI Kiroda). Pasmep Omoka cocraBimser 64 Outa mpu
nepeMeHHol anuHe kimoda oT 40 1o 128 6ur. 16 payHnoB mudpoBaHus NpUMEHSETCS B CIy4ae,
KOT'/1a pa3Mephl KiIroda mpeBsIaoT 80 OuT.

CAST-256 pazpaboran B 1998 romy B kaduecTBe KaHIUAaTa Ha ydacTre B KoHKypce AES n
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ocHoBaH Ha CAST-128. OcHoBy anroputma coctaBisger cetb Deiictens u3z 48 payHnaoB. [[nuHa
01oka cooTBeTcTBYeT 128 OuTam, pazMep KiIro4a MOXET cocTaBisTh 128, 160, 192, 224 wnmu 256
OUT C BOBMOKHOCTBIO €r0 OBICTPOTO pacIIUpEHUsI.

Adaroputm Camellia. beur npeacrasien B 2000 roxy smoHckuMu koMmanusmu «Nippon
Telegraph and Telephone Corporation» u «Mitsubishi Electric Corporation» B pamkax
eBporeiickoro koHkypca kpuntoairoputmoB NESSIE (New European Schemes for Signatures,
Integrity, and Encryption — «HoBble eBpormeiickie ajaropuTMbl JUis SJICKTPOHHOW IOJIIIKCH,
LEJIOCTHOCTU ¥ MIA(POBAHUN).

AnroputMm ocHoBaH Ha cetu Deiicrens. Pasmep Oiioka mm@poBaHUS NaHHBIX COCTaBJISET
128 6uTt, nnuHa KiIroyda nogaepxkuaetcs 128, 192 u 256 6ut. B 3aBucuMocTu OT pazMepa Kiroua
umeet 18 wnu 24 paynna mudpoBaHus, COOTBETCTBEHHO, /Ui JUIMH Kitoda 128 u 192/256 out. Ilo
pedynbratam KoHkypca NESSIE pansbpiii anroputM ObUT NpPU3HAH HAACKHBIM M OBICTPBIM
IITOPUTMOM, He TpeOOBaTEIbHBIM K pecypcaM. AJITOPUTM MATEHTOBAH, OJTHAKO PACHPOCTPAHSIETCS

IOJT PSIZIOM CBOOOJIHBIX JIMIICH3MH, B YaCTHOCTH, SIBJIICTCS YacThio mpoekTa OpenSSL.

3.2.3 Oco0eHHOCTH MPAKTHYECKOIr0 MPUMEeHEeHHs] CHMMEeTPUYHbIX
KpunrTorpagpu4ecKux CUCTEM

CHUMMETpUYHBIE KPHUIITOCUCTEMBI XapaKTEPU3YIOTCA HanOoJee BBICOKOW CKOPOCTHIO
muQpoBaHus, M C KX OMOIIBI0 00eCTIeunBaeTCsl Kak KOH(PHUICHIIMATBHOCTD U MOJIMHHOCTD, TaK U
LEIOCTHOCTh mepenaBaeMor wuH@opmanuu. Ilpu 5>ToM  KOH(PUIEHIIMAIBHOCTH MEpenadyu
uHbOpMallMK B JIaHHOM Cllyyae 3aBHCUT OT CToiikocTu mudpa u obecredeHus: 0e30macHOCTH
kiroua mudposanusi. OOBIYHO KITI0UY MU(POBAHUS MPEACTABISET COO0M (aiiy Wi MacCUB JTAHHBIX
Y XPaHUTCS Ha TIEPCOHAIBHOM KITFOYEBOM HOcHTene, Hanpumep USB-kiroue umm cMapt-Kapre.

CummeTrpuuHoe mu@poBaHUE MOIXOIUT B CiIydasX MU poBaHUS HHPOPMALIUU «IJIs ce0s»,
Hampumep, ¢ uenbto npenorspamnienuss HCJ[ k xpanumoit nHdopmanuu B OTCYTCTBHE BIaJENblIa,
apXUBHOTO MM(POBaHUS BbIOpaHHBIX (AiIOB U MPO3payHOro MKU(POBAHMS LENbIX JOTHYECKHX
WM (PU3NYECKUX JAUCKOB.

[ToMumo 3TOro, JaHHbIE KPUITOCUCTEMBbI IIUPOKO TNPUMEHSIOTCA Ul a0OHEHTCKOIo
muQpoBaHus NaHHBIX, T.e. AN mudpoBaHus WH(GOPMAILIUU, MPEAHA3HAUCHHOW IJI OTIPABKHU IO
CEeTH, OJJHAKO aBTOHOMHOE HCIT0JIb30BaHHE CUMMETPUYHBIX KPUIITOCHCTEM B KOMIIBIOTEPHBIX CETAX
MOpOXKIAaeT  mpolsjemMy  O€30macHOTO  pacmpenefieHus  KiIo4ded  mupoBaHUS — MEXIY
nojib30BaresiMi. Vcrnonb30BaHue TOJIBKO OJHOTO CEKPETHOTO KIH0Ya JJIsi BCeX aOOHEHTOB CETH
HEIOMYCTUMO IO COOOpakeHUsIM O€30MaCHOCTH, IOCKOJBbKY B CIydae €ro KOMIIPOMETaluu

(XuuieHust, yrepu) moji yrpo3oil OyaeT HaxoOuThCs JOKYMEHTOOOOpOT Bcex aOOHEHTOB ceTH. B
83



CBSI3U C 3THM, Ha IMpaKTHKEe TpeOyeTcs 4acToe U3MEHEHHUE KIIoUel, BCIEICTBUE YEero HaJeKHOCTh
CUMMETPUYHON KPHUIITOCUCTEMBI BO MHOTOM 3aBHCUT OT UCHOJIB3YEMOU cucmemvl pacnpeoeneHus
KatoYel, TIPEICTAaBIAIONICH CO0ON cpencTBa KOH(MHUACHIMAIBHOW JOCTaBKH KIIOYEH CTOpOHAM
nH(pOopManMoHHOTO 0OMEHA.

Pacnipenenenue xirouei MeXIy ABYMs YCIOBHBIMU CTOpOHaMH MH(GOPMAIIMOHHOTO 0OMEHa
(monb30BaTENAIMU, BEAYIIMMM y3JIaMH, [POLECCAMHU, NPUIOKEHUSIMHU) MOXXHO OpraHu30BaTh
pa3nuuHbBIME criocobamu [12]:

1) KJ1r0Y MOKET OBITh BEIOPAH OIHOM U3 CTOPOH U (PU3UYECKH AOCTABIICH IPYTOii;

2) KJII0Y MOXKET OBbITh BBIOpAaH TPEThEH CTOPOHOW M (PU3MYECKH IOCTABJICH y4aCTHHKAM

MH(OPMAIIMOHHOTO OOMEHa;

3) ecnu yyacTHUKHM MH(POPMAIIHIOHHOTO OOMEHA y)KE MCIOJIB3YIOT HEKOTOPBIN 00N KITFoY,
TO OJIHA M3 CTOPOH MOXKET MepeAaTh HOBBIM KIIOY APYroil CTOpoHE B 3alIM(ppOBaHHOM
BH/JIE, UCIIOJIb3YsI CTApPbIN KIIIOY;

4) ecniu  00e w3 cTOPOH HMHMOPMAIMOHHOTO OOMEHa WMMEIOT KpUOTOrpadHuecKu
3aIIMIIECHHBIE KAHAIBI CBSA3M C HEKOTOPOM TPETbEH CTOPOHOM, TO IOCIEIHSS MOXKET
JIOCTABUThH UM KJIFOU I10 3TUM 3alIUIICHHBIM KaHAJIAM.

®dusnueckas JOCTABKa KIIOUEH B psijie CIydyaeB OKa3bIBa€TCsA HENpUEMIIEMa, NMO3TOMY Ha
MIPaKTUKE HIMPOKO MPUMEHSETCS CXEMa LIEHTPAIIM30BAHHOIO paclIpeieIeHUs KIII0UEH, SIBIISIFOIAsICS
BapHaruei criocoda 4, rie 3a JOCTaBKy KII0Uel CTOpOHaM MH(OPMAIMOHHOTO OOMEHA OTBEYAIOT
HEKOTOphIe yermpuwl pacnpeodenenus kunoyeu (LIPK). Ilpu neHTpann3oBaHHOM yIpaBICHUU KITIOUEH
onpexnensercs Hekotopas wuepapxus [IPK. Hampumep, Bbimenstorcs noxanbsble  L[PK,
OTBETCTBEHHBIE 32 Majble JOMEHbI Bcell ceTu (OTIEeNbHbIE JOKAJIbHbIE CETH), KOTOPBIE ISl CBA3HU
00BEKTOB M3 pa3HbIX JOMEHOB MOryT ucrnosb3oBath LIPK riobanbHoro ypoBHs. Takas nepapxus
MOXET COCTOATh M3 TpeX M OONbLIEro 4Yuciaa YypOBHEH, B 3aBUCUMOCTH OT KOJIMYECTBa
noJib30Bartesiel u reorpagudeckoro pacrnpocrpanenus cetu. Ilpumenenne LIPK npennonaraer, uyto
OH JIOJIKEH BHYIIATh JOBEpUE U ObITh HAJIEKHO 3alIUILEHHBIM OT MOCATaTEIbCTB.

Bo3moxHa Takke cXeMa JICLIEHTPaJM30BaHHOTO  ympaeieHus  Kiarodamu. Ilpu
JeleHTpanu3anun  TpeOyercsi, dYToObl KaXklas KOHEYHas cHCTeMa HuMella BO3MOYKHOCTh
OOMEHMBATHCS JTAaHHBIMH HEKOTOPHIM 3alllUIIEHHBIM 00pa3oM €O BCEMH JIPYIMMHU MOTEHIUAIBHO
JOCTUKUMBIMUA KOHEUHBIMH CHCTEMaMH C LIEIbI0 paclpeesieHus] ceaHCOBBIX Kitouel. [Ipu takom

o nn-1
CHOCO6C paCHpeI[eJ'IeHI/IH KJIIOUEU B CETHU U3 N KOHEYHHBIX CUCTEMaM HOTpe6yeTC$I % 06MCHOB,

4TO Ha IPAaKTUKE PE3KO OIrpaHUYMNBACT BO3MOKHOCTE HMCITIOJIB30BAHUSA Takoi cxeMbl. M XOTs motHas
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JEIEHTpAIN3AIUS B OOJBIINX CETAX MPAKTUUYECKHA HE PUMEHSIETCS, NCIIEHTPATN3alis MOYKET OBITh
MOJE3HOM B KOHTEKCTE JIOKAIBLHBIX CEeTEH.

[IpoGnema pacrpenesieHus] KIIOYEM B CHUMMETPUYHBIX KpPUIITOCHCTEMAax IMpUBENa K
pa3paboTKe aCUMMETPUYHBIX METOJIOB MIM(PPOBAHUS, C IIOMOIIBIO KOTOPHIX BO3MOYKHO 00ECIICUUTh
KaK 3allMIICHHBIH WHOOPMAIMOHHBIM OOMEH, Tak HM OOECIeUnuTh pacHpeaeiieHue KIrdei
CUMMETPUYHOTO IMU(PPOBAHUS MEXKAY €ro yJ4acTHUKAMH, 0€3 MPHUBJICYCHHS JTOMOJHUTEIBHON

CTOPOHBI.

3.3 AcuMMeTpHYHbIe KPpUNITOrpaduyecKue CUCTEMbI

3.3.1 lIpuHUMNIBI ACHMMETPUYHOr0 M ppoBaHusa HHGOPMALUK

B ocHOBe TaHHOTO pojia KPUNTOCUCTEM JISKUT aCUMMETPUYHOE IH(ppoBaHUE HHPOPMALIUHY,
KOTOpOE TakKKe Ha3bIBACTCA wu@posanuem ¢ omxpvimuim Kaouom. Vines npUMEHEeHHUs MEeTO0B
KpUNTOTpaguu C OTKPHITHIM KJIFOYOM BO3HHUKJA C LETbIO pa3peuieHus JByX HauOojiee CII0KHBIX
npoOieM, BO3HHUKAIOMIMX IPH HWCIOJIB30BAHUM CHMMETPHUYHOTO MIH(POBAHUS — MPOOIIEMBI
pacnpezesieHue KI4ed U AJIEKTPOHHOMN IOIIUCH.

AmepukaHckuil kpunrorpad, ouH U3 OCHOBaTeNe MeTo/1a aCHMMETPUYHOT O MKU(POBaHUS
Yurduna Auddu, canran, uro ucnons3zoanue yciuyr LIPK nporuBopeunt cytu kpunrorpaduu, a
MMEHHO BO3MOXXHOCTH OOECIEYeHUs] CEKPETHOCTH Tepenayn HH(OpMAIMH, B BHIY HAIHYHS
JIONIOJTHUTEIBHON CTOPOHBI, Takke oOnajaroliell KiIodoM Iu(poBaHUs/paciiu(poBbIBAaHMS.
KpomMe Toro pasButTHe 3JIEKTPOHHOIO JIOKYMEHTOOOOPOTa MOPOAMUIO HEOOXOAWMOCTh, OMHUMO
oOecnieueHnss KOHOQUICHIMATBHOCTH HWHPOpMAIUHU, TakkKe pa3pabOTKU KpunTorpadguueckux
MEXaHU3MOB KOHTpPOJSI €€ LEJIOCTHOCTH, T.€. MOANUCEH, SKBUBAJIEHTHBIX IPHUMEHSEMBIM B
OyMaXKHBIX TIOKYMEHTaX (4T0 OyIeT paccCMOTpPEeHO B paszene 3.7).

Hcxong n3 atux npennocsiiok, Yutpuna Judou coBmectHo MaptuHom XeuiMaHOM B
1976 rony npennoKXuiu METo/I, paluKajlbHO OTIIMYAIOIINICS OT BCEX M3BECTHBIX paHee MOAX0/10B B
KpunTorpa@uu U CHUMAIOIIUN OCHOBHYIO IpoOJieMy Kilaccuyeckoil kpunrorpadpuu — npodiemy
pacnpeneseHus KIroJe.

OO11ast cxeMa aCUMMETPUYHON KPUIITOCUCTEMBI ITPEICTaBIeHa Ha puc. 3.3.
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OTKpBITHIH KITIOY
nony4atesist Kgg

CeKpeTHBIH KITI0Y
nomy4vatens Kyg

Y

Coobenne M IIndposanie HIugporexer C Pactmposbisarie Coobienne M
Er(M) Hesawuwennblii Dro(C)
Kanan
o ) o )
Otnpasurens A [Tonyuarens B

Puc. 3.3 — Cxema acCHMMETPUYHON KPUIITOCUCTEMBI.

HpI/IHI_II/Il'I JaHHOM KPpUIITOCUCTCMBI 3aKJIKOYACTCA B  CICAYIOIICM. Ka;maﬂ CTOpOHa

uHdopmarmonHoro obOmeHa reHepupyer mapy kmouet {K;,K_,}, mnpenHasHaueHHBIX,

COOTBETCTBEHHO, U IMHU(ppoBaHus U pacumdpoBbiBanms coodmenunit. Kirou mmdpposanus K
(OTKpBITBHII KJIFOY) CTOPOHBI IOJy4yaTelis pa3MEllaeTcsl B OTKPBITOM peecTpe WM Qailie, Koy

pacmudposbiBanus K, (CeKpeTHbIM Kio4) ocTaercs B ero jJu4yHoM BiajgeHuu. CropoHa A

OTHpaBHUTENA 3alM(POBBIBACT IEPeAaBaeMoOe COOOIIEHHE C IOMOLIbIO OTKPBITOTO KIIHOYa

nonyyarens C=E, (M), nocne 4ero monyyarens B pacumppossiBaeT npuHATOE COOOUIEHNE C
NOMOIIBI0  XpaHUMOTO 'y Hero cekperHoro kmoya M =D, (C). Ananorndsemm obpaszom

MIPOMCXOJUT W OTBETHAas Imepefada MUQPYEMbIX COOOIIEHHUN, B Y€M M COCTOMT aCUMMETpPHUs
KpUNTOTpapHUUeCKUX MPOLECCOB JaHHOTO METO/1A.

OTKpBITHIN U CEKPETHBIN KITIOUM CBA3aHbI MEXY COOOM MaTeMaTHYeCKH U UMEIOT BaXHYIO
OCOOCHHOCTb: C  BBIUMCIMTEIBHOM TOYKM 3pPEHHUS] HEBO3MOXKHO  OIpPENEIUTbh  KIIOY
pacmindpoBbiBaHus, o00Nagas TOJNBKO KIOYOM IIKM(poBaHMS W 3HAs  HCIIOJIb3yEMBIH
Kpunrorpaguueckuii anroput™. /laHHas 0COOEHHOCTH MO3BOJISET HUCHOJIB30BATH ACUMMETPHUHBIE
KpUNTOrpagUuecKue CUCTEeMbl KaK B KauyecTBE HEMOCPEJCTBEHHO CpeAcTBa IH(poBaHus
neperaBaeMoil M XpaHMMOM HHGOpMalWU, TaK W CpeACTBa ayTeHTU(UKAIMM MOJb3oBaTenei
(co3maHus JIEKTPOHHOMN TOMKMCH) U PaCIIPEICTCHUS KITFOUCH.

OCHOBHBIM MPEUMYILIECTBOM AaCUMMETPUYHBIX QJITOPUTMOB INEPE] CHUMMETPUUYHBIMU

ABJICTCA  OTCYTCTBUC HCO6XO,I[I/IMOCTI/I HpC,Z[BapI/ITCJ'IBHOI\/'I nepeaadymn CCKPETHOTO  KJKo4a,
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HEJIOCTATKOM — MX BBIYHUCIIUTEIbHAS CIIOKHOCTb, @ CJIC0BATEIbHO, OOJIbIIas PeCypCOEMKOCTD IO
CPaBHEHUIO C CHMMETPUYHBIMU aJITOPUTMAMH.

B Hacrosiiiee Bpemsl CYIIECTBYET MHOMECTBO PAa3IMYHBIX AJITOPUTMOB ACHMMETPHYHOIO
mmppoBanus. Cpean HauboJee M3BECTHBIX BBIACISIOT CIACIYIONINE AITOPUTMBI IMH(PPOBAHUS |
CO3/IaHUs 3JIEKTPOHHOM TOMUCH:

— RSA;
— amroputm uddu-Xemmmana (Diffie-Hellman (DH));
— airoput™ Jnb-I"amans (Elgamal);
— TOCT 34.10-2018;
— Rabin;
— McEliece u ap.
BOJBIIMHCTBO aCHMMETPHYHBIX KPHIITOCHCTEM OCHOBAaHbI Ha (haKTOPU3AIMH OOJBIINX

YU CCII NI TCOPHUH SJINTUIITHICCKUX KPHBBIX.

3.3.2 AliropuT™MbI ACHMMETPUYHOT0 MU (POBaHKUsI MH(OPMATUT

PaccmoTpum Gonee moapoOHO HEKOTOPBIE U3 MPHUBEICHHBIX aJTOPUTMOB aCHMMETPUIHOTO
mmdpoBaHus.

Aaroputm RSA. Anroputm RSA Obut nipensioxkex B 1977 roay v moiay4yusn Ha3BaHUE IO
nepBeIM OykBam (amuinii ero aBTopoB, a umeHHo P. PuBecra (Rivest), A. llamupa (Shamir) u
A. Annemana (Adleman). /laHHbI aNrOpPUTM CTajl TEPBBIM AITOPUTMOM C OTKPBITBIM KITFOUOM,
KOTOPBIN MOXKET paboTaTh B pexHMe MH(POBAHUS TaHHBIX U JIEKTPOHHOHN TTOAIHCH.

B ocHoBy anroputmMa RSA mnonoxeHa cinoXHOCTh 3afaudl (hakTOpU3ALUM HPOU3BEIECHUS
JBYX OOJIBIIMX MPOCTBIX uucen. s mmdpoBaHus HCHOIB3YETCs ONepalus BO3BEICHHS B CTENEHb
o MoAyiro Oonbiioro uucia. g pacumdpoBbiBaHus 3a pa3yMHOE BpeMsl (0OpaTHOMN oreparim)
HE0OXOIMMO BBIYUCINUTh (PYHKLIHIO Dijepa OT JaHHOTO OOJBIIOTO YMCcia, IS 4ero HeoOXOAMMO
pas3ioKeHue Yuclia Ha MPOCThIe MHOKUTEIH.

Cxema RSA mnpexacraBiser coGoil OnouHbIi mH(pP, B KOTOPOM U OTKPBITBIA TEKCT, U

mH(pPOBAHHBIA TEKCT TPEACTABIAIOTCA LENBIMH 4YUCIaMu U3 auamazoHa oT 0 mo (n—1) s

Hekotoporo N. Ilpomecc mmdpoBaHus OAMHAKOB I KaXIOTO OJIOKa, COJEPIKAIIETO JBOMYHOE

3Ha4YeHUE, MEHbIIIee HEeKOTOPOro 3aJaHHOro uucia N. J{auHa O50ka TOHKHA OBITh MEHBIIE WIH
pasHa l0g, N u Ha npakTHKe BRIOMpaeTcs paBHO# 2° GuTam, rae 2 <n < 27,

HCpBOHaan'ILHO BBIpa6aTBIBaCTC${ napa KJIIOYEH. I[JBI 9TOr0 ICHCPUPYIOTCA JIBa OOJIBIIIHX

IPOCTBHIX YMCJIa P U (, ITOCIEC YETrO BBIYHUCIICTCSA UX IPOU3BEACHUE N = pP(. 3arem BLI6I/IpaeTC$I
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CIy4yailHO€ 4YHUCJIO €, B3aUMHO HpOCToe1 co 3HaueHueM GYyHKIMH OWiaepa OT Yuciaa N,

omnpenenseMoii BeipakenueM @(n)=(p—-21)(q—1). Janee BorunciasieTcs eAUMHCTBEHHOE Yuciio d u3
ycnosust de =1mod ¢(n) . Tlapa uucen (e,n) oOBSABIAETCS OTKPHITHIM KitouoM, a mapa (d,n) —

CEKPETHBIM KIIFOUOM.

B pescume wughposanus oannvix npouenypy mudpoBanus A 0J0Ka OTKPHITOTO TEKCTa
M u pacmmdpoBsiBanus i 6noka mmdporekcta C MOKHO NMPEACTaBUTh B BUAE CIEIYIOIIUX
BBIPAKCHUI

C=M*modn,
M =C“ mod n.

Bce npuBenennbie npoueccsl peann3ytorcss B CK3U npeumMyniecTBEeHHO aBTOMATHYECKH.
BosbIIMHCTBO  OOLIENPUHATBIX QJITOPUTMOB  BBIYMCIECHUS NPOCTBIX YHCel P M ( HOCAT
BEPOATHOCTHBIN XapaKTep.

B pestcume 3nekmponnoii noonucu CEKpeTHbIM KIIFOUOM BBIYHMCIISETCS COOOIIEHUE

C=M%modn,
KOTOpPOE€ paccMaTpUBaeTCs Kak IOANUCh NEPeAaolel CTOPOHBI, MOCKOJIbKY CEKPETHBIM KoY
M3BECTEH TOJNBKO eil. CTOpoHa NOdydaTelssi, HMCIONb3ysS OTKPBITBIA Kito4d (€,N) BBIOIHSET
IIPOBEPKY MOAMMCAHHOIO TOKYMEHTA, COTJIACHO BBIPAXKEHUIO!
C*=(M%)*modn=M.

[Ipu 3ToM B KauecTBe M BBICTYyNAaeT HE NEpeIaBa€Mblil 3JIEKTPOHHBIN TOKYMEHT, a €ro X3IlI-
3HayeHue (nmaijkect). V3HauanbHO JaiijpkecT He sBIsAETCS 3allM(POBAHHBIM M MOXKET
NePeCchIIaThCsl B UCXOJHOM BHJIE, OJHAKO MYTEM COBMECTHOT'O NMPUMEHEHUs CXeM IHU(pPOBaHUS U
ANEKTpOHHOM moanucu B cuctemMe RSA MoXHO co3gaBaTh COOOIIEHMs, KOTOpble OYyIOyT U
3amu(poBaHbl, U COJEP’KaTh JIEKTPOHHYIO MOANHUCH. /{151 3TOro cropoHa OTHpaBUTENsl CHayala
N00aBIseT K Iepe1aBaeMOMy 3JIEKTPOHHOMY JOKYMEHTY CBOKO DJIEKTPOHHYIO MOJMMCH, a 3aTeM
BBIMOJIHAET MH(POBAHUE TMOJYYEHHOH TMapbl C TOMOIIBIO OTKPHITOrO KIOYa MOJydaTes.
[Tonyuarens pacmiv@poBbIBaET MOJYYEHHOE COOOIIEHHE C TIOMOIIBIO CBOETO CEKPETHOIO KITIOYa.

Aaroput™m [udpdu-Xeaamana. Anroput™m [uddu-Xenamana (M3BECTHBIM TaKkKe Kak
cxeMa WIu npomoron [upghu-Xenimana) He npumeHsieTcs i mn(ppOBaHHUS COOOIICHUN WITH
(dbopMHUpOBaHUS >IEKTPOHHOHN MOAMUCH, a MpeIHa3HaueH Ul pachpelesieHuH Kioueld — oOMeHe

0€3 MOCPETHUKOB MEXTY CTOpOHAMU MH(POPMAIIMOHHOTO OOMEHa KIIF0YOM, KOTOPBIM MOXET OBITh

1 .
B3anMHO mpocThble YHcIa — Ieble YKCciIa, He MMEIoNIe O0MmuX JeIuTeNei, KpoMe eIuHuIbl. B 3ToM ciydae ux
Hanbonmsmuit obuuit nenurens (HO/) pasen 1.
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UCMOJb30BaH M CHUMMETPUYHOrO wmudpoBaHusd. JlaHHass TeXHOJIOTMs OOMEHa KIIH4aMu
peann3oBaHa B IEJIOM pAe KOMMEPUYECKUX MPOAYKTOB. D((HEKTUBHOCTH aIrOPUTMA OMUPACTCS Ha
TPYAHOCTb BBIYUCIICHUS TUCKPETHBIX JIOTapu(pMOB.

CyTb anropuTMa COCTOMUT B cienyrouieM. BHauane crneunmanbHblM 0Opa3oM noadupaercs
HEKOTOpOE HaTypallbHOE 4MCIO A, KOTOpOe SIBJIETCS MEepBOOOPa3HbIM KOPHEM IIPOCTOIO 4YUCIA

p < A, KaK YHCIIO, CTEIICHU KOTOPOIrO MOPOXKIAIOT BCE IEJble MOJOXKHUTEIbHBIC YKciaa OT 1 10
(p—1). Yucno A nomxHo 061a1aTh CBOMCTBOM: BCE YHCIIa BUA
Amod p, A°mod p, A’mod p, ...., A mod p,
JIOJDKHBI OBITh PA3JIMYHBIMUA U COCTOSITH M3 IIEJIBIX MMOJIOKUTEIIbHBIX 3HAUCHUH B JAMana3oHne ot 1 10
(p—1) ¢ HEKOTOPBIMHU MTEPECTAHOBKAMHU.
B stom ciydae s aro6oro menmoro yucina Y < P Jr000ro mepBooOpasHOro KopHs A

MIPOCTOTO YMCIIa P OJTHO3HAYHO OTIPENENIETCs TOKa3aTeNb CTETNEeHU X (UCKPETHBIN orapudm), mpu

KOTOPOM
Y=A"mod p, rie 0<x<(p-1).

3amaua BeIOOpa mapaMerpa 4 Mpu MPOU3BOJIBHO 33JaHHOM ] SBJISIETCS] JOCTATOYHO TPYIHOU
B CBSI3M C Pa3JIOKEHHEM Ha MpocThie MHOXKUTenW yuciaa (p—1). Ha npakrtuke mpocroe yucio p
BBIOMpAETCsl Tak, YTOOBI BBHIMOJHSIIOCH PaBeHCTBO P =2(-+1, rae  — Takxke mpocroe uucio. B
3TOM Clly4ae B Ka4eCcTBE A MOXKHO B3SITh JIHO00€ YUCIO, ISl KOTOPOTO CIPaBEIJIMBBI HEPABEHCTBA
1<A<(p-1) u A%mod p=1. Ha mog6op mapamerpoB A ¥ P HEOOXOAUMO HEKOTOPOE BpEM,
KOTOPOE€ HE KPUTHUYHO JIJISi CHCTEMBI CBSI3M M HE 3aMEIISIET €€ padoTy.

[Tpouenypa ¢popmupoBanust oduiero kiroya K s 1ByX aDOHEHTOB COCTOUT B CJEIYIOIIEM.
W3nauanbHO MMeeTcs ABa OOIIMX OTKPBITHIX MapameTrpa: MPOCTOe YMCIO P U 1enoe 4ucio A,
SIBIIAIOIIIEECS] IEPBOOOPA3HBIM KOPHEM P.

[lepBblii aOOHEHT BBIpaOaTHIBACT CIy4allHBIM 00pa3oM dHuciao X, (X, < P), KoTopoe
SIBIISIETCSL €r0 CEKPEeTHBIM Kio4oM. Ha ocHoBe aToro witoua Bbraucisercs uucio Y, =A*mod p,
KOTOPOE CIYXKUT €r0 OTKPBITHIM KIIFOUOM, U OTIPABISETCSI BTOPOMY a0OHEHTY.

Bropoii aboHEHT aHaJOrMYHbIM O0pa3oM HE3aBUCUMO TE€HEpPHUpYET CiydyallHOE 4Yucio X,

(X2 < p), INIPUHUMACMOC B KaA4YCCTBC CCKPCTHOI'0 KJIIHOYa HOAHHOTO aGOHCHTa, 1 BBIYUCIIACT

Y, = A% mod p, KOTOpoe SBIISIETCS €r0 OTKPBITHIM KITIOUOM H OTIIPABJISETCS IEPBOMY aOOHEHTY.

ITocae sToro kaxmas CTOPOHA U3 YUCCII Yl n Y2, a TAKIKC€ CBOUX CCKPCTHBIX KJIIOUeH X1 M X2

dbopMupyeT oOmIHii ceKpeTHBIN KITtou K 11 ceaHca CHMMETPHYHOTO MU (POBaHHUS .
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— mepBbiii abonent: K =(Y,)* mod p;

— ropoii abonent: K =(Y,) mod p.

Ecnmu Becb mpoTokosn (GopMHpOBaHMS OOIIETO CEKPETHOrO KIII0Ya BBIIOJHEH BEPHO,
3HaueHus Ky 000ux abOHEHTOB SIBJISIOTCS OJUHAKOBBIMH.

JlaHHBIN aIrOPUTM, KaK U BCE aIrOPUTMbI ACHMMETPUYHOTO MHU(DPOBaHUS, YA3BUM JJIS aTaK
THIIA «4eJIOBEK mocepenuHe» (man in the middle), ogHako Ha mpakTHUKE CYIIECTBYET PSI €ro
MOU(UKAIHA TTO0 TPEJOTBPALICHUIO TAKOW aTaKH.

AaroputMm ab-I'amajnsi. Anroput™m ObIT NpPeIOKEH KpUNTOrpadoM eruIeTrcKoro
npoucxoxaeHusa Taxepom Dib-I'amaniem B 1985 roay B kauecTBe yCOBEPUICHCTBOBAHHOM CHCTEMBI
Huddu-Xenamana u BKIIOYAET B ceOS aJITOPUTM HEMOCPEACTBEHHO IMU(GPOBAHUS, aITOPUTM
(dbopMUpOBaHHS SJEKTPOHHOW MOANKMCH H OoOMeHa Kirouei. B otimume ot RSA amroputm Dib-
I"amans He ObLT 3aMIaTEHTOBAH U, IOATOMY, CTaj €ro 0oJiee ACeUIEBOM aJbTepHATUBOI.

@dakTudecku anroputMm Oinb-I'amans wucnonsdyer cxemy [duddu-Xennmana, uToObI
copMHpOBaTH OOIMIMK CEKPETHBIA KIFOY Uil aOOHEHTOB MH(OPMAIMOHHOTO 0O0MeHa, MoCcye Yero
nepeaaBaeMoe COOO0IIeHUE MU(PPYETCs MyTEeM YMHOXKEHHUS Ha 3TOT KJTOY.

[lepBoHayanbHO BbIpabaTbiBaeTCs mapa kiarouei. [[nst atoro ananormuno cxeme Juddu-
XemMaHa, BEIOMpaeTcs HEKOTOpoe OOJbIIOE MPOCTOE YUCIO P U YUCIO A TaKhe, YTO pa3inyuHbIe
cTereH! A TPEACTaBISAIOT COOOH paszNMuYHBIC YMCIAa MO MOAYNI0 [P. JlaHHBIE yuMcna SBISIOTCS
o0muMu Ut BceX aOOHEHTOB WH(pOpMAIMOHHOTO oOMeHa. Jlanmee Kaaplii aOOHEHT T'€HEepUpYeT

KJIFOUEBYIO Tapy: CIy4allHbIM 00pa3oM BbIOMpaeT cekpeTHbld Kiarod X (0<X < p) W BBIYMCIACT

OTKpBITHIH KiF0d Y = A*mod p .

B pescume wiughposanun coodmenne M npencrasnsercs B BUAE OJHOTO YKcIa WK Habopa

qucen, Kaxaoe U3 KoTopblx MeHblie P, T.e. 0<M < p. Ilpoueaypa mmudpoBanus Ui IBYX

a0OHEHTOB COCTOUT B CICOYIOIIEM.

[TepBbiii a0OHEHT (OTIpPaBUTEb) BBIOMpAET Cly4ailHOe 4YHCIO K, B3aUMHO MPOCTOE C
(p-1), u Bbuucnser uncia r=A‘modp u e=(M-Y,)mod p, rie Y, — OTKpBITHIH KTiou
BTOporo abonenra. Yucno K nepxutcs B cekpere. [lapa uucen (r,e) siBisercs mmppoTeKCTOM H

OTIPABIISETCS BTOPOMY a0OHEHTY (IIOJTy4aTesto).

Jlns  pacimdpoBbIBaHMs IIOJYYEHHOrO IMU(PPOTEKCTa BTOPOH aOOHEHT BBIUMCIISAET
M =(e-r"*)mod p, rae X; — ero cekpeTHLI KoY.
[Ipy uCnoNb30BaHUK anroput™a Dib-I'amans TpeOyeTcs, yToObl BHIOMpPAEMOE B MPOIECCE

M ppoBaHus YUCIIO K KaX bl pa3 MEHSJIOCh M HEM3MEHHO XPAHUIIOCh B CEKpeTe. BeIaucInTeIsHO
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ONpEeNeNUTh 3HAaueHWe K TpPaKTHYeCKH HEBO3MOXHO, T.K. OTO 3aJada JUCKPETHOTO
norapupmupoBanusa. TakuM o0pazom, BBIUUCIUTH cooOmeHne M TpeTbell cTopoHOi 0e3 3HaHHS
YMHOXXCHHOTO Ha HEro 4uciia K He MOoJyduTCs, Kak M BOCIPOM3BECTH JCHCTBUS TOJydaTes
(BTOpOro aboHEHTa), MOCKOJBKY €0 CEKPETHBIN KJIIOY Xp TaKKe HEM3BECTCH (BBIUMCIICHHE Xp HA
OCHOBaHMH Y3 TaKKe SIBISIETCS 3a/1aueil JUCKPETHOTO JIOTapU(PMHUPOBAHHUSA).

B pexcume oo0mena Knwuenr cuMMETpUdHOro IM(pPOBaHUS WX pacmnpeaciieHue
MIPOU3BOJINTHCS AHAIOTHYHBIM 0Opa3oM. Ha mpakTuke Hambonee 1eaecoo0pa3HO HCIOIb30BaTh
anroput™M Oib-I'amMansg MMEHHO JUIS COTJIacoBaHUsS OOINEro KJI0Ya CECCHH, a He MPSIMOro
mrppoBaHus OONBIIMX COOOIICHNUH, BCIICACTBIE IPUMEHEHUS OIEPALMH BO3BEACHUS B CTEIICHD U
YMHOXXEHUS 110 OOJIBIIOMY MOAYIIO, YTO MPUBOAUT K KpaiiHe MeIJICHHOMY IIH(PPOBAHUIO OOJIBIINX
COOOIIeHUH.

B pesicume 3nekmponnoit noonucu, Kaxk v npu mMuppoBaHUH, CTOPOHBI HHPOPMALTMTOHHOTO

oOMeHa coriacyroT mapameTpsl A U P, MOCJe Yero OTIHPABUTENb BHIOMPAET CEKPETHBIN KIIOY X U
< X
paccuyMThIBacT OTKPBITHINA Ko Y = A*mod p.
[ToanuceiBaemoe coobmenne M nomxHO yaoBiaeTBopsaTh ycaosuio 0 <M < p. Ilognuckio

abonenta ciyxur mapa gmcen I u S (0<r<p, 0<S<p), KOTOpbIC YIOBJICTBOPSIOT

cootnomenuo A" =(Y'r*)mod p. Ilomyuarens, umes coobuieHne M U OTKpBITHIA Kiaod Y

OTIPABUTEIISI, MOXKET MPOBEPUTH BBIMIOJHEHUE STOTO PABEHCTBA, HO TOJIBKO BIACINIC] CEKPETHOTO
KJIF04a X MOKET IMPABUIIBHO PACCUUTATh 3HAYCHUS I U S.

Berurcienue mapel uucen (r, S), T.e. mporeaypa (GOpMHPOBaHHS 3IEKTPOHHOM ITOJIHCH,
3akiovaercss B cienyroomieM. OTmnpaBuTenb BeIOUpaeT ciydaitHoe ymcino K <(p—1), B3aumHO
npoctoe ¢ (p-1), u BeuHcageT uucao r=A‘mod p. 3areM w®3  ypaBHeHuHS
M = (xr +ks) mod( p —1) onpenensiercss s = (M —xr)k ™ mod(p—1). IIpu 5ToM 15l TOATTHCH ABYX
Pa3HbIX COOONICHUI HEIOMYCTUMO HCITOIb30BAHKME OJJHOTO U TOTO e 3HaUYeHHS K.

[maBHBIM TPEUMYIIECTBOM CXEMBbl DIEKTPOHHON moxamucu Onb-I'amans sBisercs
BO3MOXKHOCTh BBIpa0aThIBaTh dJEKTPOHHBIE TMOANUCH JUIsi OOJBIIOrO0 4YHCIa COOOIICHHH C
WCIIOJIb30BaHUEM TOJIBKO OJTHOTO CEKPETHOTO KIIIoUa.

CymiecTByeT OOIBIIOE KOJTHMYECTBO aIrOPUTMOB (OPMHUPOBAHUS DJICKTPOHHOM MOJIKUCH,
ocHoBaHHBIX Ha cxeme Oinb-I'amans: DSA, ECDSA, KCDSA, cxema Illnoppa. Taxxe nannas
cxeMa Jiexalila B OCHOBE poccHiickoro cranaapTa atekrporHoi moamucu ['OCT P34.10-1994, wo B

nocneayromux 3a HUM ['OCT P 34.10-2001, yreepxkaennom B3ameH ero 'OCT P 34.10-2012 u
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HeiHe aeictByromeM cranmapte ['OCT 34.10-2018 wucmonwsidyercs apudMeTHKa JITUNTHYCCKUX
KpPUBBIX, 00€CTIEUNBAOIIAsl CYIIECTBEHHO 00JIee BHICOKYIO KPUITOCTOMKOCTb.

AJITOPUTMBI Ha 0a3e ILUINNTHYECKUX KPUBBIX. Vcrnonp3oBanue anreOpandeckux CBOMCTB
AITUNTUYECKUX KPUBBIX TPUMEHUTEIHHO K ACHMMETPUYHBIM KPUIITOTpauuecKuM cucTeMam ObLIo
MPEAIOKEHO aMepuKaHCKUMH yaeHbIMH Humtom KoGmuiiem n Buktopom Mumiepom B 1985 rony,
YTO MPUBEJIO K pa3BuTHIO omtunmuueckou kpunmoepaguu (elliptic-curve cryptography (ECC)).
JlanbHelme McCleOBaHusT B 3TOH OONACTH TOJATBEPAWUIN HAIWYWE IMOAXOMSIIUX CBOWCTB Y
JAHHOTO MaTeMaTHYeCKOro ammapara, ¥ MpUBEIU K CO3JAHHIO peajbHBIX KPHUIITOCUCTEM Ha €ro
ocHoBe. C 1998 roxa mcnosib30BaHuE IUTUITUYECKUX KPUBBIX JUISI PEIICHUs KpUNTOrpaduueckux
3a/1a4, TaKuX, KaK 3JIEKTPOHHAs MOAMUCH, OblIO 3akperuieHo B cranjpaprax CIIIA ANSI X9.62 u
FIPS 186-1, a B 2001 roxy ananoruunsiii crangapt ('OCT P34.10-2001) 6wt nipussT ¥ B Poccum.
K nHaubonee W3BECTHBIM ajlropuTMaM, OCHOBAaHHBIM Ha JIUIMITUYECKUX KPUBBIX, B HACTOSIEE
BpeMs oTHocsatcss ECDSA, ECDH, ECMQV, I'OCT 34.10-2018. BoiabmMHCTBO KPUIITOCHUCTEM
COBpEMEHHOW KpunTorpaduu, OCHOBAaHHBIC HA JUCKPETHOM JIOTApU(PMHUPOBAHUU, CCTCCTBCHHBIM
o0pa3oM MOXXHO TIepernucaTh Ha AJUIMNTHYCCKHE KPUBBIC, B pe3yJIbTaTe OYAyT TMOJY4YEHBI T JKE
QJIITOPUTMBI, HO C APYTUMHU MAaTEMAaTUYECKUMU OTIEpaIUsIMHU.

OCHOBHOE [TOCTOMHCTBO ACHMMETPUYHBIX KPUITOCUCTEM Ha JIUTUNTHYECKUX KPUBBIX B
CpPaBHEHUU C APYTMMH aCUMMETPUYHBIMU KPHUITOCHUCTEMAaMH COCTOUT B UX CYIIECTBEHHO OoJiee
BBICOKOH KPHIITOCTOMKOCTH TP PAaBHBIX 3aTpaTax Ha oO0paboTKy W Bbluucienus [3]. Dto
OOBSICHSICTCSI CJIOXKHOCTBIO BBIYMCICHHS OOpaTHBIX (YHKUMNA Ha DJIUIMOTHUYECKUX KPHUBBIX,
3HAYUTENBHO MPEBOCXOAIICH, HAlpUMEp, BBIYMCIECHUE IAUCKPETHBIX JOTapu(MOB (aITOPUTMBI
Hubdu-Xennmmana u Dnp-I'amans) wnm pemenue 3amaun ¢akropuzauuu (anroputm RSA). B
pe3yibTaTe YpOBEHb CTOMKOCTH, IOCTHXKMMBIA, cKaxkeM, B RSA mnpu wucnonp3oBanuu 1024-
OUTOBBIX MOAYJIEH, B CUCTEMAaxX Ha SJUIMINTUYECKUX KPUBBIX pealn3yercs nmpu pazMepe moayis 160
out, uTo o0ecrnieurBaeT O6osee MPOCTYIO Kak MPOrpaMMHYIO, TaK U alapaTHYIO peaTn3aluio.

B ocHoBe kpunrtorpaguu IITUNTHYECKUX KPUBBIX JICKHUT JOCTATOYHO CIIOXKHBIN ammapar
BBICIICH areOpbl, BCIAEACTBUE YETO MCIOJIb3YeMbIe Ha MPAKTHUKE aJTOPUTMBI HE OyAyT MOAPOOHO
paccMOTpeHbl B paMKax JaHHOTO Y4eOHOro TMOCOOHus, a OTpPaHHYUMCS JIUIIb OCHOBHBIMH
MPUHIIMIIAMU TTOCTPOCHUS KPUTITOCUCTEM Ha HX 0asze.

B kpunrtorpaguu ucnonb3yroTcs JIUIMOTHYECKHE KpUBble Ha Iockoctd  X-Y,

ONpPCACIISICMbIC YPABHCHUSIMM BUIA
Y?=X3+aX +bmod p,

TJIe p — HEKOTOPOE OOJIBIIIOE MPOCTOE YKCIIO, 8 & U D — KOHCTAHTHI.
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[IpyHIMD MCHONB30BaHMS SJUTUNTHYECKUX KPUBBIX ciemyromuil. s rpynmnsl aDOHEHTOB
BbIOMpaeTcs oOuIast HMnTUYeckas KpuBast £ u Hekotopas Touka G Ha Hell. CeKpeTHBIM KIII0YOM
aOOHEHTa BBICTYNAET HEKOTOPOE IIEJI0€ YHCIIO ¢, a OTKPBITHIM KJII04oM — Touka D Ha kpuBoii E,
MOJTyYeHHAsl B PE3yJIbTaTe CHENUAIBFHOTO MPeoOpa30BaHus KOMIIO3UIMN C HCIOJIb30BAaHUEM YHCIIA
¢. ITapaMeTpsl KPUBOH M CHHCOK OTKPBITHIX KJIFOYEeH aOOHEHTOB, KaK M OOBIYHO, MEPEAAIOTCS BCEM
MOJI30BaTENsIM ceTH. OTKPBITHIE H CEKPETHBIE KIIIOYH a0OHEHTOB MCIIOJIB3YIOTCS B 3aBUCUMOCTH OT
Ha3HAYEHUS aJTOpUTMA.

Kpunrorpadguyeckne MeToap! Ha SJUTMITUYECKUX KPUBBIX CUMTAIOTCS NMEPCIIEKTUBHBIMU H,
3aKpeIUICHHBIC B PA3JIMYHBIX CTAHJAPTAX, HAXOIAT IPUMEHEHNE B COBPEMEHHBIX CHCTEMaX 3alIUThI
uHpopmanuu. OcoOblii MHTEpPEC K KPUOTOTpapuH SIUIMITHYECKUX KPHUBBIX OOYCIOBJICH TEMHU
MIPEUMYIIECTBAMHU, KOTOPbIE JaeT e MpUMEHEHHE B OECIpPOBOAHBIX KOMMYHHMKAIMAX — BBICOKOE

6BICTpOﬂeﬁCTBH€ 1 HeOOIbIIIas JJIMHA KJIr04a.

3.3.3 Oco0eHHOCTH NPAKTHYECKOr0 MPHUMEHEHHs ACUMMeTPHYHbIX
KpunrTorpagpu4ecKux CUCTEM

OCHOBHBIM ~ JIOCTOMHCTBOM  AaCUMMETPUYHBIX  KPUNTOrpaUUECKHMX  CHCTEM  Kak
CaMOCTOSITENIFHBIX CPEJCTB 3alIUTHl TEpeaBaeMOil W XpaHUMOW HH(GOpMAIMH SBISIETCS HX
MOTEHLIMAJIbHO BbICOKasi 0€30I1aCHOCTh, BO3MOKHOCTb PEIICHHUS 33]1a4 paclpe/esieHus KIoUel 1mno
HE3aIIMIICHHOMY KaHaly CBS3U, ayTeHTU(UKALUU cOOOIeHni n otnpasutens u T.4. [Ipu 3ToM B
OOJIBIIMX CETSIX, B CPABHEHUHM C CUMMETPUYHBIMU KPUIOTOCUCTEMAaMHM, 3HAYUTEIBHO COKpAIAeTCs
YUCJIO KIIFOUEH.

Bwmecre ¢ Tem, nexamias B ©X OCHOBE HEOOXOIUMOCTh T'€HEpaIi HOBBIX OOJBIIMX YHCEN,
IIPOBEPKA UX IPOCTOTHI U MOCIEYIOIIEE BO3BEACHNUE B CTENIEHb MHOTO3HAYHOI'O YKMCJIA TPUBOJUT K
3HAYUTEIBHOMY CHIDKEHHUIO OBICTPOJNEHCTBMS IU(POBaHUS M paciin(poBBIBAHUS HH(OPMALUH.
KpuntocroiikocTh k€ acCMMMETPUYHBIX KPHUITOCUCTEM HANPSAMYH0 3aBUCUT OT  JUJIMHBI
npuMeHsiemoro kmoda. [Tpumeprnoe cootBerctBue [20] mis Kirodel anroputMa CUMMETPHYHOTO
mmdpoBanus u anroputMa RSA npu arake noigHOro nepedopa KIFUeBOr0 MHOKECTBA MTPHBOIUTCS

B Tabmuue 3.1.
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Tabnuma 3.1 — JInunbl Ki1r04ei uisi CHMMETPUYHBIX U aCUMMETPUYHBIX KPUIITOCUCTEM IIpU

OIMHAKOBOM KPUIITOCTOUKOCTH

JlIMHA CHMMETPUYHOI0 KJI104a, OUT Jlnuna kiarwdya RSA, out
56 384
64 512
80 768
112 1792
128 2304
TpeGoBanwue OOJIBIIINX BBIYHCITUTEIIBHBIX pecypcoB JUISt ACUMMETPUYHBIX

KpUNTOrpapUUecCKUX CHCTEM IPUBOAUT K TOMY, YTO Ha IpaKTHKEe HaubOosiee palloOHaJIbHBIM
ABJISICTCA UX IPUMEHEHHE BMECTE C CHMMETPUYHBIMU aITOPUTMaMHU.

KomOuHupoBaHHbIN (THOpUAHBIN) MOAXOJ MO3BOJSET COYETaTh MPEUMYLIECTBA BBICOKOMN
CEKPETHOCTH ACHMMETPHUYHBIX KPUIITOCUCTEM C IPEUMYILIECTBAMHU BBICOKOM CKOpOCTH pPalOTHI,
IOPUCYLIMX CHUMMETPUYHBIM KpHUIITOCHCTEMaM. B 3ToM ciiyyae acUMMETPUYHBIE METOMAbI
mudpoBaHus NPUMEHSIOTCS JUIsl Oe30lacHOM Iepenadyd CEKpPEeTHOro Kioua CHUMMETPUYHOMN
KPUNTOCHCTEMBI (CEaHCOBOTO KIIIOYa), TNPUMEHSEMOro B JalbHEHIIEM aisi MH(PPOBaHUA WU
nepefayd  MCXOAHOIO OTKPBITOTO TEKCTa, 4YTO HAa IPAKTUKE WHOTJA HAa3bIBACTCS CXeMou
INIEKMPOHHO20 YUPPOBO20 KOHEEpMA.

Taxke KOMOMHUPOBAHHBIM METOJ| JOMYCKAaeT BO3MOXKHOCTb BBINOJIHEHHS IPOLEAYPHI
ayTeHTU(UKALUU COOOLIEHUH U OoTmnpaBuTens. B 3TOM ciaydae oTmpaBUTENb HA OCHOBE (hYHKLIUHU
X3LIUPOBAaHUSA U CBOETO CEKPETHOrO KII0Ya C IMOMOIIbI0 M3BECTHOIO AJITOPUTMA 3JIEKTPOHHOMN
MOJNKCH TEHEPUPYET CBOK MOJANUCh U 3alUChIBaeT €€, HalpuMep, B KOHIIE IepeaBaeMoro
cOOOIIeHUs, a MoJydaTesb, UCHOIb3ysd TOT K€ aJTOPUTM 3JIEKTPOHHOM MOANHUCH M pe3yibTaT

XOUIUPOBAHUA ITPUHATOI'O COO6H.I€HI/I$[, MMPpOBEPSACT €T0 MOANHNCH.

3.4 IlpuMeHeHne KpUNTOrpaguYeCKUX CUCTEM 3aAUTHI HHGoOpMaLuH

Jns obecriedeHuss O€30MAaCHOCTH JAHHBIX, XPaHALIUXCA B CHCTEME, Kak IpaBuio,
UCIOJIB3YIOTCS mporpammHo-anmnaparasie CK3U, peanusyromye KiIacCMYECKHE CUMMETPUYHBIE
IrOpUTMBI KM poBaHMsl. ITO pa3yMHO, MOCKOJBKY TaKOro poja MHPOpMaIUs He NMpeAHa3HauYeHa
JUIS TIepeiayyl IO OTKPBITHIM KaHaJlaM CBSI3U, YTO CHUMAET NMpoOJIeMy pacpOoCTpaHEHUs KIItoUe, 1
IIpU 3TOM 00OecrieuynBaeT OOJIBIIYI0 CKOPOCTh MPHU MEHbIIEH JJTMHE Kitoya. B aToM ciryyae Kax bl
NoJib30BaTenb (GOopMHUPYET JUIs ceOsl MEepPCOHAIbHBIA CHMMETPHUYHBIA KJIIOY W CaM HeceT
OTBETCTBEHHOCTH 32 €r0 COXPAHHOCTb.

B03MOXHO HECKOJIBKO BApHAaHTOB MIU(POBaHKs XpaHuMoi uHpopmanuu [11].
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[udpoBanne «no mpebosanuro». B 3ToMm cirydae cooOIIeHUs, JOKYMEHTBI, 0a3bl TAaHHBIX U
T.J. PENAKTUPYIOTCA B OTKPBITOM BHAE. ['OTOBBIM JOKYMEHT, KAaTajJoOr WM IIOAKATaJIor
3amu(pOBBIBACTCA, HApUMeEp, 4TOOBI 00ECIeUnTh ero 6e30macHoe XpaHEeHUEe Ha JKECTKOM JHCKE
win Hocutene. [lob30BaTenb MOXKET OCTAaBUTh IO/ TAKUM 3aIlu(pPOBAHHBIM JIOKYMEHTOM CBOIO
AJIEKTPOHHYIO TIOJIITHCh.

HIudpoBanue «Ha nemyy. 3nech MHPOPMALUS B OTKPHITOM BHJE CYIIECTBYET TOJIBKO B
OMEepaTUBHOM MaMATH (B WACAIBHOM Cilydae, B BHUACONaMATH) KommbloTepa. CoxpaHeHHe
JOKYMEHTa MPOUCXOJUT aBTOMATUYECKH, BBI3BIBAas MporpamMmy ero mudpoBanus. Takod crocoo
TaKXKe HOCUT Ha3BaHUE «NpO3pauHoe wu@posanuey, TOCKOIbKY MPOIECChl KPUNTOrpadhuIecKoro
npeoOpa3oBaHusi He TpeOyIOT ydYacTHsl IOJIb30BaTeNsi M MPOTEKAIOT CKPBITHO (TIPO3PAavyHO) JUIS
HETO.

[Ipo3paunoe mudpoBaHue ¢ opeanuzayueli UPMYaIbHO20 OUCKA. Y AAYHBIM PEIICHUEM
3alMThl MHGOPMAIMK SIBISICTCS OPraHU3alls BUPTYaJIbHOTO 3alIU(PPOBAHHOTO JUCKA, KOTOPBIN
CO3JIaeTCs BHYTPH JIMCKOBOTO MPOCTPAHCTBA KOMIBIOTEPA M «IIOJAKIIOYACTCSA» TOJBKO TIPU
HE00X0IMMOCTH PabOThl ¢ KOH(UICHIMATBLHBIME JTaHHBIMH. O €ro CyIIeCTBOBAHWUU W TPOIEAYPE
€ro MOJKIIOYCHUSI HE 3HAET HUKTO KPOME Biajieliblla. BUPTyalbHBIA JUCK TpEACTaBIsIeT COOOM
CIeMAIbHBIM 00pa30M OpraHU30BaHHBIN (paiiin U pacnosaraetcs B JIFOOOM M3 KaTtajaoros (aiioBoi
cucrembl. [locie «moAKIIIoueHHs» BUPTYaTbHOTO AUCKA OTEpAIlHOHHAS CUCTEMa MOXKET paboTath ¢
HUM KakK ¢ JJFOOBIM JPYTUM JIOTHUSCKUM JUCKOM. Bes mHpopMmarus, pazMenaemMasi Ha BUPTyaTbHOM
nucke, 3amupoBbiBaeTcs aBTomMartnuecku. CpeiacTBa 3amuThl HMHGopManuu, paboTaromue c
BUPTYaJdbHBIMU JHUCKAMH HA3BIBAIOTCA MeHeoxcepamu cekpemuvlx @atinos. Ilpumepamu
MEHEKEpOB CeKpeTHBIX (aiinoB seistores: Secret Disk, StrongDisk, Rohos Disk Encryption,
VeraCrypt, BestCrypt, CipherShed u mp.

PaccMoTpuM cTaHAapTHBIM MeXaHU3M Takoro mm@poBaHus naHHbBIX. CTpykTypa daitna-
o0paza BUPTYaJIbHOTO JHUCKa COJCPXKHUT 3aroJIoBOK, HEMOCPEJICTBEHHO CaMM JaHHbIE U KIIOY

mm(poBaHuUs, KOTOPBIN B CBOKO OUEpe/Ib XPAaHUTCS B 3amupoBaHHOM Bue (puc. 3.4).
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Puc. 3.4 — Ctpykrypa (aiina-oOpasza BUpTyaJIbHOTO MIH(PPOBAHHOTO JHCKA.

[Ipy nojkiaroueHUM JHCKa IOJb30BaTeIeM BBOAUTCS «KJIIOueBas MH(opManus» B BHIE
IIPOCTOr0 MapoJii U KOJOBBIX IIOCIEI0BATENbHOCTEHM, pa3leNbHO XPAHALIUXCS B CIELHUAIBHOM
¢aiin-xiroue W/uiaM BO BHEIIHEW MaMATH, KOTopas cymmupyercs no cxeme «M». CoBokymHas
KJIIOYEBas MOCIEA0BATENbHOCTh (KOMITJIEKCHBIHM MapoJib) MOABEPIraeTCs ONepaluy X3UIMPOBAHUs, B
pe3yabTare KOTOPOH (hOPMUPYETCS «KJIIOY KOAMPOBAaHUS Kit04a». C IMOMOIIBIO HEr0 U CTOHKOIO
MEJIEHHOTO aJIrOpuTMa IH(POBaHUS BBIUUCISETCS «KIOY KOJAWPOBAHMS JaHHBIX». [laHHBIE
mHdpyrOTCsS HA OCHOBE OBICTPOTO CHMMETPHUYHOTO aITOPUTMA U KIIF0Ya, KOTOPBIA HE XPAaHHUTCS B
OTKPBITOM BUJIE, @ OpMUPYETCs KKIBIN pa3 Mpu MOAKIIOUEHUH JTIOTHYECKOT0 IUCKA.

Jns xpaHeHust croiikoro kitoya C3U mporpaMMHO W/MM anmapaTHO MOAJIEPKUBAOT
00JIbII0E KOJIMYECTBO PA3IUYHBIX BHEIIHHUX HOCHUTENEW KII04eBOM MH(OpMalUU, Cpeln KOTOPBIX
KOHTaKTHbBIC U OECKOHTAKTHBIC cMapT-KapThl, iButton, USB-kiroun.

Kpome mmdpoBanus HenmocpeaCTBEHHOM HH(OpMAIMKM CpPEeACTBAMM 3aIUTHl BO3MOXKHO
mudpoBaHue M TaOMUIBl PACHOJIOKEHHMS JaHHbIX. KOHEYHO, CyIIECTBYIOT CIELUalIbHbIE
MIPOrpaMMbl, KOTOpPbI€ BOCCTAHABIMBAIOT (ailIOBYI0 CHCTEMY Ha OCHOBAHMM aHalM3a JMCKOBOIO
MIPOCTPAHCTBA, OJHAKO TaKHWE MPOIECCHl MOTPEOYIOT ONMpEIEIEHHBIX BPEMEHHBIX 3aTpaT M, Kak
IIPaBUJIO, OCTABJISIOT CIIEABI B aTAKyEMON CHCTEME.

Jns  oOecrieyeHuss O€30MAaCHOCTH JaHHBIX, IEPeJaBaeMbIX I10 CETH, MHCIOIb3YIOTCA
KaHAJIbHOE U CKBO3HOE (OKOHeuHoe) mmppoBanue uHpopmaimu [12].

[Ipu xkananenom wiugposanuu KaxIpli KaHa Mepeiaydl JTaHHBIX 00opylyeTcs Ha 00OuxX
KOHIIaX YCTpoiicTBaMu MM(POBaHUS M B ATOM Clydyae BeCh IOTOK IE€peaBaeMbIX JaHHBIX
OKas3bIBaeTcs 3amMIieHHbIM. OJIHUM U3 HEJOCTaTKOB Takoro IU(pOBaHUS  SABISETCA
HEOOXOMMOCTh KXl pa3 pacmii(poBhIBaTh COOOIIEHHUE, KOTJa OHO MPOXOJUT Yepe3 CETEBOM

KOMMYTATOp C LIEJbI0 MPOYUTATh aJpec (HOMEp BUPTYalbHOIO KaHala) B 3aroJIOBKE MakeTa Jis
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Hocjenylomeil ero neperadyn Mo HY)KHOMY azapecy. B 3Tom ciyuae cooOlieHHe OKa3bIBaeTCs
VSI3BUMBIM B K&XJAOM KOMMYTAarope, a TIpd HCIOJb30BaHUM OOIIEAOCTYMHBIX CETeH ¢
KOMMYHHMKAIMEH MAKETOB JJaHHBIX OKAa3bIBACTCS 3aTPYAHUTEIbHBIM KOHTPOJIMPOBATH 0€3011aCHOCTh
Y3JIOB TAKOM CETH.

IIpu peanuszanyy KaHaJIbHOIO IIM(POBAHMUA KaXaas Hapa y3J0B, HaXOAALIasCs Ha KOHLAX
OJIHOTO KaHaJIa, JOJDKHA IIPUMEHATh CBOM YHUKAJIBHBIN KJIIOY, U PA3JIMYHBIC JUIS Pa3HBIX KaHAJIOB
kimoun. Takum o0pa3om, moTpeOyeTcss MHOXKECTBO KITIOUEH, HO KaKJbIA M3 3TUX KIIIOYEH JTOJKEeH
OBITH IIPEIOCTABIIEH TOJIBKO OJTHOW COOTBETCTBYIOLIEH Mape y3JIoB.

IIpu ckeo3nom wugposanuu nponecc MUGPOBAHUS HCXOJHBIX JAHHBIX BBIINOJIHACTCS
TOJIBKO B JIByX KOHEUHBIX CHUCTEMax — B BEAYLIEM Yy3Jie¢ WIM TepMUHaIe HcTouHUKA. CKBO3HOE
mudpoBaHue peamu3yercss ¢ IOMOLIbI0 MPOTOKOJNA TPHKIATHOTO YPOBHS WIM YPOBHS
npencrasiaenus mozaenu OSl. B stoMm ciydae 3amuinaeTcst TOJNBKO COJIEpyKaHME IepeJaBacMbIX
cooOuieHni, a ciyxebHas MH(OpMAaIMs (3arojIOBOK IaKeTa) OCTaeTcs OTKPbITOH. JlaHHBIE mpu
9TOM OKa3bIBAOTCS 3AIIMILECHHBIMA OT BO3JCHCTBUI B KAHAJIE CBSI3M WIH CETEBOIO KOMMYTAaTopa
IIAKETOB, 4YEro Heb3sl CKa3aTb O CaMOM IIOTOKE JaHHBIX, IIOCKOJIBKY 3arojIOBKM ITaKETOB
IIEPEIAlOTCS B OTKPBITOM BHJE.

JUIg IOCTMIKEHUs HaWiaydllled 3allUThl Ha IPAKTHKE IO BO3MOYKHOCTH PEKOMEHAYETCS
MPUMEHEHHE KaK KaHAIBHOTO, TAK M CKBO3HOTO MIM(POBAHUS 1O CXeMe: BEAYIIHU y3el mudpyer
MOPLHMIO MAKETa JIaHHBIX IOJIb30BATENsl, UCIONb3Yys KIIIOY CKBO3HOIO MIM(POBAHMS, MOCIE YEro
BECh MakeT MU@pyeTcs ¢ NOMOIIBIO KI0o4a KaHaibHOro mudpoBanus. [Ipu nepepade nakera mno
CeTH KaXAbII KOMMYyTaTop pacimM(poBHIBAa€T MaKeT € NPUMEHEHHEM Kiroda HH(poBaHUsA
COOTBETCTBYIOIIErO KaHalla, YTOObI IPOYUTATh 3ar0JI0OBOK, MOCIIE Yero CHOBa MHU(pYyeT BeCh MaKeT
JUISL €T0 MEepeAayH 0 CIeAYIeMy KaHary. Tak BeCh IMakeT OKa3bIBAECTCS 3alIUIICHHBIM B TEYECHUE
BCEr0 BPEMEHH, 3a HCKIIIOYEHHEM, KOrJa HAXOAUTCA B IMaMATH KOMMYTAaTopa, IIE 3aroJoBOK
MIAKETa SIBJISIETCS] OTKPBITHIM.

Ba)xHO TNOMHHTB, YTO HE3aBUCHMO OT KOJMYECTBA KIIOYEH, HCIOIb3yEeMbIX IS
U (ppPOBaHUs MEPEIaBAEMbIX MO CETH JaHHbBIX, CYIIECTBYET HEKHUH JIOJITOBPEMEHHBIH KIIIOY, Ha
KOTOPOM TIOCTpPO€HAa BCs 3alUTa. B ciydyae ero KOMOpOMETalUM 3allUIIeHHBIH OO0BEKT
OKa3bIBAaeTCsl YSA3BMM HE3aBUCHMMO OT KOJMYECTBAa JPYTUX HCIHOJIb3YEMbIX MNpU HIM(PPOBAHUU

KJIFOYE.

3.5 TpedoBaHusAM K CpeACTBAM KPUNTOrpagu4ecKoi 3a1uThl HHpopManun
CornacHo pekomMeHganusaM 1o crangaptuzammu P 1323565.1.012-2017 «MupopmarroHHas

texHosnorus. Kpunrorpapuyeckas 3amura uHpopmanuu. [IpuHuns! pa3paboTki 1 MOJEpHU3ALNN
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mu@poBaTbHBIX  (KpunTorpaguieckux) cpeactB 3amutbl uHGopmammu» [17] Bce CK3U
MOAPa3ACNAIOTCS Ha 5 KiaccoB, ynopsaoueHHbIX 1o crapmuHcTBy: KC1 (cambrit mmanmmit), KC2,
KC3, KB, KA (camblii cTapimii).

K ocHoBubiM ocobennoctsim CK3M kmacca KC1  oTHocuTcs HMX  BO3MOXKHOCTh
MPOTUBOCTOATh aTakaM, MPOBOJMMBIM U3-3a TNPENEIOB KOHTpoiupyemoil 30HBL [Ipu sTOM
MOJIPa3yMeBaeTCsl, YTO CO3JaHHE CIIOCOOOB aTak, MX IMOJIrOTOBKA M NPOBEJICHHUE OCYILECTBIIACTCS
0e3 ydJacTus CHEeIHaTUCTOB B oOmactu paspabotrku u amamu3za CK3U. Ilpeamonaraercsi, 4to
uHpopmMalug 0 cucTteMe, B KOTOpoil mpumeHsitoTcsi ykazaHHble C3U, mMoxeT ObITh MOJydeHa U3
OTKPBITBIX HCTOYHHKOB [5].

Ecmu CK3U MoxkeT mpoTHBOCTOSTH aTakaM, OnokupyeMbiM cpenctBamu kimacca KCl1, a
TaK)Ke NMPOBOJUMBIM B IIPEJIENaxX KOHTPOIUPYEMOM 30HBI, TO OHO cooTBeTcTBYeT Kitaccy KC2. [lpu
3TOM JIOMYCKAeTCsl, HalpUMep, YTO MPU MOATOTOBKE aTaKM MOTJia CTaTh IOCTYIMHOM HH(OpMAIHs O
(bu3nyecKux Mepax 3aliThl HHPOPMAIIMOHHBIX CHCTEM, 00ECIeUYeHUH KOHTPOJIUPYEMOU 30HBI U
mp.

B ciiyyae BO3MOXXHOCTM HPOTUBOCTOSTH aTakaMm IpHU HAJIWYMM (PU3MUECKOIo JIOCTyHa K
CpeICTBaM BBIUYMCIUTEIbHOU TeXHUKHU ¢ ycTaHOBIeHHbIMU CK3U roBopsaT 0 COOTBETCTBHM TaKHX
cpencts kinaccy KC3.

Eciu CK3U npoTuBOCTOMT aTtakaM, IPpHU CO3JaHUM KOTOPHIX Y4aCTBOBAIM CIIELUATUCTHI B
obmacTu pa3pabOTKH M aHaIM3a YKa3aHHBIX CPEACTB, B TOM YHCIIE HAyYHO-HCCIIEAOBATEILCKUE
LEHTPBI, ObLIa BO3MOXHOCTh MPOBEICHUS TaOOPATOPHBIX UCCIEAOBAHUN CPEICTB 3aIIUTHI, TO PEUb
UJET O COOTBETCTBUH Kilaccy KB.

Ecnu x pa3zpaboTke crnocoO0B aTak MpUBJIEKATUCH CHEIUATNUCTHI B 00JaCTH MCIIOIb30BaHUS
H/IB cucremHoro mporpaMMHOro oOecmedeHusi, Oblla JOCTyIHAa  COOTBETCTBYIOIIAS
KOHCTPYKTOpPCKasi JOKyMEHTalusi W ObIT JOCTYyN K JIOOBIM amapaTHbIM KOMITOHEHTaM
kpunrorpaduueckux C3H, To 3amUTy OT TaKHX aTak MOTYT oOecreynBaTh cpeacTBa kinacca KA.

Kiacc pazpabarsiBaemoro (Mmogepumusupyemoro) CK3U omnpenensiercs 3akazunkom CK3U
nyreM (OpMUPOBAHUSA NEPEUHs MOAJIEKAIIUX 3alIUTe O00BEKTOB HH(MOPMAIIMOHHOM CUCTEMBI U
COBOKYITHOCTU BO3MOXKHOCTEH, KOTOpBbIE€ MOTYT OBITh MCIIOJIb30BaHbl MPH CO3JAAHUU CIIOCOOOB,
MOATOTOBKE U TMPOBENCHHWU aTaK Ha YKa3aHHbIE OOBEKTHI, C yYETOM NPHUMEHSEMBIX B CHUCTEME
WH(POPMAITMOHHBIX TEXHOJIOTUM, Cpeibl (DYHKIITMOHUPOBAHUS U aIllIapaTHBIX CPEICTB.

Bbonee moapo6HO ¢ cocTaBOM U coAepKaHHUEM OPraHM3AIMOHHBIX U TEXHUYECKHX MEp IO
obecrieyeHnto GezonacHocTH ¢ ucnoibzoBanueM CK3U moxHo o3Hakomutbes B Ilpukaze OCh
Poccun ot 10.07.2014 Ne378 «O06 yrtBepxnaenuun CocTaBa M COJAEpXKaHHUA OPraHU3AlMOHHBIX U

TEXHUYECKUX MEpP MO OO0eCHeYeHUI0 OE30MacHOCTH MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe B
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MHOOPMALIMOHHBIX  CHCTEMaX  IEepCOHANbHBIX  JAHHBIX C  HCHOJb30BAHHEM  CPENCTB
KpUNTOrpaguueckor 3amuThl WHPOpPMALKK, HEOOXOIMMBIX MIJS BBINOJHEHHS YCTaHOBJIECHHBIX
[TpaButenscTBoM Poccuiickoit @enepanuu TpeOGoBaHM K 3alIUTe MEPCOHAIBHBIX JAaHHBIX IS

KaXXJa0ro u3 ypOBHeﬁ 3allIMIIICHHOCTH .

3.6 IIporpaMMHo-annapaTHble cpeAcTBa KpUNTorpaguyeckoii 3amuTs nHGopMauuu

Kak Obu1o0 ckazanHo B Havane pgaHHoro paszaena, k CK3UM oTHOcsTCsS ammaparHEbIe,
IIPOrpPaMMHBIE U ITPOrPaMMHO-AIIAPaTHBIE CPEICTBA.

[Iporpammubie CK3U  peanusyloT  KpuntorpaguyecKuid  aJrOputM B BHJIE
COOTBETCTBYIOLIEH IporpaMmmel, Bcaeacteue yero takue CK3UW nerxko xomupyroTcsi, mMpocThl B
MCTOJIB30BAHUU U MOJU(HUKAIIMA B COOTBETCTBUH C KOHKPETHBIMHU MOTpedHOCTAMU. HemocTaTrkom
TaKMX CPEICTB SBJIAETCA HX IOJBEPKECHHOCTh aTaKW METOJIOM «XOJIOIHOM Iepe3arpy3Ku»,
OCHOBAaHHOM Ha TOM, YTO JAHHBIE B ONEPATHBHON MaMATH MOTYT COXPAHSATHCS IO HECKOJIBKHUX
MUHYT I10CJIE BBIKITIOYCHHUSI KOMITBIOTEPA, YTO CO3AAET YSA3BUMOCTD ISl KITFOUEH muppoBaHHUs.

[Tporpammuo-anmnapariple CK3M B OONBIIMHCTBE Cily4yaeB IPEACTaBISAIOT  CcOOOM
HHEPrOHE3aBUCUMYIO 3aLUILEHHYI0 MaMATh, OOECHEUMBAIOIIYI0 3allUTy OT MOJU(PHUKALMU
aJITOPUTMA M KJIF0Y IIM(PPOBaHUA, C IPOrPaMMHOM peanu3aieil BBIYUCICHUH caMoro ajaropurMa.

Ammapatasie  CK3U  mpencraBisitor  co0oit  O10kM MmMHUQpPOBaHMWS B KaHajJaxX CBS3H,
CaMo/I0CTaTOYHbIE MIH(PPOBATBLHBIE MOIYJIH, IU(PPOBAIBHBIC IJIATHl PACIIUPEHUS IJI1 YCTAHOBKH B
nepcoHanbHble KoMIbIOTEpBl. K nocromncTBam Ttakux CK3M oTHOcATCs anmapaTHas pean3anys
HENOCPEACTBEHHO KPUNITOAITOPUTMA, YTO TapaHTUPYET €r0 LEIOCTHOCTh, TEHEPaTOpa CIy4alHbIX
qucesl, MO3BOJISAIOLIEr0 T'€HEpUPOBaTh JEHCTBUTEIBHO CIy4yailHble 4Hclia Npu (OPMUPOBAHUU
KJItouel, mu@poBaHUe M XpaHEHHE KIIIOUed B caMOW IulaTe YCTPOMCTBA, a HE B ONEpaTHMBHON
naMsITH KOMIIbIOTEpa, IpsMas 3arpyska Kitodei B mmdpyroiiee ycTpoHCTBO U TIp.

OcHOBHOE pa3inyMe amnmaparHblx M nporpammuo-annapatHeix CK3W 3akmrouaercs He
TOJIBKO B CIOCO0€ peanu3aluu KpUnrorpaduyeckux alropuTMOB U CTEHEHH HAAEKHOCTH 3alUTHI
JAHHBIX, HO U B CTOUMOCTH, YTO 3a4acTyl0 CTAHOBUTCS ONpEAEIAonUM (HakTOpOoM MPHU X BBIOOPE.
Hauobonee noctynusiMu CK3U sBisitoTcs mporpamMMHbIE M IPOrpaMMHO-aIIapaTHbIE CPEJCTBa,
CJIEIOM 3a KOTOPBIMH MJIyT allllapaTHBIE.

Paccmorpum Hekoropsle nomyispHele CK3W M HMX pasHOBMIOHOCTH, NMPUMEHSEMbIE Ha

IMPAKTUKEC HA MOMCHT U3AaHUA TaHHOTO yqe6H0ro mocoous.
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Secret Disk! — KpUNTOrpaguiIecKkoe MPOTPaMMHOE CPEICTBO 3alluThl WH(OpMaIuH,
paspaborannoe komnanueil 3AO «Anagnun P.J1.». Secret Disk siBnsieTcst MeHeKEpOM CEKPETHBIX
JIMICKOB W TIPEJHA3HAYEHO Ui MH(POBAHUS «HA JIETY» pa3leioB KECTKOrO JUCKA U CO3JaHMs Ha
JUCKOBOM  HIPOCTPAaHCTBE  KOMIIBIOTEpAa  3allMIIEHHBIX  BUPTYyalbHBIX  JHMCKOB  C
MHOTI'0IT0JIb30BaTEIbCKUM JOCTYIIOM.

B nmpoxykroBoii nuneiike Secret Disk npencTaBiieHsl Tpy CIEAYIOMINUX PEIICHUS:

— cucreMa 3aluThl WHGOpPMalMKM Ha TMEPCOHAIBHOM KOMIBIOTEpE HIM HOYTOYKE C
BO3MOKHOCTBIO KOJUIEKTHBHOM paboTsl 1o cetH (Secret Disk 5);

— KOpIOpAaTUBHAs CUCTEMa 3allUThl MH(MOPMALUU C LEHTPAIU3OBAHHBIM YIIPABICHUEM
(Secret Disk Enterprise);

— KOMIUIEKC 3amuThl mHpopmanuu Ha cepBepe or HCJl, xomupoBaHHs, MOBPEXICHHS,
Kpakl Ui HerpaBomMepHoro u3biaTus (Secret Disk Server NG).

Secret Disk momnepxkuBaer kpunroanroputmbl AES, RSA, 3DES, T'OCT 34.12-2018,
I'OCT 34.10-2018, I'OCT 34.11-2018, umeet ceptuduxar coorBerctBuss PCTIK Poccnn u moxer
npuMeHsAThest i 3amuThl nHpopMmaru B UCIIAr no 1 ypoBus 3amuménnoctd, B [MC mo 1
KJ1acca 3alUIIEHHOCTH, a Takxke pu co3nanun AC o kiacca 3amuuiéHaoctu 117

StrongDisk? — kpunTorpadguyecKoe MNPOrpaMMHOE CPEICTBO 3alIUTHl  MH(OPMALHH,
pazpaboranHoe poccuiickoit komnanueir OO0 «DPuzrex-CodT». Briarodaer B ceOs mporpaMMHbIE
peIICHHS:

— KpunTorpadu4eckoil 3auuTel nHGOpMaAMK Ha PA0OYMX CTAHLUSAX, CMEHHBIX HOCHUTEIISX,
HoyTOyKax B KopnopatuBHoii cetu (StrongDisk Pro Standard, StrongDisk Pro Corporate);

— Kpunrorpaguueckoi 3amuThl MHPOpMAIMK Npu ee 00paboTKe M XpaHEHUH Ha CepBepe,
3alUThl KOPIOPATHBHBIX 0a3 JaHHBIX, MOYTOBBIX W OwsHec-mpuioxenui (StrongDisk Server,
StrongDisk Server Standalone).

B ¢ynxmuonan StrongDisk BXoauT: BO3MOXKHOCTb MHOTO(AKTOPHON ayTeHTU(UKAIIS
MOJIb30BaTeNsl, IMU(POBaHUE JWCKOBOW HWH(POpPMAIMM «HA JIETY», OIHOBPEMEHHOE CO3JaHWe,
MOJIKITIOYEHUE 3alUIIEeHHBIX JUCKOB, M3MEHEHHE TapaMeTpoB ayTeHTH(PHKAINKA W MEXaHHU3MOB
mu(poBaHUs Ha HECKOJIBKMX KOMIIBIOTEPAX, rapaHTHPOBAHHOE yJaleHue aaHHbIX. StrongDisk
nojiepxkuBaeT KpunroanroputMbl AES-128, AES-256, Blowfish-128, Blowfish-448, CAST,
3DES, T'OCT 34.12-2018, a takke BHemrHue Kpuntorposaiiaepsl Microsoft, Kpunrollpo CSP,
Signal-COM CSP u ap.

! www.aladdin-rd.ru
2 www.strongdisk.ru
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PGP! (Pretty Good Privacy) — kpunrorpaduueckoe MpOrpaMMHOE CPEICTBO 3alUTh
uHpopmanuu, pazpadorannoe Oununmnom L{uMMepMaHHOM, MO3BOJNAIONIEE BBHITOJIHATH ONEpaun
mudpoBaHuss W DICKTPOHHOM MOANUCH COOOIIeHHH, (¢aiioB u apyroil wuHbopMaiuy,
MIPE/ICTaBJICHHON B JJIEKTPOHHOM BHJIE, B TOM 4YHUCIE MpO3payHOoe MIH(ppOBaHUE HAHHBIX Ha
3alOMHHAIONTMX YCTPOMCTBAX, B T.4. Ha k€cTkoMm nucke. PGP mpeacramiser coboit ruGpuaHyro
KPUNTOCHCTEMY, UMEET MHOXECTBO pPEAM3alnii, COBMECTUMBIX MEXIY COOOW M PSIOM IPYTHX
nporpamm Onarogaps cranaapty OpenPGP.

[Mudposanune PGP ocymiecTBiasieTcs: mocie10BaTeIbHO XEIIUPOBAHUEM, C)KATUEM JIAHHBIX,
muppoBaHUEM C CHUMMETPUYHBIM KIIIOUYOM, U, HAKOHEl, MHU(QPOBAHUEM C OTKPBITHIM KIIOUOM,
npuyéM KaXKABIM OSTalm MOXET OCYIIECTBIATHCA OJHUM M3 HECKOJIBKHUX IOAJEPKHUBACMBIX
anroputMoB. CHMMETpHYHOE MIH(PPOBAHKUE MPOU3ZBOAUTCS C UCIOIB30BAHUEM OJITHOTO M3 OJIOUHBIX
anroputmoB (AES-128, CAST-128, 3DES, IDEA u ap.) Ha ceancoBoM kitode. CeaHCOBBINA KITIOY
TeHEPUPYETCS C HCIOJNb30BAaHUEM KpUNTOTpadUuecKH CTOMKOTrO TeHepaTropa ICeBAOCTydalHbIX
yrcen. CeaHCOBBIN KITI0Y 3aIU(pPOBBIBACTCS OTKPBITHIM KIFOYOM HOJIYYaTeNsi C MCIOJIb30BAaHHEM
anroputMoB RSA wunmu Dnp-I'amans (B 3aBUCHMMOCTH OT THMa Kiro4ya moiydarens). Kaxmbiid
OTKPBITBIN KJIFOY COOTBETCTBYET HMEHU MOJIb30BATEISI UITU a/IPECY AIIEKTPOHHON MOYTHI.

BeStCI’ypt2 — kpunrorpaduyeckoe MPOrpaMMHOE CpPEIACTBO 3alluThl HH(OpMaIuu,
paspaboranHoe kommaHued Jetico, Brimovaromiee B ceds: BestCrypt Container Encryption ms
BbIOOpOUHOro mmppoBanus ¢aitioB u mnamnok, BestCrypt Volume Encryption mns mudposanus
JMCKOB ¥ pa3jeioB, W YTHIUTY TapaHTHPOBaHHOro ymajeHnus manHbix BCWipe. BestCrypt
peanu3yeT Mpo3padyHoe IM(POBaHUE C OpraHM3alMedl BUPTYaJbHOIO JUCKAa WU TOJJIEP)KUBACT
ATOPUTMBI cuMMeTpudHOro Onouynoro mmdposanus: AES, Blowfish, CAST, TOCT 28147-89,
Twofish, Camellia.

VeraCrypt® — kpumrorpaduueckoe MpOrpaMMHOE CPEICTBO 3allUTHl HH(QOPMAIHH OT
komnanuu IDRIX, ocHoBanHoe Ha Ga3e TrueCrypt, mpuMensiemoe A IWUQPPOBAHUS «HA JIETY».
[Tomumo mmdpoBanus TUCKOB U pasnenoB, VeraCrypt MOKHO ucoyib30BaTh At USB-ycTpolicTB
¢brnemw-namsaTH, mWKUdpys UX MOITHOCTHIO, JUOO CcO3/4aBasi OTNENbHBIM KOHTEHHEp Ha HOCHUTEIE.
VeraCrypt nojjiepxuBaeT CUMMETpUYHble OyouHble anropuTMbl mu¢ppoBanus AES, Serpent,

Twofish, Camellia, «Ky3Heunk», a Takke KOMOMHAIIMH 3THX AJITOPUTMOB.

! www.openpgp.org
2 www.jetico.com
¥ www.veracrypt.fr
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Rohos Disk Encryption® — xpunrorpaduueckoe mpOrpaMMHOE CPEICTBO 3AIUTh
unpopmanuu, npencrasiennoe kommnanueir SafeJKA SRL (Tesline-Service S.R.L. 1o 2016 roza),
MO3BOJISIONIEE OPraHU30BHIBATh M CKPBIBATH 3aIMIICHHBIE BUPTYaJbHBIC TUCKH C MPUMEHEHHUEM
anroputMa AES-256 u texHomoruu mmdpoBaHHs «HA JIETY», OIPaHUYUBATh JIOCTYH K HUM C
MOMOUIBIO 3JEKTPOHHBIX KIIOYEH, co3/aBaTh 3alllMIIeHHble oO0JacTu maMmsITh Ha Quen-
HAKOIIUTEJIAX, IPUMEHATh dJIEMEHTHI CTeraHorpaduu JJsl CKPhITUS NepeaaBaeMoil nHpopMaluy B
MeIHa-KOHTEUHEPax.

Gilisoft Encryption Tools® — kommiekc mporpamm u yrwiut or kommanun GiliSoft,
MpeIHa3HAYEHHBIX JJI1 MU(PPOBAaHUS OTAEIbHBIX (aAilIOB U 3aIOMUHAIOIIMX YCTPOUCTB (KECTKUX
JIMCKOB, (JICHI-HAKOUTENEH), a TaKkKe 3alUThl (HAHIOB OT HECAHKIIMOHUPOBAHHOTO IMPOCMOTpA U
kormmpoBanusi. B Gilisoft Encryption npeumymiecTBeHHO HCIONB3yeTCs MeTo] Mu(poBaHHs
uHpopMaluKl «HA JETy» ¢ mnpuMeHeHueMm anroputMa AES-256. JlanHoe cpencTBo MO3BOJSET
CO3/1aBaTh 3AalllMIICHHbIE OO0JIACTH MaMsITH Ha TOPTATHBHBIX 3allOMUHAIOIIUX YCTPOMCTBAX,
mmmdposats 3amucu auckoB CD/DVD, a Takke uX BHpPTyaldbHBIC 00pasbl, mMU(pPOBATh pa3eibl
’KECTKOTO JIMCKa, BKIIIOYAsh CUCTEMHBIN, U MHOroe japyroe. B cocra Gilisoft Encryption Bxomsr
nporpammel. USB Encryption, Secure Disc Creator, Full Disk Encryption, CD&DVD Encryption,
Any Video Encryptor.

IICK3H IITHIIKA® (mepcoHaTbHOE CPENCTBO KPHUNTOrpahuyecKoi 3amuThl HHPOPMALUU
INITKA) — anmapaTHOe CpencTBO KpUINTOrpaduveckoil 3ammThl MHPOpPMAIUHU, pa3paboTaHHOE
komrnanueit OKb CAIIP, npencrasmistomee co6oit USB-ycTpoiicTBO ¢ peann3oBaHHBIM Ha HEM
HaO0OpOM OOJBIIMHCTBA CaMBIX HEOOXOAMMBIX (DYHKIMN M aNTOPUTMOB 3alUTHl WHPOpMAIUH, a
Takke HaOop aApaliBepoB M OHUONMOTEK A MCIOJIb30BaHUS Kpunrorpapuyeckux (yHKIUH B
Pa3IMYHBIX TPUKIIAJHBIX POTpaMMax.

HazBanue HIUTIKA O3Ha4yaeT «IIudposanue-Unentuduxanus-Iloamucs-Koapi-
Aytentuduxanum», uto coorBeTcTByeT pyHkunonany CK3U, koTopslit BkITtoyaeT B ceos:

— mudpoBaHKUE /WM TOANHKCH (AIIIOB Ha )KECTKOM JHCKE WIH ChEeMHBIX HOCHTEISX;

— aBTOMAaTUYECKOE 3amojiHeHue (OpM aBTOPHU3ALMU W XPAHEHHUS B 3ALIUIICHHON NaMsATH
HEOOXOAMMBIX JUIs 3TOTO JIaHHBIX, B TOM YHCIIE Maposieid U ApYyroil nepcoHaqbHON HH(MOpMaIMu
moJib30Bartens (Kirouei, cepTudUKaTOB U Ip.);

— anmapaTtHyl0 HWACHTUQUKAIMIO H ayTeHTH()UKANWIO TIOJIh30BATENsI HA aBTOHOMHBIX

KOMIThIOTEpax (B TOM YHCJIC Ha HOYTOYKaX) WM pab0YMX CTAHIIMSIX B COCTABE OJHOPAHTOBOM CETH;

! www.rohos.ru
2 www.gilisoft.com
% www.okbsapr.ru
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— 3alUILIEHHOe XpaHEeHUe KIIto4el mudpoBaHus U MOIUCH,

— anmapaTHbIM JaTYUK CIIy4alHBIX YHCEI;

— aBTOPU3AIIMIO TOJIb30BATENS MPU BXOJE B JIOMEHBI B THIIOBBIX pemieHusix Microsoft Ha
0a3e cMapT-KapT;

— mpolenypbl uaeHTUGuKanuu/ayTeHTuGUKau, s UG POBAHUS/TIOANUCH COOOIICHUN 1
T.II.

B IICK3U IIUTIKA peann3oBaHo 0OJBIIOE KOJTUYECTBO KPUNTOrpahUUECKUX alIrOpUTMOB,
Cpey KOTOPBIX BBIJENSAIOT aJTOPUTMBI:

— mmdposanus [OCT 28147-89, RC2, DES, 3DES;

— xommposanust 'OCT P 34.11-94, MD5, SHA-1,

—anektponnoit mogmucu [OCT P 34.10-2001, RSA, DSA.

OtrmuuutenbHoit ocobennocteto IIINITKA sBrnseTcss MMEHHO ammapaTHas pealu3aius
BBIUHCIICHUH 6€3 MPUBIICYCHHS PECYPCOB KOMITBIOTEPA, POrPAMMHO 3]1€Ch 3a/IeHCTBOBAHBI TOJIBKO
TPaHCIIOPTHBIE MPOLEAYPbl U MPOLEAYpPbl COTJIacoBaHUs (POPMATOB JAHHBIX, HE BIUSIOLIME Ha
3aLUIIEHHOCTb.

YK3/I KPHIITOH" (yctpoiictBo kpunrorpaduyeckoir 3amuthl aanHeix KPUIITOH) —
anmnapaTHOE CPEJICTBO KpuMTorpaduyeckoil 3amuThl WHGOpMaIMH, pa3pabOTaHHOE POCCHICKON
komnanueii OOO ®upma «AHKA]I», BeimonnenHoe B Buzae 1uiar pacuupenuss PCI u PCle u
npeJHasHauYeHHOe s O0ecredyeHus 3almuThl  MHQOpPMAalMH, COJACpKalleid  CBEACHUS,
COCTaBJISIONINE TOCYAAPCTBEHHYIO TalHY CO CTETIEHbIO CEKPETHOCTH IO «COBEPIICHHO CEKPETHOY.

YK3J1 KPUIITOH no3Bosnser: mudpoBaTe KOMOBIOTEPHYIO MH()OPMAIUIO, OCYILECTBIISAThH
ANEKTPOHHYIO MOJNHUCh, CO3/1aBaTh IMPO3PAayHO MMIM(pyeMble JOTMUECKUE IUCKH, (OpPMHUPOBATH
KpUntorpaguiecku 3aluinéHHbIe BUPTYaIbHBIE CETH, CO3/IaBaTh CUCTEMBI 3aIlUTHl WHPOPMALIUU
ot HC/I u pa3rpannueHust 40cTyna K KOMIbIOTEPY.

OcoOennocteto  nmanHoro CK3U sBnseTcs mNpuUMEHEHHE alNropuTMa MIHPpPOBaHUS

I'OCT 28147-89 1 Hanm4ue anmapaTHOTO JAaTYUKa CITyYaiHbBIX YHCEIL.

3.7 CpeacTBa 3J1eKTPOHHOI MOANMCH
Ilon cpedocmeamu snekmponnoli noonucu TOHUMAIOT KpUNTOrpaduyeckue CpeacTsa,
WCTIOJIb3yeMbIe ISl peaTH3alny TakuX (QYHKIMHA KaK CO37aHne U TPOBEpPKa AIIEKTPOHHOHN TOIIHCH,

CO3/IaHKE KITI0Ya 3JIEKTPOHHOM MOANKCH U KITF04a IPOBEPKHU AJIEKTPOHHOM MOMKCH.

L www.ancud.ru
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CpenctBa 37€KTPOHHOM MOANUCH MO3BOJISIIOT YCTAHOBHUTH (PAKT M3MEHEHUS MOJIUCAHHOTO
AJIGKTPOHHOTO  JIOKYMEHTa TII0CJIEé MOMEHTa €ro NOJIHCAaHUs, a TaKke O00ecrneynBaoT
IIPAKTUYECKYI0 HEBO3MOXHOCTh BBIYMCIEHHUS KJHOYa 3JEKTPOHHOM MOJAIUCH W3 3JIEKTPOHHOMN
MOJINKCHU WX U3 KIII0Ya €€ MPOBEPKH.

Oaexrtponnasi moanuch (digital signature) — sto muHbOpMAaIHMsS B 3IEKTPOHHON (opme,
KOTOpasi TPHUCOEAMHEHAa K JApyroil wuHPOpMaMu B 3JIEKTpOHHOW (opme (ToamuchiBaeMoi
nH(OpMaIINY) WIK WHBIM 00pa3oM CBsI3aHA C TakoW WHQOpPMAIMEH W KOTOpas UCTOIb3YeTCs s
oTpezeNieHus JIMLa, MOMUCHIBAIONIEro HHPOPMAIIHUIO.

Ha mpaktuke, kak M B HEKOTOpPOM JIUTEpAaType, MOXKHO TaKKe BCTPETUTh TEPMHH
«@NeKTpoHHas 1HdpoBas nmoanucs», npuHATHI B 2002 rogay B pamkax dexepanbHoro 3akona ot 10
suBapst 2002 roma N 1-®3 «O6 snexTpoHHON 1HM@poBON mnoamucu». OJHAKO, B CBSA3U CO
BcTymieHueM B cuiny DenepanbHoro 3akoHa oT 6 ampens 2011 r. N 63-O3 «O06 snekTpoHHOU
MOANKUCKY», JAaHHBIAH TEPMUH OBLIT 3aMEHEH Ha «JJIEKTPOHHAs MOAMUCH». Takas 3aMeHa sBIseTCs
JIOTHYHOM, TIOCKOJIBKY OTIPEICTICHNE «QJIEKTPOHHA yXKe MmoapasyMeBaeT nudpoBoii popmar.

Oenepanbhblii 3akoH N 63-D3  perynupyer OTHOIICHHS B OOJACTH HCIIOJIb30BAHUS
ANEKTPOHHBIX  MOAMHMCEW TPH  COBEPIICHUU TPAKIAHCKO-TIPABOBBIX  CHENOK, OKa3aHHUH
rOCYJIapCTBEHHBIX U MYHUILUMAIbHBIX YCIYT, UCIOJHEHUU TOCYAAPCTBEHHBIX U MYHHUIIUIIAIbHBIX
(GyHKIUH, IPU COBEPIICHUU HHBIX IOPUIMYECKU 3HAYUMBIX JEHCTBUH.

Ha3nayeHue 23JIeKTPOHHOM MOANMCH. OJEKTPOHHAs MOJANUCH MpEeAHA3HAYEHa s
UICHTU(QUKAIUN JIMIA, TOJNMCABIIEr0 DSJIEKTPOHHBIM JOKYMEHT, SIBISIETCS IOJHOIEHHBIM
aHaJIOTOM COOCTBEHHOPYYHOM IMOAIMUCH B CIIydYasiX, HIPEAYCMOTPEHHBIX 3aKOHOM, BCIIEJCTBUE YEro
o0ecrnieunBaeT JOKa3aTelbHOE MOATBEPKICHHE aBTOPCTBAa JOKyMeHTa. Takxke oHa oOecrednBaeT
MIPOBEPKY LIEJTOCTHOCTH 3JIEKTPOHHBIX JIOKYMEHTOB, IOCKOJBbKY BBIYMCIAETCS Ha OCHOBAHHUHU
HCXOJ/IHOTO COCTOSIHUS JJOKYMEHTA U COOTBETCTBYET JIMIIb EMY.

B oOmem ciydae »yeKTpoHHas MOANUCH OOECIEeYMBAET 3aLIUTY OT CIEAYIOIIMX BHUI0B
3JI0YMBIIUIEHHBIX JICHUCTBUIA.

Axmuenvlti nepexeam — 3TOYMBINIUICHHUK (yCIOBHBIM aOoHEHT C), MOAKITIOYHMBINUNCA K
KaHay MH()OPMAIIMOHHOTO 0OMEHa MEeKIy yJYaCTHUKAMU ceaHca CBsA3M (YCIOBHBIMU aOOHEHTamMu A
u B), mepexBaTbIBaeT JOKYMEHTHI ((ailiibl) 1 U3MEHSET HX.

Mackapao — 310yMBIIUIEHHUK OTIIPABIISIET JOKYMEHT OJTHOMY M3 YUaCTHUKOB CE€aHCa CBS3U
OT UMEHH JIPYroro y4acTHHKA ceaHca cBsi3u. Hampumep, aboneHnT C mochutaeT JOKYMEHT a0OHEHTY

B ot umeHnu aboHeHTa A.
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Penecamcmeo — 0TKa3 OJHON U3 CTOPOH CEaHcCa CBA3M OT PaHee NMEPEeJaHHOTIO COOOIEHHS.
Hanpuwmep, aboHeHT A 3asBIsieT, YTO HE OTpaBIsLT coolrieHus: aboHeHTy B, xoTa Ha camoMm ferne
€ro OTIIPaBJISIL.

Iloomena — ollHa W3 CTOPOH CEaHCa CBS3UM CaMa I'€HEpUpYyeT JOKYMEHT U BBIIAET €ero 3a
JOKYMEHT, paHee IOJy4YeHHbIH npyroro aboHeHta. Hampumep, aGonent B wu3menser wnm
(dhopMUpyeT HOBBIN JOKYMEHT M 3asBJISIET, YTO TIOTYYWII €ro OT aboHeHTa A.

Ilosmop — TpeTbs CTOpPOHA MOBTOPSIET paHee MepelaHHbIi JTOKYMEHT MEXAY Y4aCTHHKAMH
ceaHca cBsa3M. Hampumep, abonenT C noBTOpsieT paHee NepeaHHbIi JOKyMEHT, KOTOPbIi aDOHEHT
A niocwuian abonenty B.

JlaHHBIE 3710yMBINUICHHBIEC IEHCTBHS MOTYT HAHECTH CYIIECTBEHHBIN yiiepO OaHKOBCKUM U
KOMMEPYECKHUM CTPYKTYpaM, TOCYJapCTBEHHBIM MPEANPHUATUSAM U OPTaHU3AIMIM, YACTHBIM JIHIIAM,
IPUMEHSIOIIMM B CBOEH 1€ TeIbHOCTH KOMIIBIOTEpHbIE HHPOPMALIMOHHBIE TEXHOJIOTHH.

CocTaB JIEKTPOHHOI MOANMCH. OJEKTPOHHAs TOAMNMCH BKIOYaeT B ceds Tpu
COCTABIISIOLIHE:

— KJIFOY DJIEKTPOHHON TOANHMCH (CEKPETHBIH KIII0Y) — YHHKAJIbHAS TOCIEI0BATEIBHOCTD
CHMBOJIOB, IIpeIHA3HAUYEHHAs JUIs CO3/1aHUs 3JIEKTPOHHOM MOIIHCH;

— KJIIOY TPOBEPKM  3JIEKTPOHHOM moanucu  (OTKPBITBIM  KIIOY) —  YHUKaJbHas
MOCJIEIOBATEIBPHOCTh CHMBOJIOB, OJHO3HAYHO CBS3aHHAS C KJIFOYOM OJJIGKTPOHHOW TOANKCH W
npegHasHaueHHAs U1 IPOBEPKU TOUIMHHOCTH IEKTPOHHON MOIIHCH;

—cepTu(UKaT KJIOYa IPOBEPKU 3JIEKTPOHHOW MOANMUCH (CEepTU(PUKAT 3JIEKTPOHHON
MOJITMCH) — AJIEKTPOHHBIN WM OyMaXXHbII JOKYMEHT, OJATBEPKAAIOUINIA MPUHAAIEKHOCTD KIIF0Ya
MIPOBEPKH AIEKTPOHHOMN TMOATNNCH BIIAACIBIY JaHHOTO CEepTHU(HKATA.

Kittou »7ekTpoHHON MOANMUCH HauboJiee ysI3BUM M JIOJDKEH XPaHUTHCS B HAJIEKHOM MECTE,
HampuMep, Ha 3JIEKTPOHHBIX KIIOYaX, CMapT-KapTaX, 3allMLICHHBIX HOCUTENsX mnamsatu. Kirou
MIPOBEPKH JIEKTPOHHON MOIMMUCH HAXOJUTCA B OTKPBITOM JOCTYIIE, B CUJy YEro MpHu YIpaBiIeHUU
UM HEe0OXOAMMO 00eCneunTh MOPSAAOK MPOBEPKH HA MPUHAIJICKHOCTH KOHKPETHOMY BIIAJICTIBILY,
YTO OCYIIECTBIIIETCS C TIOMOUIBIO CEPTU(UKATOB DIIEKTPOHHON IOAMUCH, KOTOPHIC SBIISIOTCS
CBOETO POJIa «3JIEKTPOHHBIM MACIIOPTOM» JIFOOOTr0 y4acTHUKA HH(POPMAITMOHHOTO OOMEHA.

Cepruduxar »saekrpoHHoii mnoamucu. Co3gaHueM U BblAaue  cepTuduUKaToB
ANIEKTPOHHON MOANUCU 3aHUMAETC yoocmosepaowui yeump (LEHTp cepTUPHUKAIUN) — CTOPOHA,
9bsi YECTHOCTh HEOCTIOPHMA, a OTKPBITHIA KIIFOU IMUPOKO W3BECTEH. TEXHUYECKH TaKOW IICHTP
peanu3yercss Kak KOMIIOHEHT TIJIOOalIbHOM CIy>KObl KaTaJloroB, OTBEYAIOUIMHA 3a YIpaBlCHHE

KpI/IHTOFpa(I)I/I‘-ICCKI/IMI/I KJII0YaMH T0Jb30BaTelIeii. yI[OCTOBCpHIOH_[I/Iﬁ LOCHTP BIIpaBC BbIAABATb
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cepTuduKaThl Kak B (OpMe JIEKTPOHHBIX JOKYMEHTOB, TaKk U B (hOpME JOKYMEHTOB Ha OyMaKHOM
HOCHTEIIE.

[lepeuenp 00s3aTENbHBIX UM HEOOS3aTENBHBIX IOJICH, KOTOPBIE MOTYT MPUCYTCTBOBATh B
ceptudukare, onpenensiercs JaHHbBIM CTaHAAPTOM, a TaKkKe 3aKOHO/AATeIbCTBOM. B o01ieM ciyuae
cepTu(dUKAT MEKTPOHHON MOAMUCH COJEPKUT CIEAYIONIYI0 HH(POPMAIHIO:

— YHUKAJIbHBIA HOMEp cepTu(uKaTa, JaThl HaYajga U OKOHYAHUS €r0 CPOKa ACHUCTBUS;

— uaeHTH(UKAIIMOHHBIC JTAHHBIC BIIaJieNbla cepTudUKaTa — PaMUINIO, UM, OT4eCTBO (IIs
(bHU3MYECKHX JIHIT), HAMMEHOBAHUE M MECTO HaXOXIeHUs (IS FOPUIMYESCKUX JIHIL);

— YHUKAJIbHBIHM KIJIIOY IPOBEPKU 3JIEKTPOHHOMN MOJAMUCH (OTKPBITBHIN KITHOY);

— HaUMEHOBAaHUE HCIOJIb3YEMOI'O CPEJICTBA 3JEKTPOHHOM MOANMCH U (WJIM) CTaHJApTHhI,
TpeOOBAaHUSAM KOTOPBIX COOTBETCTBYIOT KIIFOY JJIEKTPOHHOW TOANUCH U KIIOY TPOBEPKU
ANIEKTPOHHON MOJITUCH;

— HAaMEHOBaHHUE yJIOCTOBEPSIIOIIETO LIEHTPA, BBIIABIIETO JaHHBIN cepTU(dUKAT;

— uHyo nHpopMauio, npexycMorpernyto denepansueiv 3akoHOM N 63-D3.

B03MOXHBI HECKOJIBKO CIIOCOOOB TONY4EHHUS CepTU(UKATOB, 3aBUCAIIMX OT IEJeH HuX
JalbHEUIIIET0 UCTIOIb30BAHMSL.

Eciu  cepruduxar  wucmonb3yercs AN BHYTPEHHEro, anpuopu  0O€30IMacHOro,
MH(POPMAIIMOHHOTO 0OMEHa MEX/TYy HEeCKOJIbKMMHU 3HAKOMBIMH MEXy COOOU JIIOIbMU (Hampumep,
COTPYZIHUKaMH HEOOJBIION KOMIIAaHMH), TO JIOIIYCKAeTCs BO3MOXKHOCTh TPUMEHEHHUS TaK
HA3bIBAEMBIX  CAMONOONUCAHHLIX — cepmugukamos — CEePTUPHUKATOB, HU3IAHHBIX CAMHMH
nojib30BaTesiMM  06e3 oOpalleHuss K yaocToBepsoumeMy LeHTpy. OOMEHSBIINCh TaKUMU
cepruukataMu Mexay coOOH, OHM MOTYT IepechliaTh Jpyr Jpyry HOJINUCaHHbIE U
3amM(pOBAHHBIE DJIEKTPOHHBIE JaHHbIE, HE OECIOKOSICh O TMepexBaTe WM MCKaKEHUU
unpopmanuu. CreHepupoBaTh TaKOW cepTU(PHUKAT BOZMOKHO C MOMOIIBI0 PA3NIMYHBIX YTUIUT WIH
NPUJIOKEHUH, HampuMmep, MyTeM MPUMEHEHHs YHUBEPCAIbHOTO MPOTPaMMHOIO CpEACTBa,
NPeHA3HAYCHHOr0 JUisi MH(POBAHMS W SIEKTPOHHON moxmuck (aiinos KpunmoAPM* (OO0
«udpossie TexHOMOTUNY). OTHAKO 3/1€Ch BAXXHO MMOMHUTD, YTO TAaKUE CEPTUPHUKATHI HE SIBISIOTCS
KBATU(UIIMPOBAHHBIMU U WX HCIOJB30BaHHWE HE MO3BOJISIET periarh KOHGIMKTHBIE CUTYallHH,
BO3HHUKAIOIINE ITPU 00OMEHEe KOH(UICHIIMATFHBIMUA JaHHBIMU, C TIOMOIIBIO CYy/Ia.

Ecmu ceprudukar Heodbxoaum aist nHGOPMAITMOHHOTO OOMEHA ¢ HE3HAKOMBIMH JIIOJIBMHU B
rJ100aTbHOM CeTH, CIeAyeT MCIONIb30BaTh TOJNBKO K8anUpuyuposanHulil cepmughuxam, co31aHHbIN

AKKPCAUTOBAHHBIM YIAOCTOBCPAIONIUM LEHTPOM 0o (I)e,[[epaJ'ILHLIM OpraHomMm HCIIOJIHUTEIbHOMN

! www.cryptoarm.ru
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BJIACTH, YIIOJTHOMOYEHHBIM B C()epe MCII0JIb30BaHMsI 3JIEKTPOHHON MOIIHCH.

OO0umit Mexanu3M (yHKIMOHUPOBAHUS cepTU(UKATOB 3aKitoyaercs B cienyromem. ITycts
UMEIOTCS JIB€ CTOPOHBI HHPOpMaMOHHOTO oOMeHa A u B, u TpeTbst ctopona Z (yaocTOBEpSIOMINIA
LEeHTp), KoTtopoil moepstoT A u B. Cropone A mpuHauIeKUT mnapa {KRA, Ky A}, rae Kga
OTKpBITBIA Kmou A, K, — cekpernbii kmod A. AnajnoruyHo, cropone B mpunamnexuT mapa
{KRB, KUB}, a cTopoHe Z — mapa KJrouei {KRZ, Ky, }

1. AGoHeHT A mochUTaeT 3ampoc Ha MOAMUCH CTOPOHE Z, yKa3blBas JIaHHBIC O ceOe U CBOM
OTKpPBITHIN KiIt04 Ky, .

2. CropoHa Z BeiaeT aboHeHTy A cepTuduKaT S, yCTaHABIMBAIOIINA COOTBETCTBUE MEKIY

Au Kg,. lanHblil cepTudUKAT CONEPKUT:
— OTKpPBITBIN Kitou Ky ;

— WIeHTU(DUKAIIMOHHBIC JaHHBIC a00HEHTA A,

— UJIeHTH()UKALMOHHBIEC TaHHBIE YIOCTOBEPSIONICH CTOPOHBI Z U €€ JIEKTPOHHYIO MOJITUCH
sign (S,K,,), mpeacraBismiounyr0 coOOH pe3yabTaT HPUMEHEHHUs XdOII-QYHKIUM K JaHHBIM
ceprudukara S, 3amndpoBaHHbIil ¢ HCIIONB30BaHUEM CBOETO CEKPETHOro Kitoua K, ;

— MHYI0 HH(pOpMaIuIio.

3. AGonenT A otmpasinsier aboHeHTy B cBoli cepTudukar S.

4. AGoneHT B mpoBepsieT 31eKTPOHHYIO TOAIUCH YOCTOBEPSIONIEH CTOPOHBI Z JUIs 4ero:

— CaMOCTOSITEIBHO BBIYMCISET XOMI-(QYHKIHIO OT IaHHBIX cepTudukara S;

— pacum(poBBIBaET AMEKTPOHHYIO Hoanuch Sign (S,K,) ¢ moMomipo BCEM H3BECTHOTO

OTKpbITOro Kitoua K, , MOIy4YuB TEM caMbIM IPYTYIO X3II-()YHKIHUIO;
— IPOBEPSIET PAaBEHCTBO BHIYUCICHHON U pacIM(PpOBaHHON X31I-() yHKIUH.
Ecnu nomyuenHble X31I-(QYHKIMK PaBHbI, 3HAYMUT, MOJMKUCH YIOCTOBEPSIOUIETo LeHTpa Z

JIOCTOBEpPHA, M 4YTO OTKPBITHIN Kirod Kg,, comepkammiics B ceprudukare S, AeWCTBUTEIHHO

NPUHAIEKUT A0OHEHTY A.

5. AnanoruuHbsIM 00pa3oM aboHEHT B momy4aer cBoii cepTuhUKAT y CTOPOHBI Z, TTOCIIE Yero
OTHpaBJIseT ero aboHEeHTy A, rje, Mocie MPOBEPKU €ro MOJIMHHOCTH, BOZMOXKHO ITOCIIETYIOIIee
MH(OPMAaLIMOHHOTO B3aUMOJieiicTBre Mexay aboHeHTamu A u B.

PaccmoTpuM nanHbIe npoliecchl 6osee moapoOHO.

MexaHu3M 3JIEKTPOHHOI moanucu. B ocHOBe MexaHM3Ma 3JIEKTPOHHOM MOJMHMCH JIEKAT
METOBI ACHMMETPUIHON KPUNTOTpapHH, PeaTH3yIONIHe IBa OCHOBHBIX MTPOIECCOB!

1) bopMupoBaHU€ IEKTPOHHON TOIIHUCH;
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2) MpoBEpKa AIEKTPOHHON TTOAIHCH.
B mpouenype ¢opmupoBaHUS 3IEKTPOHHONW MOANMCH B KaueCTBE HCXOIHBIX JaHHBIX

HCIIOJIB3YCTCA COO6HI€HI/IC M, KIIIOY SHGKTpOHHOﬁ noAIMnCHu KU " mapaMeTpbl CXEMBI BHGKTpOHHOﬁ

MOJNKMCH, OOIHMe A BCEX CyOBEKTOB HMH(opManuoHHOro oOMeHa. DPU3MYECKH DICKTPOHHAsS
MIOAIUCH TPEACTABISAET COOOM CTPOKYy OHMTOB, CTPYKTypa KOTOPOM 3aBHCUT OT KOHKPETHOI'O
MeXaHu3Ma (POPMHUPOBAHUS MOATHUCH.

Cxemaruyeckoe INpeACTaBIE€HUE MOANMCAHHOIO COOOIIEHUs MpPEJCTaBIeHO Ha puc. 3.5.
3necy pomosHstoniee noje «TekcT» MOoKeT, HampuMep, COAEP)KaTh MIAECHTH(PHUKATOPHI CyOBEKTa,

MO/IMMCABIIETO COOOIIECHUE, U/UITH METKY BPEMCHH.

Jononuenue

r )

-/

—

Coo0mrenne M DIeKTpoHHAs MOANUCh | Texcm

Puc. 3.5 — Cxema noanucasHoro cooONIeHuUs.

[TockonbKy MOANUCHIBaEMbIE JTOKYMEHTBI, KaK IPaBUJIO, MEPEMEHHOIO0 M JOCTaTOYHO
6ospIIOr0 00BEMa, B CXeMax 3JICKTPOHHOM MOMKCH MOIMUCH CTABUTCS HE HA CaM JIOKYMEHT, a Ha
3HAYEHHUE €ro XAII-()YHKIUH.

Xom-pyHkuus H sBisiercss oqHOCTOPOHHEH (QyHKIMEH, mpeqHa3sHaueHHON IS MOIy4eHUs
naiipkecta h (message digest) MCXOAHOrO MOAMKMCHIBAEMOrO COOOWICHUST M — OTHOCHTENBHO
KOPOTKOTO YHCJIa, COCTOSIIIET0 M3 (PUKCUPOBAHHOTO HEOOJIBIIOrO KoJimdecTBa OMTOB. JlalmxecT
h=H(M) sBasiercst cBOero poaa «OTHEYaTKOM MAaIbIIEB» BCETO JOKYMEHTA U MPEICTABISAET COO0H
C)KaToe MpeJCTaBICHUE JTIOKYMEHTA, CIOKHBIM 00pa3oM 3aBHCAIIEe OT HEro M He IMO3BOJISIONIEe
BOCCTAHOBUTB CaM UCXOJIHBIH JOKYMEHT.

Xom-pyHKIMs YyBCTBHTEIbHA K BCEBO3MOYKHBIM H3MEHEHHSM B TEKCTe coolmenus M,
oOiajaeT  CBOMCTBOM  HEOOPAaTMMOCTH, BBIYMCIHUTENBHOW  HEPa3pelIMMOCTH, a  TakKxKe
COIIPOTHBIIIEMOCTBIO KOJUTM3UAM (KOIU3Ueli Ha3bIBAIOT COBIAJCHUE JAalPKECTOB Il PA3IMUHbIX
JaHHBIX). Bee 3TH cBolcTBa 00ecneunBaloT IEI0CTHOCTh MOANKCHIBAEMOT0 JJOKYMEHTA.

Xom-pyHKIUS HE SBISIETCS YAacThIO aJrOPUTMa DJICKTPOHHOW MOIIMKCH, TOITOMY B CXeMe
MOJKET AJIEKTPOHHOM TOJIITICHA MOXKET OBITh MCITOJIb30BaHA JTF00ast Hale)KHasT XOI-(DyHKITHSL.

Cpenu 3apyOeXKHBIX aITOPUTMOB XAIIMPOBAHUS Hanbosee W3BECTHBIMU sABISAOTCS MDS un
SHA-1, a Taxke npumeamuii um Ha cmeny SHA-2. B Buay anropurmudeckoit cxoxectu SHA-2 ¢

SHA-1 u Hanmmuusg y TOCHETHEro MOTeHUIHUAIbHBIX Yys3BUMocTeil, B 2012 roxy Obul mpoBeneH
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KoHKypc HamumonanpHoro wHcTHTyTa CcTangaproB W Tex"ojorud (NIST) ©Ha HOByMO
kpunrorpaduueckyio xeur-pynkmuo «SHA-3», rae B kauectBe SHA-3 ObLT yTBEP)KICH AITOPUTM
XEUIMPOBaHUs nepeMenHor paspsanoctu Keccak (pa3mep xaiia Moxer cocraBisith 224, 256, 384,
512 6wur). Ha psaay ¢ HUM Takke M3BECTHBI (PMHAIKMCTHI JAHHOTO KOHKypca, anroputMbl: BLAKE,
Grostl, JH, Skein.

Cpenu  OTEYECTBEHHBIX QITOPUTMOB  XCIIUPOBAaHMA IIMPOKO HW3BECTEH CTAaHIApT
Bouucnenuss  xemr-¢pyakmuun  OCT P 34.11-94  «MudopmanmonHass  TEXHOJOTHSL.
Kpunrorpaduueckas 3amura uHGopmanuu. OyHKIMS X3MUPOBAaHU», 3aMEHEHHBIH ¢ 1 sHBaps
2013 roga ma 'OCT P 34.11-2012, a ¢ 1 utons 2019 roga va 'OCT 34.11-2018. JlanHbIi anroputm
Takke HocuT Ha3zBaHue «Ctpubor» (Streebog), XOTs B TeKcTe CTaHIapTa SBHO 3TO HE YIIOMHHACTCS,
U UMeeT pa3Mep xamia 256 u 512 owur.

CymectByeT 00JblIIO€ KOJIWYECTBO AITOPUTMOB 3JIEKTPOHHOM MOINKMCH, OCHOBAHHBIX Ha
aCUMMETPUYHBIX KPUITOCHCTEMAX, O HEKOTOPBIX U3 KOTOPBIX cooduianock B paszaene 3.3. Oauu u3
HUX ONHPAIOTCS HA CI0KHOCTH Pa3I0kKEHUs OOIBIINX YKCE Ha MPOCThIE MHOXKHUTEIH, IPYTrue — Ha
CIIO’)KHOCTB IUCKPETHOTO JIOTapU(PMHUPOBAHUS B OJJHON M3 KOHEYHBIX TPYIIIL.

PaccmoTpum oOmmii ciaydail cxembl (POPMUPOBAHHS U HMPOBEPKU 3JIEKTPOHHOM MOANUCH
0oJiee o 1poOHoO.

[Tycte umeetcst HekoTophlit oTnpaBuTenb A cooduienuss M. CtopoHe A mpuHAJIEKUT mapa

KJIFOUe {KRA, KUA}, rae Kq, — oTkphIThlil Kimod A, K, — cekpeTHblil kimod A. OTKpBITBIA K04

Kgrs (B cocTaBe cepTH(HKATa) PacChLIAETCS OCTANbHBIM YYaCTHHKAM MH()OPMAIMOHHOTO 0OMeHa

HJIN ACIACTCA NOCTYIIHBIM, HAITIPUMEDP, Ha Pa3ACIIsIEMOM PECYPCE. I[J'IH (I)OpMI/IpOBaHI/ISI BHGKTpOHHOﬁ

MOJUCH OTIpaBUTENh A ¢ TOMOIbIO XdUI-QyHKIMH Bbrumciasier maibkaect h=H(M)
HOJANKCHIBAEMOTr0O coolmmeHns M, mocne dero mmudpyer ero CBOMM CEKPeTHBIM KitouoM K, .
Honyuennoe mpu stom umucno E, (h) mpencrasnser coGoii >IEKTPOHHYIO TOMMACH JAHHOTO

COOOLICHHS, KOTOpasi MPUCOCIAMHICTCS K HEMY M OTIPAaBJIseTCs Ha aapec mosiydarens (puc. 3.6).
JUisg ynpouieHusl ONMChIBA€MOM MpoLEeAyphl B JAHHOM Cllydae Mbl OINyCKaeM CIEIyIOIIMHA 3a

MOAMUCAaHUEM TIpoliecC MU(POBAHUS MTEPEIaBAEMOT0 COOOIIECHUSI.
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Puc. 3.6 — Cxema dhopmMupoBaHus 3JIEKTPOHHOH MO ITHCH.

[Ipu mnpoBepke AJIEKTPOHHOW MOJIMCH IOJydareldb COOOIIEHMsI paciii(poBbIBAET

MPUHATBIA JaliJDKECT IOCPENCTBOM OTKpHITOro kitoda Kp, OTHpaBUTENs] B pe3ysbTaTe€ YEro

nonyyaercs aaiwkecr h=D,_(E,  (h)). Kpome Toro, nomyuarensb cam BBIYACIAET € MOMOLIBIO

KUA
XauI-QyKHIMKH oTrpaBuTens naitkect h'=H(M) npunsToro cooOlieHus U CPaBHUBAET €ro ¢
pacmudpoBaHHbIM gaipkectoM h (puc. 3.7). Ecam 3T ABa Jaiijpkecta COBIAIAOT, TO
ANEKTPOHHAsS TMOMINUCH SIBISETCA MOUIMHHON. B mpoTMBHOM ciiydae nu0O MOAMUCH MOAJENaHa,

1100 HapymcHa neJIOCTHOCTb IEPEAaHHOT'O COO6H_[CHI/IH.

[Tony4yennoe
cooO1ieHne

Anroputm | Haimxect h'
XOUIUPOBAHUS COOOIIEHHS

Coob6menne M
Om omnpasumens

OneKTpoHHas
HOJMUCH

. | PacindpoBsiBanue _ | Pacimadpposanmbiit
Dra(Exu(h)) naimxkect h

Ja

OTKpBITHII KITI0Y
ornpaBurens Kga

Puc. 3.7 — Cxema npoBepKH 3JIEKTPOHHOMN MOMHUCH.
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[Tomemnaemast B moanuchiBaeMblid (aitst (Wi B OTACIBbHBIA (DAl JIEKTPOHHOMN TOJITHCH)
CTPYKTypa ODJICKTPOHHOW TMOAMUCHA OOBIYHO COJNEPKUT JOMOJTHHUTEIbHYI0 HH(OPMAIIHIO,
OJTHO3HAYHO WJICHTU(UIMPYIONIYIO aBTOpa IMOAMHCAHHOTO JIOKYMEHTa. JTa HWHpOpMAIusI
n00aBiseTCsl K JOKYMEHTY 10 BBIYMCICHUS JJICKTPOHHOW TMOJIUCH, YTO oOecreyuBaeT e¢
1IeT0CTHOCTD. Kakiast moAnmuchy CoIepKUT CICTYIONTYI0 HH(POPMAITHIO:

— JaTy NOAMUCH;

— CPOK OKOHYAHUS JECUCTBUS KJIK0Ya JAHHOU MOJINCH;

— uH(}OopMaIIO O JIMIIE, MOAIUCABIIEM JOKYMEHT;

— UM OTKPBITOTO KIII0Ya;

— COOCTBEHHO MOJIHCH.

[TpoBeputh chopMHpPOBAHHYIO MOMIMUCH MOXKET JHO00E JIUIIO, MOCKOJBKY KITFOY MPOBEPKU
MOAMMUCH SIBIIIETCA OTKPBITBIM. Ilpu 3TOM ecnu mosydarenss HHTEPECYET, HE SBIIAETCS JIU
MOJIyY€HHOE COOOIICHHE MOBTOPEHUEM OTIIPABICHHOTO WM HE OBLIO JIM OHO 33/IepKaHO Ha MYTH
CJIEJIOBAHMUSI, TO OH JIOJKEH MPOBEPUTH JATy U BPEMsI €r0 OTIPABKU, a MPY HATTMYUU — MTOPSAKOBBIMA
HOMED.

Buabl 3nekrponnoii moanucu. denepanpHbiii 3akoH N 63-D3 onpenenser aBa Buua
3JIEKTPOHHBIX MOJNUCEN — MPOCTasi U YCUJICHHAs 3JIEKTPOHHAs MOANKCH. Y CUJIEHHAs AJIEKTPOHHAS
MOJIITMCH B CBOIO OYEPE/Ih PA3IMYACTCS KaK HEKBATU(UITUPOBAHHAS M KBATH(PUIIPOBAHHAS.

Ilpocmas snekmpoHHasi noOnucs, — 3TO AJICKTPOHHAS TOJIKCH, KOTOpPasl MOCPEACTBOM
HCIIOIb30BaHUs KOJOB, IMApOJICH WM WMHBIX CPEICTB MOATBEpkAAcT (GakT (OPMHUPOBAHUS
AJIEKTPOHHOW MOAMHUCH OINpEeAeTeHHbIM JUIOM. [IpruMeHeHne Takod MOANHMCH Il MOANHCAHMS
JIOKYMEHTOB, COJIEPKAIIUX CBEJIEHHUS, COCTABIISIONINE TOCYAApPCTBEHHYIO TailHy, HE JOIYCKaeTCsl.

Hexsanuguyuposannas >nekTpoHHas TOAMUCH — TO IJIEKTPOHHAS TOJAIMKCH, TIOJTYYCHHAS B
pe3ynbTaTe Kpunrorpapuueckoro mnpeodpazoBaHus HHDOpPMAIMM C HUCIOJB30BAHHEM KIIHOYa
ANEKTPOHHON TMOAMKMCH, U TIO3BOJSIONMIAS UACHTH(PHUIIMPOBATH JHUIIO, MOAMKUCABIIEE AOKYMEHT, a
TaKke OOHAPYKUTH (DAKT BHECEHUS U3MEHEHUN B TOKYMEHT TOCJIE MOMEHTA €0 MOAMUCaHUsI.

Ksanuguyuposannas  >neKTpOHHAass  TOAMKUCH  COOTBETCTBYET  BCEM  IpHU3HAKAM
HEKBaTM(UIMPOBAHHON MOJMKUCH C T€M OTIMYMEM, YTO KU MPOBEPKU IIEKTPOHHOW MOMIMUCU
yKa3bIBaeTCsl B KBATU(UIHMPOBAHHOM CepTHU(UKATE, a JUIsl CO3AAHHS W MPOBEPKH AIEKTPOHHON
MOAMKUCH  HWCIIONB3YIOTCS  CPEACTBAa  JJEKTPOHHOM  TOMAMHMCH, WMEIONUE TOATBEPKICHHE

COOTBETCTBHA Tpe6OBaHI/I$IM, YCTAHOBJICHHBIM B COOTBETCTBUH C CDC}IGpEU'IBHBIM 3aKOHOM.
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3.8 KpunronpoBaiiaepsl

Kpunmonposaiioep (Cryptography Service Provider, CSP) — 3to mporpaMMHBIA WM
POrpaMMHO-AIMAPaTHBI ~ KOMILJIEKC,  IO3BOJSIONIMKA  OCYIIECTBISAITH  KpHUITOrpadudeckue
onepauu (mudpoBaHue, 3JIEKTPOHHAS MOAMNKNCH M IMp.) B ONepanuoHHON cucteme. MHbIMU
CIIOBaMH, 3TO MOCPEAHHK MEXIYy OIEpallMiOHHON CHUCTEMOW M MPOTrPaMMHBIM WJIM alllapaTHbII
KOMILJIEKCOM, B3aMMOJCHCTBYIOLIMM C TOJb3oBareneM. B omepannoHHbIX cuctemax Microsoft
yIpaBlieHUEe KOMIUIEKCOM MPOUCXOANT ¢ momotbio uaTepderica CryptoAPI, conepxkamero Habop
byHKIHH, peanu3yronux 0a30Bble  KpunTorpaduyeckue mpeoOpa3oBaHus, padboOTy C
ceprupukaramu  X.509,  kpuntorpapuyecKuMu  COOOIICHHUAMHU UM MHOJACPKHUBAIOIINX
uH}pacTpyKTypy OTKphITHIX Kirouei (Public Key Infrastructure, PKI).

Bee Bepcum omnepaumonnoit cucremsl Windows, naumnas ¢ Windows 2000, umeroT
BCTpPOEHHBIH KpunTonposaiiep Microsoft Base Cryptographic Provider, omHako ucmosb3yeMbie
UM alNrOpUTMbl HE CepTUGUIUPOBAHBI W Ha TMPAKTUKE JUIs OOECHeueHHUs 3alIUIIEHHOTO
JOKYMEHTOO0OpOoTa B pse ciaydaeB TpeOyeTcs NMPUMEHEHHUS CHEeLMATU3UPOBAHHBIX BHEIIHUX
KPHIITOIIPOBANAECPOB.

[TpuBeneM KpaTkuil mepedeHb HEKOTOPBIX MOMYJSPHBIX POCCHMCKHX KPUIITONPOBAiiIepOB,
MIpUMEHsIeMbIe Ha MTPAKTUKE Ha MOMEHT M3JIaHusl JaHHOro yueOHoro nmocoous. C Gonee moapoOHoi
W aKTyallbHOW HH(OpManuel o HUM MOKHO O3HAKOMHTBHCS Ha BeO-pecypcax pa3pabOTUHKOB.

Kpunmollpo CSP' — xpunronposaiinep ot ogsomMerHoil kommannn OO0 «KPUIITO-
ITPO», obecneunBaroiuii Bech HAOOP KpUnTorpadhuyeckux npeoOpazoBaHUl U MOAAEP)KUBAIOIINN,
HapsAy ¢ POCCUMCKMMH, Takxke 3apyOexHble kpunrorpaduueckue anroputmsl (RSA, ECDSA). B
npoaykTtoBor nuHelke «Kpunrollpo», moMuMo TOAAEPKKMA KIACCUYECKHMX TOKEHOB W JIPYTHX
MAacCUBHBIX XpaHuiuil cekpeTHbIx Kiatoder (Kpunrollpo CSP) takke peann3oBaHa BO3MOXHOCTh
UCMOJb30BaHUS KJIIOYEH, XpaHALMXCcsS Ha oO0mauHOM cepBHce, uepe3 uHTepdeiic CryptoAPI
(KpunTollpo DSS) u noanepxxku Hocuteneil c¢ HeusmiekaemMbiMu kitoyamu (Kpuntollpo ®KH
CSP/Pyroken CSP).

Bep6a-OW? —  kpurronpoBaiinep, paspaboranubii  3AO  «MOCKOBCKOE OT/IENCHHE
[TeH3eHCKOTO HAy4YHO-MCCIENOBATENbCKOTO JIIEKTpOoTeXHUYeckoro uHcTHTyTay (MO ITTHUDN),
BKJIIOYAIOIIUI JUHAMUYecKue OMOIMOTeKH, MpeJHa3HAaYCHHbIE JJIS BCTPAWBaHUS B NPHUKIAIHOE
IporpaMMHoOe oOecredeHrne, ¢ BO3MOXKHOCThIO HIu¢poBaHusa ¢ailioB u olnacTel onepaTuBHON
namsTd, (GOPMUPOBAHUS U TMPOBEPKH DJIEKTPOHHOM MOJMUCH B COOTBETCTBUU C POCCUHUCKUMU

CTaHJapTaMHu.

! www.cryptopro.ru
2 www.security.ru
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ViPNet CSP' - KpunrornpoBaiiaep, paspadoranueii  OAO  «MHPOTeKC» u
cepruduuupoBanubiii ®Ch Poccun, obecnieunBaronnii BEI30B KpUNTOrpaguyecknx (QyHKIUN U3
pa3NUYHBIX NPHIOKEHUH Microsoft m Apyroro mporpamMMHOrO o0OecneueHHs], HCIOJIb3YIOIIEro
unrepgeiic CryptoAPI 2.0. IlognepkuBaer Bce pOCCHUHCKHE KpUNTOrpapUYECKHUe CTaHIAPTHI, a
Takke padoTy C 3JEKTPOHHBIMH KJIFOUAMU Ha Pa3IMYHbIX BHEITHUX YCTPOMCTBAX.

Signal-COM CSP? — kpurronposaiigep ot komnanun «Curaan-KOMy, oGecrednBaroLit
JOCTYI K Pa3IUYHBIM KPUNTOTPpahUIECKUM aIrOpUTMaM M3 MOJIb30BATEIBCKUX MPUIIOKEHUHN Yepe3
ctaHgapTHeI Kpuntorpadudeckuii uHTepdeiic CryptoAPl 2.0. OcymiecTBiaseT MOIIEPKKY
MEXIyHApOAHBIX CTAaHAAPTOB M PEKOMEHIanui B obsactu 3amuThl uHGopManuu (X.509, PKIX,
PKCS, CMS), a Takke BCEX POCCHUCKMX KPHUNTOTpaUUYEeCKHX alropuTMoB, oOecreyrBaeT
MOJIEPIKKY PA3IMIHBIX TUIIOB KIFOYEBBIX HOCUTENCH M KPUNITOTPahUISCKIX TOKECHOB.

LISSI-CSP® — kpunromnposaiiep ot kommanuun OO0 «JIMCCU-Codty», sBastouiuiics
Hagctporikoi Han CK3U  «JIMPCCJII-CSP» u 1O3BOJSIOMIMKA  HCIIOJIB30BAaTh POCCHMCKUE
KpunTorpaguueckue ajaropuTMbl B OIEPAlMOHHBIX cHcTeMax Microsoft depe3 craHmapTHBIC
untepoeiicer  (CryptoAPI, CAPICOM, MSXML, SSPI, Certificate Enrollment Control).
[Tonnep>kuBaeMble TPAKTUUECKHU BCE TUIIBI KIFOUYEBBIX HOCUTEINEH, BKIIIOYAsi TOKEHBI C almapaTHON

peanu3anuei pocCUiiCKol Kpumnrorpadum.

L www.infotecs.ru
2 www.signal-com.ru
3 www.soft. lissi.ru
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4 IIPOT'PAMMHO-AIIITAPATHBIE CPEJCTBA
CETEBOW 3AIIIUTHI THO®OPMAIIUH

ABTOMaTHU3MPOBaHHBIE HMH()OPMAIMOHHBIE CHUCTEMBI OOJIBIIMHCTBA KOMMEPYECKUX U
rOCYJapCTBEHHBIX OPraHH3alii MOTYT OBITH CBSI3aHBI MEXAY COOOW CETEBBIMU COCIUHECHHSIMH B
npenenax OJHOM OpraHu3aluy, MEXIY Pa3iUYHbBIMU OpraHH3alMsIMH, MEXAY OpraHu3alueii u
HEOTrPaHUYCHHBIM KPyroM Jinil. [Ipy 3TOM eci JIoKaJibHasi CETh OpraHU3alMy WM TIEPCOHATBHBIN
KOMITBIOTEp MOJIb30BATENsl UMEIOT BBIXOA B CeTh VIHTEpPHET, TO KOJIMYECTBO Yrpo3 0€30MacHOCTH
YBEJIMYMBACTCS B JICCATKH pa3 10 CPABHEHUIO C H30JIMPOBAHHOW CEThIO WM KomIbloTepoM. K
HEePEYHI0 HanOOoJIee TUIMYHBIX CETEBBIX YIPO3 OTHOCSATCS: CETEBBIC BHPYCHI, HONBITKH BHEIIHETO
NPOHUKHOBEHHS B CUCTEMY (KCIIOJIb3Ysl MOJOOPAHHBIA WIIM TIEPEXBAUCHHBIN MApPOJib, YSI3BUMOCTH
NPOrpaMMHOr0 OOECIIEYEeHUsSI M IIp.), MEpeXBaT M IMOJMCHA JaHHbBIX, MepPEeIaBaeMbIX B CETh WJIH
NOJTy4aeMbIX U3 ceTH. Cpean CyIIECTBYIOIIUX CPEICTB U METOJOB CETEBOW 3aIIUTHI MH(POPMAIUN
BBIJICIISIIOT MEXKCETEBbIC OJKPaHbl, BHUPTYalbHbIC 4YACTHBIC CETH W CHCTEMbl OOHApYyKCHHUS
BTOp)KEeHHH. VX coueranue, obecrednBaroniee KOMIUIEKCHYIO 3allUTy OT CETEBBIX YIpo3,
OOBEAMHSIOT B paMKax MOHSTHS «IUT03 Oe3omacHocTH» (Security gateway) — Touku CoeaMHEHHs
MEXIy CETSIMH, MEXKIy CErMCHTAMH CeTeil WM MEXIy NPOrPaMMHBIMH TPHIOKCHUIMH B
Pa3IMYHBIX JOMEHAaX Oe30MacCHOCTH, MPEJHA3HAYCHHOW [UIS 3allUThl CETH B COOTBETCTBHU C

CYIIECTBYIOIICH MOJIMTHKON Oe3omacHocTH [6].
4.1 TexHo10rMN MeKCETEBBIX IKPAHOB

4.1.1 TlonAaTHe MEKCETEBOr0 IKPaHA

Me:xcereBoii 3kpan (firewall) — 510 crmenman3MpoOBaHHBI KOMIUIEKC MeEXKCETEBOM
3aIIUThI, OCYILECTBIISIOUINI KOHTPOJIb U (PUIBTPALMIO MTPOXOASIIMX Yepe3 HErO CETEBBIX MAKETOB
Ha pa3IMYHbIX YpoBHX Mozenu OS] B COOTBETCTBUHM € 331aHHBIMU TipaBuiamu. [lox gurempayueii
MIOHUMAETCA MpOLEecC MpUeMa WM OTKJIOHEHHS IOTOKOB JaHHBIX B CETH B COOTBETCTBUU C
OTIpeIeIEHHBIMU KPUTEPUSIMHU.

[TpuBenem Ttaxke ompeaenenue cormacio ['OCT P HMCO/M3BK 27033-1-2011
Nndopmannonnas texnosnoruss (MUT). Meronsl u cpeacrtBa obecneueHHs O€30MACHOCTH.
bezonacuocth cereit. Yacth 1. O030p ¥ KOHIICTIITN:

Mesiccemesoti sxpan — 310 Buj O0apbepa 6€30MaCHOCTH, Pa3MEIIEHHOTO MEXKY Pa3IUYHbBIMU

CCTCBBIMU CpCAaMu, COCTOAIICTO U3 CIHCHHUATIU3UPOBAHHOTO yCTpOﬁCTBa UM COBOKYITHOCTHU
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HECKOJIbKMX KOMIIOHEHTOB M TEXHMYECKHX IMPUEMOB, 4€pe3 KOTOPBIM JOJKEH IPOXOJUTH BEChH
Tpaduk U3 OAHOM ceTeBO cpeabl B JPYryl0 M, Ha00OpOT, MPH 3TOM IHPOITYCKACTCS TOJIBKO
aBTOPHU30BAaHHBIN TpapHK, COOTBETCTBYIOIINN MECTHOM MOJUTHKE O€301IaCHOCTH.

B o0uiem citydae MexxceTeBON 3KpaH MO3BOJISET pa3JesiuTh OOMIYIO CeTh Ha JBe Wiu Oolee
yacTel M peaqu30BaTh YCIOBUS MPOXOXK/IEHUS MMAKETOB C JAHHBIMU U3 OJIHOM 4YacTu oO0IIel ceTu B
APYTYIo.

Hapsiny ¢ TepMHHOM «MEKCETEBOM JKpaH» Ha MPAKTUKE TAKKE IIUPOKO MPUMEHSIOTCA
TEPMHHBI, 3aIMCTBOBAHHbBIC U3 HEMELIKOTO U aHTJIHMICKOro S3bIKOB — «Opanamaysp» (brandmauer)
u «patiepBony (firewall), cooTBeTCTBEHHO.

Me:xceTeBble 3KpaHbl KMCHOJIB3YIOTCS B KAyeCTBE IEPBOM JIMHUU 3alllUThl CETEH U
pa3MeIaTcs MEXAY 3allUIaeMOld BHYTPEHHEH CEThI0 (Hampumep, KOPHOpaTUBHOM (JIOKAJIbHOM)
CEeThIO MPENPHUITHSI), HA3bIBAEMOW TaK)Ke MHTpaHET (intranet), U MOTEHIIMAIBFHO OMACHOW BHEIIHEH

(rmo6ansHO) ceThio MuTepHeT (puc. 4.1).

OTtkpbITast 3amuiaemas
BHCIIHAA CETh BHYTPCHHASA CETh

/\

CepBepbl

\ 4
A

KinenTsr

CepBepbl

N

Puc. 4.1 — Cxema noAKIIOYEHUST MEKCETEBOTO IKPaHa.

K oCHOBHBIM 3a71auaM MEKCETEBOT0 IKPaHa OTHOCATCS:

1) orpanuyeHue 10CTyna BHEIIHUX (IO OTHOILIEHHIO K 3aIIMIIIAeMON CeTH) MOoJIb30BaTeNel K
BHYTPEHHUM pecypcam KopnopaTUBHOM ceTH. K TakuM mosib3oBaTensiM MOTYT ObITh OTHECEHBI
MapTHEPHl, yAaJCHHbIE [0JIb30BATENIH, 3J0YMBIIUIEHHUKH, a TaKXe COTPYAHHKU CcaMoi
OpraHu3alH, TBITAIOIIKE MOTYYUTh JOCTYI K cepBepaM 0a3 JaHHBIX, 3aIIUIIAEMbIX MEXCETEBbIM
9KpaHOM;

2) pasrpaHHuY€HHE JOCTyla I0JIb30BaTeNell 3alluiaeMOld CEeTH K BHEIIHMM pPecypcaMm.
Pemenue 3Toii 3a1auu O3BOJISET, HAIPUMED, PETYIUPOBATH JOCTYI K CEpBEpaM, He TPeOyIOmUMCs

IS BBITTOJTHEHUSI CITY>)KEOHBIX 00s3aHHOCTEH.
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OpraHu3allMOHHO MEXCETEBOM HKpaH BXOAUT B COCTaB 3alllMIAEMOM CETU M BCE
B3aHMO,Z[eI>'ICTBPI$I MG)KIIy CCTAMU HOJIXKHBI OCYH_[eCTBJISITI:CSI TOJIBKO qepe3 HErO. HpI/I 9TOM IIO CXEMC
ITOOKJIIFOUCHUS MCKCETCBBIX 3KpaHOB BBIJICIISAIOT .

— CXEMY €JIMHOH 3aIlIUThI CETH,

— CXEMY C 3aIlIUIIAEMbIM 3aKPBITHIM M HE3aITUIIIAeMbIM OTKPBITHIM CErMEHTAMU CETH;

— CXEMY C pa3/IeJIbHOM 3alUTON 3aKPBITOTO U OTKPBITOIO CETMEHTOB CETH.

4.1.2 Knaccupukauusi MesKceTeBbIX IKPAHOB

Enunoli u oOmenpu3HaHHON KJacCU(PUKALMU MEXKCETEBBIX HSKPAHOB 1O CHUX IIOp HE
CYIIECTBYET, IOITOMY BO3MOXKHBI Pa3iIMUHbIE CXEMbI MX KJIAaCCHU(UKALNHU, OTIIMYAIOIIUXCS TUIIOM
kpurepus [32].

Ilo cnocoby peanuzayuu pa3znuyarOT: OPOrpaMMHBIE U MPOrpaMMHO-aNIapaTHbIE
MEXKCETEBbIE KPAHBI.

Ilo oxeamy Konmpoaupyemvix NOMOKO8 OaHHbIX BBIIEISIOT:

— TpaJAULIMOHHBIA MEXKCETEeBOM HKpaH (IpOrpaMMHBIA WIM MPOTrpaMMHO-aNapaTHBI),
yCTaHaBJIMBAaEMbIi Ha I1LTI03€ (CepBepe NepeAaroneM TpapuK MEXIY CeTIMH) U KOHTPOJIUPYIOIIUI
BXOJAILIME U UCXOJAIINE TOTOKHA JaHHBIX MEXKIY IOJKJIIOUEHHBIMU CETSM;

— IEPCOHAJIbHBIN MEXCETeBON AKpaH (KaK MpPaBUIIO, IPOrPaMMHBI), yCTaHABIMBAEMbIH Ha
OTJeNIbHON pabouell CTaHIMU U IpeaHazHadeHHbIN 11 3amuThl oT HC/I Tonbko eé€.

— pacmpeieseHHbI MeXCeTeBOW HKpaH, NPEeACTaBIAIOMUN co00il LEeHTpanu30BaHHO
YIIPABISIEMYIO COBOKYITHOCTb CETEBBIX MUHHU-DKPAHOB, 3ALIMILAIOIIMX OTAEIbHBIE KOMIIBIOTEPHI
CETH.

I1o ucnonvzyemon mexnos02uu BBIACIAIOT MEKCETEBBIE DKPAHBI:

— KOHTpOJIS COCTOSIHUSA TpoToKoia (stateful inspection);

— Ha OCHOBE MOJlyJIeil TOCPETHUKOB (Proxy).

Ilo gpynxyuonuposanuio na yposmsx mooeau OS| paznugaror:

— HaKeTHBIA QUILTP (3KPAHUPYIOLIUN MapUIPYTHU3aTOP);

— MEXCETEBOM IKpaH CEaHCOBOTO YPOBHS (3KpaHUPYIOIIUI TPaHCIIOPT);

— MEXCETeBOM IKpaH MPUKIIAJTHOTO YPOBHs (IKPAaHUPYIOIINH 11ITI03);

— ME)KCETEBOI 3KpaH HKCIEPTHOTO YPOBHSI.

Takke K KJacCy MEKCETEBBIX KPAHOB MHOTIa IPUUUCISIOT ynpasiiemvle KOMMYmamopbl,
MOCKOJIBKY OHM OCYILECTBIISIIOT (DPUIBTpALMIO TpaduKa MEXIy CeTIMH WM y3i1aMu ceTh. OpHako
OHU (PYHKIIMOHUPYIOT Ha KaHAJIbHOM YPOBHE M Pa3JeNAioT TpapuK B paMKax TOJIBKO BHYTpEHHEH

CEeTH, BCIEACTBHE YEro He MOTYT ObITh UCIOJB30BaHbI JIIsl 00pabOTKHU Tpaduka U3 BHEUTHUX CETeH.
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Tem He MeHee, JaHHOE PEIICHHE MOKET ObITh JOBOJIBHO PEHTA0ENBHO MPH peau3aliy MOJIUTUKU

0€30MaCHOCTH B PaMKax KOPIIOPATUBHON CETH.

4.1.3 Ctpykrypa 1 QyHKIMH MeKCETEeBOr0 IKpaHa
OuibTpalysi MOTOKOB JAaHHBIX COCTOMT B HMX BBIOOPOYHOM MPOIYCKaHUHM uepe3 3KpaH,
BO3MOJKHO, C BBIIIOJIHEHHMEM HEKOTOPBIX MpeoOpa3oBaHuM. JlaHHBIN MPOIECC OCYIIECTBISIETCS HA
OCHOBE Ha0opa MpeIBAPUTEIBHO 3arpyKEHHBIX B MEKCETEBOW IKPaH MPaBUII, COOTBETCTBYIOIIUX
MIPUHSATOMN MOJIUTUKE 0€30MacHOCTU. B CBSI3U ¢ 3TUM MEKCETEeBOM 3KpaH yAOOHO MPEACTaBIATh KaK

[I0CJIEIOBATEIBHOCTD (DUIBTPOB, 00pabaThIBAOIINX HHPOPMALIMOHHBIH MOTOK (pHcC. 4.2).

MexceTeBoi aKpaH

Dunerp 1 Dunprp N
BnokuposaHue BnokuposaHue
NOTOKa AaHHbIX nNoTOoKa JaHHbIX
O6paboTka oT O6paboTka o1

UMEHW nonyyaTtens VMEHW nony4arens

OTKpbITas
BHELUHAA
cetb

MNepepaya Ha
cnepylowmin GunbTp

MNepepaya Ha
cneaylowmnin dunsTp

A 4

3awmwaeman
BHYTPEHHAA
ceTb

I
]

MNMponyckaHue MNponyckaHue
HononHuTtenbHble dononHutenoHble
aencTeuns nencrTeus

Puc. 4.2 — CtpykTypa MeKCeTeBOro 3KpaHa.

Kaxxapiii u3 GpuiabTpoB MpeHa3HaueH AJI MHTEPHPETalui OTENbHBIX MpaBUil GUIbTpaLun
IyTeM BBIMOJIHEHHUS aHaiau3a HWHQOpPMAlUMU N0 3aJaHHBIM B HHTEPHPETHPYEMBIX MpaBHIIAX
MepuTepusM (HampuMmep, 1Mo ajJpecaM MoyydaTeis U OTIPaBUTENS UM MO TUILY NMPUIOKEHUS, Ui
KOTOpOro 3Ta MHpopMalus NnpeaHasHau€Ha) U MPUHATHE HA OCHOBE MHTEPIPETUPYEMBIX MPaBUI
OJHOrO pemeHuil. K npuHMMaeMbIM peIeHnsM OTHOCSATCS:

— OJIOKMPOBKa MOTOKA JTAHHBIX (HE MPOIMYCTUTD JaHHBIE);

— 00paboTKa TaHHBIX OT UMEHH MOJTydaTest U BO3BPAT pe3yJsibTaTa OTIIPaBUTEIIO;

— Tepeiaya JaHHBIX Ha CIEeAYIOMUN GUIbTP A IPOJOHKEHUS aHaIH3a;

— IIPONYCK JaHHBIX, UTHOPUPYS CIEAyIOMNe (QUIbTPHI.
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Hcnonb3yemble KpUTEPUH aHAIHM3a UH(YOPMAIIMOHHOTO IIOTOKA 3aBUCAT OT YPOBHEH MOJENN
OSI, Ha KOTOPBIX OCyIIeCTBIAeTCS GUIbTpaus. B ux kauecTBe KPUTEPHEB MOT'YT MCIIOJIb30BAThCS:

— cimyeOHbIe TSI TAKETOB COOOIICHUH, CoJepKallie CeTeBbIe aapeca, HICHTH(PUKATOPHI,
azpeca MHTEepQecoB, HOMepa OPTOB U APYrHe 3HAYUMBbIE JAHHBIE;

— HEMIOCPE/ICTBEHHOE COJIEPKUMOE I1aKETOB COOOILIEHHH, MpoBepsieMoe, Hamlpumep, Ha
HaJIM4ue KOMIBIOTEPHBIX BUPYCOB;

— BHEIIHHE XapaKTepUCTHKH IOTOKa HH(popManuu (Hampumep, BpPEMEHHBIC W/WIN
YaCTOTHBIE XapaKTEPUCTUKH, OOBEM JAHHBIX U T.1I.).

Taxke mnpaBuna QUIBTPAMM MOTYT 3aJaBaTh JONOJHHUTEIbHBIE JEHCTBUS, KOTOpbIE
OTHOCATCS K (YHKIUSAM TOCPEAHUYECTBA, HAmpuUMep, NpeoOpa3oBaHUE MaHHBIX, PETUCTPAIUS
COOBITUH U JIp.

@YHKIIMM NOCPEAHUYECTBA MEKCETEBOM JKpaH pEaJU3yeT C IIOMOIIBIO CIEIMAIbHBIX
IIPOrpaMM, Ha3bIBAEMbIX DKPAHMPYIOIIMMH areHTaMH WX NIPOrpaMMaMHU-IIOCpEeAHUKaMU. J[aHHbIE
[IPOrpaMMbl  3alpPELIAlOT HEMOCPEACTBEHHYI0 Iepeady COOOIIEHUH MeX1y BHEIIHEH U
BHyTpeHHel cersimu. [lpu mepemaue mHpopManuum uYepe3 MEXKCETEBOM 3KpaH IE€PBOHAYAIBHO
YCTaHABIIMBAETCSl  JIOTUYECKOE COCIMHEHUE C IPOrpaMMOM-TIOCPENHUKOM, IIPOBEPSIOLICH
JOIYCTUMOCTb  3alpOILIEHHOI0 MEXXCETEBOI'0 B3aUMOJEHCTBUSA, W IIPU €ro  paspelleHun
YCTAaHOBJICHUHM OTAEJIBHOIO COEAMHEHUs ¢ TpeOyeMbIM KoMIbloTepoM. Jlanee MHPOpMaIIMOHHBINH
OOMEH MEXIy KOMIBIOTepaMH BHYTPEHHEH M BHEIIHEH CceTell OCYIIEeCTBIACTCS uepes3
IIPOrPaMMHOTO IOCPEAHMKA, BBINOJIHAIOLIETO pa3InyHbIe 3alUTHbIE QYHKIUU. MexceTeBol IKpaH
C MOCPETHUKAMU TO3BOJIET TAK)KE OPraHU30BbIBATh 3allIUTHBIE BUpTyaibHble ceTd VPN.

[Tomumo Qynkumi QuiupTpauuu Tpaduka U MOCPETHUUYECTBA COBPEMEHHBIE MEXKCETEBBIE
9KpaHbl TO3BOJISIOT PEaIU30BBIBATH PsIi APYTUX BaKHBIX (QYHKIUM 00ecredeHus 3aluThl
nepuMeTpa BHYTPEHHEN CETH:

— JICHTU(DUKALIUIO M ayTeHTU(PHUKALMIO [T0JIb30BaTENCH;

— TPAHCIISILIUIO CETEBBIX aJPECOB;

— PETUCTPAIIUIO COOBITHIA.

Hoenmugurxayua v aymenmuchuxayusi  nonvsoéamenei  OCYIIECTBISIOTCA — IPH
peabsBICHUH OOBIMHOTrO MeHTHU(UKaTopa (MMEeHH) U maposs. [Ipu 3ToM Ui mpeaoTBpalieHus
HCJl myrem mepexBaTa CETEBBIX NMAKETOB IapOJib CIEAyeT TepeaaBaTh depe3 OOIIeTOCTYITHBIC
KOMMYHHKAIIMM TOJbKO B 3aliM(poBaHHOM BUJE. boiee HaZeKHBIM METOJOM ayTEeHTH(PUKALUU
ABIISICTCA HCIOJIb30BAaHUE OJTHOPA30BBIX Maposied WM HU(POBBIX CEPTHU(PHUKATOB, BbIJABAEMbIX
JIOBEPEHHBIMU OpraHaMH, HallpUMep LEHTPOM paclpeleieHHsl KIoueld. bolbIIMHCTBO TporpaMm-

MMOCPETHUKOB pa3pabaThiBaeTcs TaKUM 00pa3oM, YTOOBI TOJIb30BATENh AayTEHTU(DHUITUPOBAIICS
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TOJILKO B Hayalle ceaHca paboThl ¢ MeXceTeBbIM dKpaHOM. Ilocie 3Toro ot Hero He Tpelyercs
JOIIOJIHUTCIIbHAA aYTeHTI/I(I)I/IKaHI/IH B TCYCHUC BPCMCHHU, OIPCACTIACMOTI0 aIMUHHUCTPATOPOM.
Tpancaayus 6HympeHHux cemesvix aopecos NMPUMEHSETCS UIsl CKPBITHUS aJpecoB pabounx
CTaHIIM, a TaKXe TOMOJOrUM Bcel ceTu. JlaHHas GyHKIUS peanu3yercs MO OTHOIIECHUIO KO BCEM
MakeTaM, CJIeIyIOIIMM U3 BHYTPEHHEW CETH BO BHEIHIOKO IS YEro BBIMOJIHSAETCS aBTOMaTHUYECKOe
npeoOpazoBanue [P-agpecoB KOMIBIOTEPOB-OTIIpaBUTENCH B onuH [P-aapec MexceTeBoro 3kpaHa

(puc. 4.3).

Nutepner @

MapiupyTtuszarop

184.56.5.12

MeskceTeBor
JKpaH

183.157.3.212

KommyTrarop

~
y&

183.157.3.210 183.157.3.201

183.157.3.110 183.157.3.105

Puc. 4.3 — TpaHcnsmust ceTeBbIX aApECcOB.

TpaHcngauuss BHYTPEHHHUX CETEBBIX aJPECOB MOXET OCYIIECTBISATh JUHAMUYECKH WIIU
CTaTU4YeCKU. B mepBoM ciydae aapec BBIAENAETCA Y37y B MOMEHT OOpaIIeHHUS K MEXKCETeBOMY
JKpaHy, a TOCJe 3aBEpIICHUsI COCIMHEHUS apec OCBOOOXKIACTCS M MOXKET OBITh MCIOJIb30BaH
mO00BIM  IPYTUM  y3JIOM KOpHopaTUBHOM cethu. Bo BTopoM ciyudae ajpec y3ia Bcerjaa
MPUBSA3BIBAETCA K OJHOMY aJIpeCy MEXKCETEBOI0 YKpPaHa, U3 KOTOPOIO MEPENAIOTCA BCE UCXOAAIIUE
nakeTsl. B pe3ynprare Bce HCXOASIINE U3 BHYTPEHHEN CETH MAKEThl OKa3bIBAIOTCS OTIPABICHHBIMU
MEKCETEBBIM 3KPAaHOM, YTO HCKJIIOYAET MPSIMOM KOHTAKT MEXKIY aBTOPHU30BAHHOW BHYTPEHHEH
CETHIO U SABJISIOLICHCS MOTEHIHMAIBHO OMMACHON BHEIIHEW CETHIO.

Kpome moBeimeHus: 6€30MacHOCTA TPAHCISAIUS aIPECOB TAKXKE MO3BOJSET UMETh BHYTPHU
CeTH COOCTBEHHYIO CHCTEMY aJpecallid M pasperraer MnpodJeMy pacliupeHus aapecHOTO
IIPOCTPAHCTBA BHYTPEHHEN CETH.

Pecucmpayus cobvimuii 03BOJSET BBITIOIHITH AYJUT O€30MAaCHOCTH ISl MOCIIEIYIONIErO

aHajIn3a HWHIHUIACHTOB 0e30IMacHOCTH  HJIH c6opa AO0KAa3aTCJIbCTB JIA IMPEAOCTABIICHHUA HUX B
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cyneOHble MHCTAaHIIUH, 00 BHYTPEHHEro paccienoBanus. JKypHal cOOBITUN COAEPKUT CBEACHUS
O MPOITyCKE MM OJIOKMPOBAHUHU CETEBBIX IMAKETOB, 00 OMIMOKAX M MPEAYNPEKICHUIX, U3MEHEHUAX
MPaBUJI pa3rpaHUYEHHs TOCTYTA aIMUHUCTPATOPOM, IPYTUX COOBITHSIX, BOSHUKAIOLINX PU paboTe
KOMITOHEHTOB MEXCETEeBOro 3kpaHa. [Ipy KOppeKkTHO HacTpOEHHOM cucTeMe (PUKCAIlMU CUTHAIOB O
MOJIO3PUTENBHBIX COOBITUAX MEXKCETEBON 2KpaH MOXKET JaTh JIETaNbHYI0 MH()OPMALIUIO MOMBITKAX

aTaKyu UK 30HAUPOBAHUA CCTU.

4.1.4 OcoboeHHOCTH GYHKIIMOHUPOBAHMS MEKCETEBBIX IKPAHOB HA PA3JIMUYHbBIX
ypoBHsax moaeau OSI

B03MOXHOCTH MEXKCETEBBIX 3KpPaHOB 3aBUCAT OT YpOBHS sTamoHHoi monenu OSI, nHa
KOTOpoil OHM (yHKIMOHHPYIOT. Hanomuum, yro momens OSI (Open Systems Interconnection)
BKJIIOYAET CEMb YypPOBHEH CETEeBOM apXWTEKTypbl: (U3UYECKUM, KaHAIbHBIM, CETEBOH,
TPAHCIIOPTHBIN, CEaHCOBBIA, YPOBEHb MPEICTABICHUS U MPHUKIAIHON ypoBeHb. [[1s1 TOro, 4yToOHBI
obecrieunTh (UIBTpanUIo TpaduKa, MEKCETEBOW HKpaH JOIDKEH padoTaTh KaKk MHHHMYM Ha
tpetbeM ypoBHe mMonenu OSl, t.e. cereBom. Uem Bhime ypoBenb OSI, Ha KOTOpO# OH MOCTPOEH,
TEM BbIIIE 00ECIIEYNBAEMbIi UM YPOBEHb O€30MaCHOCTH.

Hcnons3yembie B cetsix mpotokosil (TCP/IP, SPX/IPX) He MOJHOCTBIO COOTBETCTBYIOT
stanonHoi mozenu OSI, mo3ToMy BBIIIENEPEUNCICHHBIE MEKCETEBbIE YKPAHBI MPU BBITOJTHECHUN
cBOUX (DYHKIMIT MOTYT OXBaTBIBAaTh U COCEHNE YPOBHU 3TATOHHON MOJICIH.

Ilakemnutii punvmp (SKpaHUPYIOMIMNA MapIIPyTH3aTOpP) (DYHKIHOHUPYET HA CETEBOM
ypoBHe Mojaenu OS|, HO 7151 BBIMOTHEHUS CBOUX OTAENBHBIX (DYHKIIUI MOXKET TaKKe OXBAaThIBATh U
TPAHCHOPTHBIN ypoBeHb. OH OTHOCHUTCS K CAaMBIM IPOCTBIM MEXKCETEBBIM DKpaHaM M TpeJTHA3HAYCH
g (QUIBTpallMd TAKeTOB COOOIIeHMH, o0ecreunBas MPO3PAYHOE B3aMMOICHCTBHE MEXAY
BHYTpEHHEH W BHeIIHel ceTsMu. PemieHne o TOM, NPOMYCTUTh WM OTBEPTHYTH JaHHBIE
MPUHUMAETCS 7Sl KaKJOro MakeTa He3aBUCMMO Ha OCHOBE 3aJaHHBIX MpaBwWi QuubTpanuu. J[ms
NPUHATHUS PEIICHUS aHATM3UPYIOTCS 3arOJIOBKU TTAKETOB CETEBOTO M TPAHCIOPTHOTO (HAIpHMep,
UDP wm TCP) ypoBHe#, Bkimouas cienyriomme mapameTpol: IP-aapeca ormpaButens u
MOJTy4aTessi, TUI TPAHCIIOPTHOTO MPOTOKOJA, MOJIS CIY>KEOHBIX 3aroJOBKOB IPOTOKOJIOB, HOMEpa
MOPTOB UCTOYHUKA U TTOTy4aTeNs.

[TakeTHble GWIBTPHI MOTYT OBITH pEATU30BaHBl B TAaKUX KOMIIOHEHTAaX CETEBOM
MHPPACTPYKTYPHI KaK: MOTPAaHUYHBIE MapIIPyTU3aTOPHI, OTIEPAIIMOHHBIE CUCTEMBI, TEPCOHATBHBIE
MeXceTeBble 9KpaHbl. K X MpenMyliecTBaM OTHOCUTCS HU3Kasl 1I€Ha, a TaKXKe BBICOKAsi CKOPOCTH,
B CHJIy IIPOBEPKH JIAaHHBIX TOJILKO B 3arojIOBKax CETEBOrO M TPAHCIOPTHOIO ypoBHEH. B cBs3u ¢

OTHM IIaKE€THBIC (bI/IJ'IBTpI)I B COCTaB€ MHOTpPaHUYHBIX MapIIpyTHU3aTOPOB ABJIAKOTCA MNMPUCMIIEMbBIM
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pelIeHrEM Ul pa3MeIleHUs] Ha TPAHHUIIE C CEThIO C HU3KOM cTeneHbto nosepus. K ux Hegoctatkam
OTHOCHUTCSI OTCYTCTBHE KOHTPOJISL U 3aLIUTHI COAECP>KUMOTO MaKeTOB COOOLICHUH, U, KaK CIIEICTBHUE,
YSI3BUMOCTH K TaKUM paclpOCTPAaHEHHBIM THUIIAM CETEBBbIX aTaK Kak [1OJMEHA MCXOJHBIX aJIpPECOB U
HECAHKIIMOHMPOBAHHOE U3MEHEHHE COAEPKUMOT0 NAKETOB COOOIICHHUH.

Meostccemegoii IKpan ceancogozo ypoena (SKpPaHUPYIOLIUI TpaHCIIOPT) PYHKIIMOHUPYET Ha
ceancoBoM ypoBHe Monenn OSI, oxBaTbiBast B mporuecce paboThl TaK)Ke TPAHCTIOPTHBIA M CETEBOM
ypOBHU. JlaHHBIM DKpaH HCKIIOYAET IPSIMOE B3aUMOJACUCTBHE BHEUIHUX XOCTOB C Y3IIOM,
pacIoyIOKEHHBIM B JIOKAJIbHOW CETH, BBICTYNAs B KauecCTBE IIOCPEIHUKA, pearupyrollero Ha Bce
BXO/ISIIIIME TAKEThI M MPOBEPSIIOILIEr0 UX JOIYCTUMOCTh HA OCHOBAaHUM TEKYIEH (a3bl COETUHEHNUS.
OH rapaHTHUpyeT, YTO HA OJUH CETEBOH IMaKeT He OyAeT MpOIyILEH, eCIM HEe NMPUHAJICKHUT paHee
YCTaHOBJIEHHOMY COEJMHEHUIO.

[TockonbKy MeXCeTeBOM KpaH JaHHOTO THUIA MCKIIIOYAET MPSAMOE B3aUMOCIHCTBHE MEXAY
y3JlaMH, TO OH SBIJIETCS €AMHCTBEHHBIM CBA3YIOUIMM 3JIEMEHTOM MEXIy BHEIIHEH CeTbhio U
BHYTPEHHUMH peCypcamH, 4TO CO3JaeT BUJUMOCTb TOTrO, YTO Ha BCE 3alpOChl U3 BHEIIHEH CETU
OTBEYACT NUII03, U JEJaeT MPAKTUYECKH HEBO3MOXKHBIM OINPEJEIIEHUE TOMOJOTUH 3allUIaeMOn
cetu. Kpome TOro, oH mnpenoTBpaiiaeT BO3MOXKHOCTh peanu3auuu DoS-araku, npucymei
HNaKeTHbIM (WIBTPaM, T.K. KOHTAKT MEX]IY y3JaMHM YCTAHABJIMBAETCS TOJbKO NPHU YCIOBUU €ro
JIOITYCTUMOCTH.

[IpeumyIiecTBaMu MEXKCETEBBIX 3KPaHOB CEAHCOBOTO YPOBHSI SBIISIOTCS OTHOCHUTEIBHO
HU3Kasg 1l€Ha M OTCYTCTBHME CYILECTBEHHOIO BIIMSHUS Ha CKOpPOCTh Mapuipytuzanuu. OHu
JOMOJTHSIOT MaKeTHBbIH (QUIBTP (QYHKIHUAMU KOHTPOJIS BUPTYaJIbHBIX COCJUHEHUH M TPAHCIALUU
BHyTpeHHuXx IP-aapecoB. K wux HemocrarkaM OTHOCHUTCSI OTCYTCTBHE KOHTPOJISI COAEPKHMOIO
MIAKETOB COOOIIEHMUH, a TakKe HEBO3MOXXHOCTb IPOBEPKU COAEPKUMOrO TOJS JaHHBIX, B
pE3yJIbTAaTE YEro 3J0YMBILIUIEHHHUKY MPEJOCTaBIAETCS BO3MOXHOCTh IEPENAauYd B 3alIUIIAEMYIO
CeTh «TPOSHCKUX KOHEW» W JPYrMX BpEAOHOCHBIX mporpamMMm. Ha mpakTuke OONBIIMHCTBO
MEXCETEBBIX DKPAHOB CEAHCOBOI'O YPOBHS HE SBJISIOTCS CaMOCTOSITEJIbHBIMU HPOAYKTaMH, a
MOCTABIISAIOTCS B KOMIUJIEKTE C MEKCETEBBIMU IKPaHAMM MPUKJIAJHOTO YPOBHSL.

Mestccemegoii IKpan NpuKIaOn020 ypoeHa (KPaAHUPYIOUIMHA 1UTI03) (GYHKIHOHUPYET Ha
npukiagHoM ypoHe mojenu OSI, oxBarbiBas Takke ypOBEeHb IpeJCTaBiIeHMs. J(aHHBIE IIIIO3BI
TaK)K€ Ha3bIBAIOTCS MPOKCU-CEPBEPAMH.

Wx 3amuTHBIe QYHKIMH, KaK U Y MEXKCETEBOI0 3KpaHa CEaHCOBOTO YpPOBHS, OTHOCATCS K
(GYHKIMSAM TOCPETHUUYECTBA, OJJHAKO C CYIIECTBEHHO OOJBIIMM KOJIMYECTBOM BO3MOKHOCTEH. K
HUM OTHOCSTCA: WACHTHU(PUKAIMA U ayTeHTHU(PHUKAIMS MOJIb30BaTeIeH MPU MOMBITKE YCTAaHOBJICHUS

COEMHEHUI 4Yepe3 MEeXCETeBOW SKpaH, NpOBEpKa MOJIMHHOCTH MEepeJaBaeMoil uepe3 I3
121



nH(popMaIuu, pa3rpaHiueHue TOCTyNa K pecypcaM BHYTPEHHEH M BHEIIHEHW ceTed, QUIbTpamus u
mpeoOpa3oBaHWe TMOTOKAa COOOIICHMIA, pErucTpanus COOBITHI, pearupoBaHHE Ha 3aJaBaeMbIC
CO6BITI/ISI, K3IJ_II/IpOBaHI/Ie JaHHBIX, 3aHpaLHI/IBaeMBIX nu3 BHCIJ.IHGfI CCTU.

MexceTeBol dKpaH JaHHOTO POJa UCKIIIOYAET MPSMbIE COCIMHECHHS MEXITYy BHYTPEHHEH U
BHEIIHEH CETSIMH 3a CYET COOTBETCTBYIOIIMX IPOTPAMMHBIX IMOCPEAHUKOB (SKPaHUPYIOIIMX
areHToB), (DYHKIMOHUPYIOMIMX IO OJHOMY JUIS KaXJO0ro OOCITYKHMBAEMOTO MPUKIAJTHOTO
HpOTOKOHa. HpI/I 3TOM HOCpeIIHI/IKI/I HpI/IKJIaI[HOFO IIJIK03a UMCHOT BAXXKHBIC OTJINYUS OT KaHAJIbHBIX
MMOCPETHUKOB IIUII03a CEAHCOBOTO YPOBHS, a HMMEHHO CBSI3b C KOHKPETHBIMU MPHIOKEHUSIMH
(IporpaMMHBIMH CE€pBEpaMU) U BO3MOXKHOCTh (DHIIBTpAIlMK MOTOKA COOOIICHUH Ha TPHKJIATHOM
yposHe OSI.

Takue MeXKCETeBBIC JKPaHBI IMPEANaraloT 0Oojee HAACKHBIM CIOCOO 3alUTBhl CETel T0
CPaBHEHHIO C MEXCETEBBIMU SKpaHAMHU CEAHCOBOT'O YPOBHSI U MaKETHBHIMU (DUIBTPaMHU, OAHAKO B
3HAYUTENILHOMN CTENEeHU OKA3bIBAIOT BIUSAHNUE HA YMEHBIIEHUE CKOPOCTH MapIIpyTH3ALUH.

Mesccemegvle IKpanvl IKCHEPMHO20 YPOGHA COUETAIOT B Ce0€ DJIEMEHTHI IMaKETHBIX
(GUIBTPOB M MEKCETEBBIX 3KPAaHOB MPHUKIATHOTO ypoBHs. OHHM 00ecreunBaroT (GHUIBTPAIHIO
MAaKeTOB MO COAEPKMMOMY HX 3arojIOBKOB CETEBOTO U TpaHCIOpPTHOro ypoBHeil moxaenu OSI, a
TaK)K€ BBIMONHAIOT BCe (YHKIUU MPHUKIATHOTO ILI03a MO YacTH (UIbTpAllMK IaKeTOB Ha
npukiagaoM ypoBae OSI, mpu 3TOM OlieHHMBasi COAEPKUMOE KaXIOTO MaKeTa B COOTBETCTBUH C
3aJJaHHOH ITOJIUTHKOM O€30IIaCHOCTH.

MesxceTeBble SKpaHbl JAHHOTO POJia OCYILECTBISIOT KOHTPOJIb Ka)JOTro IepeaaBaeMoro
MakeTa Ha OCHOBE MUMeEIOIIEHCsl TaOIUIIBI TPaBIII, KaX/I0M CECCUU Ha OCHOBE TaOIHIIBI COCTOSIHHIM, a
TAaKXKE KaxXaoro HpI/IJ'IO)KeHI/Iﬂ Ha OCHOBC p33pa6OTaHHI)IX HOCpGZ[HI/IKOB. Nx JTOCTOMHCTBOM
SIBJISIETCSl TIPO3PAYHOCTh JJII KOHEYHOTO TOJIb30BaTeNsi U 0o0Jiee BBICOKAsT CKOPOCTh 00pabOTKH
MH(OPMALIMOHHBIX MOTOKOB. (OJIHAKO JaHHBIE MEXCETEBbIE JSKpaHbl JOMYCKAIOT MPAMOE
COEIMHEHHNE MEXKy aBTOPHU30BAaHHBIM KIIMEHTOM M KOMITBIOTEPOM BHEIIHEW CETH, BCIEJICTBUE YETO
O6€CH€‘II/IBaIOT MCHEC BBICOKI/II\/JI ypOBeHI) 3allIUTHI. HOSTOMy Ha HpaKTI/IKe JaHHasi TEXHOJOTIUuA
I/ICHOJIBSYCTC?I IJISI TIOBBIIIICHUA Bq)(l)eKTI/IBHOCTI/I (1)yHKHI/IOHI/IpOBaHI/I$I KOMIIJICKCHBIX MECKCECTEBBIX
SKPaHOB.

KomMmrmuiekcHbIE MeXKCeTeBOM SKpaH MPEJCTaBIAETCS B BUAE COBOKYIMHOCTH HEIEIMMBIX
AKPAHOB, KAKIBIH M3 KOTOPHIX OPHEHTUPOBAH Ha OTACIbHBIN ypoBeHb Moaenu OSI. Yamie Bcero o

(GYHKIIMOHUPYET Ha CETEBOM, CEAHCOBOM U MPUKIIATHOM YPOBHSIX.
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4.1.5 IloanTHKa MeKCETEBOIr0 B3aMMOACHCTBHUSA

KouguryprupoBanue cCUCTEMBbI MEXCETEBOTO YKPAaHHUPOBAHUS, BHIOOP CXEMBbI MOAKIIOUCHUS
M HACTpOHKa mapamMeTpoB (QYHKIMOHHUPOBAHUS MEKCETEBOrO dKpaHa U (pOpMHUpPOBAHUE TOIUTHKH
MEKCETEBOI'0 B3aUMOCHCTBHS SABJISIOTCS 3a710r0M (G (HEeKTUBHOMN 3alUThl KOPIIOPATUBHOM CETH.

[TonmuTuka MEXCETEBOTO B3aUMOJACHMCTBUS SBIISETCS COCTABHOM 4acThiO OOIIEH MOJUTHKU
0€30MacHOCTH B OpPTaHW3allU{, OHA ONpeaeNsieT TpeOOBaHUS JOCTYyNa K CETEBBIM CEpBHCAM U K
paboTe MEeKCETEeBOro 3KpaHa.

B TpeboBaHuAX K AOCTYIy K CETEBBIM CEpPBUCAM 3aJal0TCSl BCE CEPBUCHI, MPEIOCTaBIsIEMbIe
yepe3 MEXCETEeBOM JKpaH, [OMYCTHUMbIE aJapeca KIMEHTOB Ui KaXIOro CcepBHca, s
MOJIb30BaTEICH YKa3bIBACTCs IMOPSAOK MCIOJIB30BAHMUS CEPBUCOB M KOMIIBIOTEPOB, 3aJar0TCS
OTpaHUYECHUS] HAa METOJbl JOCTyNa, HCKIIOYAIoNIMe OOpalleHue K 3alpelieHHbIM CepBUCaM
WNutepnera oO0xogHbiMu TyTsAMU. Kpome TOro, ompeaensiorcs mpaBuia ayTeHTH(PUKALUU
M0JIb30BaTeNe U KOMITBIOTEPOB.

[TonmuTrka paboOTHl MEXKCETEBOTO IKPaHA MOXKET 33]1aBaTh OJJUH U3 JIBYX IPUHITUIIOB:

— «3aMpelieHo BCE, YTO ABHO HE Pa3pelIeHO;

— «pa3peleHo BCe, YTO SIBHO HE 3aMpEIICHO.

B 3aBucuMocTu OT BBIOOpa MPHUHIMIIA PEHICHHE MOXET OBITh MPUHATO KaK B MOJIB3Y
0€301MacHOCTH, HO B yIIep0d yI00CTBY UCTIOIB30BaHUS CETEBBIX CEPBUCOB, TaK U HA00OPOT.

[Tpu BBIOOpE NMPHUHLMIIA «3aNpeujeHo 6ce, 4mo S6HO He paspeuieHoy» MEXCETEBON IKpaH
HACTpPaMBaeTCsl TaKUM 00pazoM, 4TOObI OJIIOKMPOBATH JHOOBIE SIBHO HE Pa3pelICHHBIE MEXCETEBbIE
B3auMoJecTBUsA. Takoi MOAXOJ TMO3BOJISIET aJE€KBAaTHO pEaIn30BaTh MPUHLUI MHHHUMHU3ALHUU
MPUBUJIETHI U C TOUKHU 3peHUs 0€30TaCHOCTH SIBJISIETCS HAWIy4dIIuM. B TaHHOM cirydae Ha Ka bl
TUTT PA3PEIICHHOTO B3aMMOJICHCTBUSI 3a/Ial0TCs TpaBUjIa JOCTYIIA, MPU 3TOM OCTAIbHBIE CEPBHUCHI
M0 YMOJTYaHHUIO OyayT 3amperieHbl. J[aHHBI TPUHIUI COOTBETCTBYET KJIACCHYECKOM MOAENH
J0CTyMa, HUCHONIB3YEeMOM BO BCeX 00macTsIX HWHMOPMAIMOHHONW OE30MacHOCTH, HO TpPH HEM
MOJIb30BaTEIM MOTYT UCTIBITHIBATH OMPE/IeTICHHbIE HEYI00CTBA.

[Tpu BBIOOpE NMPHUHLMIIA «pa3peuieHo 6ce, 4mo S6HO He 3anpeujeHoy» MEXCETEeBON IKpaH
OIOKUPYET TONBKO SIBHO 3alpEIICHHBIE MEKCETEBbIE B3aUMOICHCTBUS. B 3TOM cilydae MOBBIIIAETCS
yIoOCTBO WCMOJB30BAHUSI CETEBBIX CEPBHUCOB CO CTOPOHBI TMOJNb30BaTeNel, HO CHHXKAETCs
0€30MacCHOCTh MEXCETEBOTO B3aWMOJICHCTBUSI, TIOCKOJIBKY TIOJB30BATEIM HMMEIOT  OOJbIIIe
BO3MOKHOCTEH OOOWTH MEXKCETEBON JKpaH, MOCKOJBKY aIMUHHCTPATOP MOXET y4ecTh HE BCE
JENCTBUS, 3allpelleHHbIe MoJab30BaressaM. [Ipu peanuzauuu JaHHOTO MPHUHIMIA BHYTPEHHSS CETh
OKa3bIBaeTCSI MEHEE 3alllUIICHHOW, MOITOMY MPOU3BOIUTEIIN MEXKCETEBBIX JKPAHOB OOBIYHO

OTKa3bIBAIOTCA OT UCIIOJIb30BAHHUA JAHHOI'O IIPpUHIMIIA.

123



B o0oux ciyuasix MeXceTeBOW JKpaH He SIBJISIETCS CUMMETPUYHBIM: JJI HEro OTAEIbHO
3aJjal0TCs MPaBUiIa, OTPAHUYMBAIOIIUE JTOCTYII U3 BHYTPEHHEH CETH BO BHEIIHIOIO CETh M HA00O0POT.
B oOmem ciydae MEXCETeBOM 3KpaH OCYIIECTBISICT (QHIBTPALMUIO MPOXOIAINIMX YEpe3 HEero
MH(GOPMALMOHHBIX TOTOKOB U MOCPEHUYECTBO MPH PEANTHU3ALUU MEXCETEBbIX B3auMoIeHcTBUNA. B

3aBUCUMOCTH OT THIIA 9KpaHa 3THU (byHKI_II/II/I MOT'YT BBIIIOJIHATBHCA C panquoﬁ TTOJITHOTOM.

4.1.6 IlepconayibHbIe M pacnpe/e/ieHHbIe MeKceTeBble IKPAHbI

Jng MHIUMBUIYaNbHBIX MOJIb30BATENIEH NIPEACTABIIIET HHTEPEC TEXHOJIOIHS IIEPCOHAIBHOTO
CETEBOI0 JKpAaHUPOBaHUA. B 3TOM ciydae MeXCETeBOW CETEBOM 3KpaH YCTAHABIMBACTCS Ha
3alMIIAEMbII  MEPCOHANBHBIM KOMIIBIOTEp. Takue SKpaHbl, HA3bIBAEMbIE HEPCOHATLHLIMU
MedlccemesbiMy  IKPAHAMU, SIBISIIOTCS MPOTPAMMHBIMU IIPOJAYKTaMM, KOTOPBIE pacIojiararoTcs
BHYTPU KOMIIBIOTEPA HA HU3IIEM YPOBHE ONEPALMOHHON CHUCTEMBI — MEXJY CETE€BBIMH IIaTAMU U
BCEMU IIPOTOKOJIBHBIMH CTEKAMHU.

[TepcoHabHBIN MEXCETEBOI 3KPaH BBIOJHAET 3alIUTY OT BHEIIHUX aTaK U 3alUTy OT aTak
CO CTOPOHBI JaHHOI'O KOMIIBIOTEPA, KOHTPOJUPYS BECh HUCXOASAIIMA M BXOIALIMM Tpadux
HE3aBHCHMO OT BCEX IIPOYMX CHCTEMHBIX CPEACTB 3allUThl. B 3TOM cilydae noanep:kuBaercs
JOCTYIIHOCTb CETEBBIX CEPBHCOB, HO YMEHBLIACTCS HAarpy3ka, WHIyLIMpPOBaHHas BHEIIHEH
aKTUBHOCTBIO, B PE3YyJIbTaTE€ YEro CHUXKAETCA YSA3BUMOCTb BHYTPEHHUX CEPBUCOB 3aIMILAEMOTr0
KOMIIBIOTEpA, IMOCKOJbKY I[€PBOHAYAJIBbHO CTOPOHHUHN 3JIOYMBIIUIEHHUK JOJDKEH IPEOAOJIETh
MEXCETeBOM 3KpaH, Iie 3allUTHbIE CPEJCTBA OCOOCHHO TIIATEIBHO U )KECTKO CKOH(UT'YPUPOBAHHBI.
Takme MexceTeBble SKpaHbl YIPABISIOTCS TOJBKO C TOIO KOMIIBIOTEpA Ha KOTOPOM OHH
YCTAHOBJIEHBl U SIBJISIFOTCSI MOJIXOJSIIMM pEHIEHHEeM Il HeOOJbIIUX O(HCOB M JIOMAIIHETro
MIPUMEHEHHUS.

Jliss KOpropaTHBHBIX IOJIb30BaTeNel peanu3anus MOJUTHKH 0€30IacHOCTU OpTraHU3aLUU
TpeOyeT LEHTPAIU30BaHHOTO YIPABIECHUS MEXKCETEeBBIMU OSKpaHAMHU C €IUHONW KOHCOJH,
YCTaHOBJICHHOW B TJIaBHOM oguce opraHuzauuu. LleHTpann3oBaHHO ympaBisieMass COBOKYIMHOCTb
CeTeBBIX ~ MMHM-IKPAHOB,  3alIUINAIONIMX  OTAEIbHbIE  KOMIBIOTEPHl  CETH,  Ha3bIBAIOT
pacnpeoeneHnHbiMy - MedccemegoimMu  dKkpanamu. 1Ipu TOCTPOEHUM paclpelleIeHHbIX CHUCTEM
MEXXCETEBOI'0 SKPaHUPOBAHUS (PYHKIIMOHAIbHBIE KOMIIOHEHTBI CETEBOTO 3KpaHa PaCHpeesstoTCs
M0 y3JaM CeTH M MOTyT o00jafaTh pa3iaudHoil QyHKIHOHaNbHOCTHIO. Ilpum oOHapyxeHuu
MOJIO3PUTENbHBIX Ha aTaKy MPHU3HAKOB YIPaBISIONIME MOAYIH PACHpPEIEIC€HHOTO MEKCETEBOTO
HKpaHa MOTYT aJallTUBHO U3MEHATh KOH(DUTYPALIMIO, COCTAB U PACIOI0KEHNE KOMITIOHEHT.

OOumii MpUHIUI paclpeseNeHHOT0 MEXKCETeBOr0 JKpaHUPOBaHHUS pPacCMOTPUM Ha

IpUMeEpe OJTHON U3 cXeM (PYHKITHOHUPOBAHMS PACIPeIeIEHHOIO MEKCETEBOro 3kpana (puc. 4.4).
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% JlanHBIC 00 Y4ETHOIT 3aIicH KOMITBIOTepa

APM orobpaxarorcst B APM agMuHucTpaTopa

aomunucmpamopa

¢

Aomunucmpamop =
Cepgep
1 2 ynpagnenus
AJIMHHHCTPATOpP YCTaHABIMBACT B nponecce ycTaHOBKH NPOrPaAMMHOI0
HPOrpaMMHOE 0OecIieyeHne areHTa o0ecrieueH s yCTAaHABIIMBACTCS COSIMHEHHE
MEXKCETEBOIo PKpaHa Ha pabouyio C CepBEpOM YNPABJICHHUS U CO3/aeTCsl

CTaHIHUIO % y4eTHast 3aIch

Pabouasn
cmanyus

Puc. 4.4 — Cxema pyHKIIMOHUPOBAHUS MEXKCETEBOIO IKpaHa.

Ha kaxayro pabodylo CTaHUUIO aJMUHHMCTPATOPOM YCTaHABIMBACTCA areHT MEKCETEBOIO
9KpaHa, MPeICTABIAIOIINNA cO00I MPOrpaMMHBIM KOMIIOHEHT, IIpeJHa3HAYCHHbIH 111 00pa3oBaHus
JOBEPEHHOT0 KaHajla Tepeladyd JaHHBIX M oOecredeHuss (QyHKIMHM pasrpaHUYEHUs JOCTyma K
3alIMIAaeMbIM pecypcaM CeTH. B mporecce ycTaHOBKHM YCTaHABIMBAETCS COEJAMHEHHE C CEPBEPOM
yIipaBJieHUs (LIEHTPaIbHOM YacThIO MEKCETEBOI0 3KpaHa, 0OecreunBaroieil B3auMoAeHCTBIE BCEX
€ro KOMIIOHEHTOB, OOpa0OTKY M XpaHEHHE JaHHBIX), /€ aBTOMATHYECKHU CO3JaeTCs YydeTHas
3anuch pabouell craHiuu. /JaHHble 00 ydeTHO 3amucu paboueil craHuuu otodpaxatrorcs B APM
aJIMUHHUCTPATOpa, 00ECIEeUNBAIOIIEM LIEHTPAIIN30BAaHHOE YIIPABICHUE CPEACTBAMU U MEXAHU3MaMHU
3amMThl, aboHeHTamu. J[ns ynoOcTBa aJMHUHUCTPUPOBAHMS YYETHbIE 3alUCH IOJb30BaTeseH
IPYNIHUPYIOTCS.

Bee mnocnenyromee ympaBieHue CyObeKTaMu JOCTyNa M 3alMIAEMbIMH OOBEKTaMHU
OCYILIECTBIISIETCSl MOCPEJCTBOM YYETHBIX 3aluced, XpaHaluxcs B 0a3e JaHHBIX Ha cepBepe
yIIpaBJIEHMS, B CBOIO O4yepenp ynpasisieMblx cpeacrBamu APM anMmuuuncrparopa. IIpaBa nocryna
aBTOPU30BAaHHBIX AOOHEHTOB K 3allUINAEMbIM KOMIIBIOTEpAM PpEryJIHUPYIOTCS CHEelHaIbHBIMU
npaBwiaMu. OYHKIUSA MPEIOCTABICHUS JOCTyNa K 3allMIaeMblM KOMIbIOTEpaM OOecreunBaeTcs
areHTaMH MEXCETeBOI0 HKpaHa U paboTaeT Ha OCHOBE 3aJaHHbIX CYOBEKTOB JOCTyHa
(mosib30BaTenieil ¥ KOMIIBIOTEPOB) W MapaMEeTPOB COETUHEHMS C 3aIMIIAEeMbIMH KOMIBbIOTEpaMH

(mpoTokonaMu, MOpTaMH U T. I1.).
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4.1.7 IIpo6JieMbl 6€30MACHOCTH TPAAUIMOHHBIX MEKCETEBBIX IKPAHOB

Bo3MoxkHOCTH 00X01a MeKceTeBOro kpaHa. [10CKOIbKY MEXCETEBbIE SKpPaHbI SBIISIOTCS
MEPBBIM 3JEMEHTOM 3alIUThI, TO Ha HUX, KaK MPaBHJIO, COCPEIOTOYNBAIOTCS OCHOBHBIC YCHIIUS
aTaKymIIUX MPU MPOBEACHUU aTaK Ha KopHnopaTHBHBIE ceTH. [Ipy 5TOM BBIAENSAIOT JBAa OCHOBHBIX
o/X0/1a K 00X0 Iy MEKCETEeBOIr0 IKpaHa: MOCTENEHHbIN MOAX0 U TYHHEIHUPOBaHHE.

Ilocmenennwtit nooxoo (firewalking) npegycmarpuBaet cOop HHOOPMALIMK O 3aMTUIIIAEMOMN
cetu. Croco® wucnonb3yeT NOCBUIKY M aHanu3 [P-makeroB mnomoOHO yrwiuTe traceroute
(cmy>xe0HOM MporpaMMe, MpeIHa3HaYeHHON Ui OMpeesieHUs MaplIpyTOB CIIEOBAHUS JTAHHBIX B
cetsix TCP/IP) mns ompeneneHdss BO3MOXKHOCTH OTMPEICICHHOTO TaKeTa IPOWTH Ha XOCT
HA3HAUYEHUS Yepe3 YCTPOMCTBO (MIbTpallMUd TakeToB. B ciydyae Takoro 30HIMPOBAHUS
OTIPEJIENIAIOTCS OTKPBITHIE MOPTHI JAHHOTO YCTPOWCTBA, BO3MOKHOCTD MPOXOXKICHHS ITAKETOB JIJIS
Pa3IMYHBIX CIIYX0 Yepe3 JaHHBIA MOPT U T.J.

YTunura traceroute npenHasHaueHa JUisl IEPEYUCIICHUS BCEX XOCTOB HA MApHIPYTE K IIEIIH.
Ona noceuaer Ha xocT HazHaueHUs: UDP unmn ICMP echo (ping) makeTsl, B KOTOPBIX IMOCTEIIEHHO
yBenmmuuBaercss 3HaueHus mois TTL (Time To Live) mocme kaxaoro ymaddHoro mara (1o
YMOJYaHHUIO IIar COCTOMT M3 MOCBUIKU Tpex makeToB). Ecnu ucnons3yerca naker UDP, To Homep
MOpTa Ha3HAUCHUS YBEIUUMBACTCA Ha €UHUILY C KaKaoi npoOoii. [Ipu monyyenun nakera ¢ TTL
= () MapmpyTH3aTOp yAajgseT MmakeT U mockuiaeT Ha XocT-ununuarop ICMP error message (time to
live exceeded in transit). TO MO3BOJAT XOCTY-MHHIIMATOPY Y3HATH, HA KAKOM MapIIpyTH3aTOPE
MaKeT yJajeH.

Yr1oOBl yIOCTOBEPUTHCS, UTO MOTY4YEH OTBET OT XocTa-HazHaueHus (ICMP port unreachable
unu ICMP echo reply), yrunura traceroute moceutaer cneayromuii naker UDP Ha mopt ¢ Oonbimm
HOMEPOM, KOTOPBI BEpPOSTHEE BCETO HE HCIONB3YETCS MPHUIOKEHHSAMH. Ha OCHOBE YTHIIUTHI
traceroute pa3paboTaHbl Cpe/ICTBA, TO3BOJISIOLINE TPOBOIUTH TPEOyEeMBblii aHAU3.

Tynunenupoeanue (tunnelling) mogpasymeBaeT mepeaayy MpoOTOKONA yepe3 OOIIYIO CeTh C
MCTIOJIB30BAHUEM JIPYTOTO MPOTOKOJA MOCPEICTBOM MHKATICYIISIIUN MPOTOKOJIOB IIPU MEKCETEBOM
B3aUMO/ICVICTBHH.

IIpeanonoxum, 4T0 MEKCETEBON dKpaH paspeumiaet naketel nporokona HTTP. Torna, eciu
32 HUM BO BHYTPEHHEH CeTH MMeeTCsl MallliHa, Ha KOTOPOM YCTAHOBJICH KJIMEHT TYHHEJIMPOBAHUS,
MOXXHO OpTaHU30BaTh CKpPBITHIH KaHal OOMEH [aHHBIMH, KOTOpble OYAYyT MpOITyCKaThCs
MEXCETEBBIM AKpaHOM. [10/ CKPBITBIM KaHAJIOM HPUHSATO MOHUMATH JFO00H KOMMYHUKAIIMOHHBINA
KaHaJl, KOTOPBII MOXeT OBITh UCIOJIb30BaH B IIpoIecce Nepeaayd HHPOpMaLuu B 00X0] MOJTUTUKU

0€30IIaCHOCTU CUCTEMBL.
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B mponecce TyHHeNIMpOBaHMs NPUMEHSIOTCS TPU THUIA MPOTOKOJIOB: HECYHIMM NPOTOKOJI,
MPOTOKOJI-MIACCAXKHP, MPOTOKOI WHKANCYIAUUU. TpPaHCIOPTHBINA MPOTOKON OOBEANHSAEMBIX CETeH
ABJIAETCS IPOTOKOJIOM-TIACCAXKUPOM, a IIPOTOKOJ TPAH3UTHOM CETU — HECYILIUM IIPOTOKOJIOM.

[TakeTsl HpOTOKOJIA-IACCa)KMpa IOMEINAIOTCS B IIOJIE JAHHBIX HECYIIEro IMPOTOKOJa ¢
IIOMOILBIO NTPOTOKOJIA MHKAICYSMU. [lakeTsl mpoToKona-naccaxupa He o0OpadaTbIBatOTCs MPU UX
TPaHCIIOPTUPOBKE 110 TPAH3UTHOM ceTu. VHKancynsnuio W M3BICYEHUE NAKETOB IIPOTOKOJA-
[IacCa)kupa BBINOJIHAIOT IOTPAaHUYHBIE YCTPOMCTBA, pACIOJAraloOlIMecs] Ha TpPaHULE MEXAY
UCXOJHOW M TPAH3UTHOW CETSAMH, KOTOPBIE YKa3blBAalOT B HECYIIMX IIAKeTaX CBOM aJpeca, a He
azpeca y3J10B Ha3Ha4YCHUSI.

B kauectBe Hecymiero mporokosia Hambosee yacto mpumensiercss nporokoa HTTP. Drto
OOBSICHACTCS] IIUPOTOM €ro PaclpoCTPaHEHHs, JETKOCTbIO CKPBITUS MOTOKA JAHHBIX, IPOCTOTOH
peanu3aium, a TakkKe CI0KHOCTbIO OOHapyKeHHMs aHOMaluil B mporokoje. Ha HIKHUX ypOBHSX
TaKXKe CYIIECTBYIOT MEXAaHHU3Mbl ISl TIOCTPOCHHS CKPBITBIX KaHAJIOB (HampuUMep, MOXKHO
ucnonp3oBath uaeHtudukatop IP-makera, cooOmenus, 3anpocsi-oTBeTbI DNS), HO »31H
MEXaHU3MBI, KaK TPaBWIIO, TPEOYIOT OT IOJIb30BATENs MPHUBHJICTUPOBAHHBIX IMpPaB U 00JaJaloT
Pa3IMYHBIMU OIPaHUYCHUSMH.

YroObl makeT C JaHHBIMU IE€peceK NepuMeTp Oe30MacHOCTH, MPOTOKOJ JOJDKEH ObITh
paspelieH A WCIOJb30BaHUs CYOBEKTy, HHULMUPOBABIIEMY Tepenady. B kadectBe cyObekTa
MOJKET BBICTYNATh II0JIb30BaTeNb CHCTEMBbl WM MPUIOKEHHE, padoTaromee OT €ro HMEHHU
(nammpumep, Opaysep). Takum oOpa3oM, 4TOObI OpraHuU30BaTh IEpefady JaHHBIX IO TYHHEIIO
TpeOyeTcsi UMeTh pa3pelleHue Ha OTMIPaBKY JAHHBIX uepe3 NepuMeTp Oe30MacCHOCTH U YCHELIHO
CKPBIBATh TOT (DAKT, YTO aBTOPU30BAHHBIN KaHAJ UCIIOIb3YETCsl HE M0 Ha3HAYEHHUIO.

[TpoTokon-nacca’kup OKa3bIBa€T BEChbMa HE3HAUUTEIbHOE BIUSHHE HAa OOLIYI0 CTPYKTYpPY
TYHHEJS U MpeCcTaBiseT co0oi HeKHe JaHHbIE, KOTOpble HE0OXOAMMO NepeIaTh M0 TYHHE0. DTO
MOJKET OBITh MOTOK JIaHHBIX, CO3/1aBaEMblil OIpe/eIeHHBIM NpuilokeHueM (Hanpumep, SSH), wnun
mobas apyras uHpopmanus (Hampumep, ¢aitn), HaOOp yHpaBISAIONIMX KOMaHA W T.a. Bun
neperaBaeMoi HHpOpMAaIMK CYIIECTBEHHO BIUSAET Ha MPOTOKOJI MHKATICYJISALINH.

WNHKancynupyemble MakeTbl MOTYT NpHUHA/UIekaTh K MPOTOKONY J0O0Or0 THIA, BKIIOYAs
MIAKEeThl HEMapIIPYTU3UPYEMBIX MPOTOKONOB. Ha OCHOBaHMM NpPOTOKOJA, WHKAICYJIUPYEMOIO B
HECYLIUH MPOTOKOJ, CKPBIThIE KaHAJIbI MOXKHO MOJIpa3IeNIuTh Ha JIBE TPYIIIIbL:

1) xaHan nepeayu MOTOKA JAHHBIX MPUIIOKEHUS;

2) KaHall, CIICHaJIbHO CO3J1aBaeMbIi 3JIOYMBIIIJICHHUKOM.
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B mepBoM ciywae, Kak MpaBHIIO, CO3/Aa€TCS OTHOCHUTEIBHO OOJNBIION Tpaduk, KOTOPHIA
JIeMacCKUpPYeT CKPBITHIM KaHait. Bo BTOpoM ciiyuae OOHapyXeHHE CKPBITOIO KaHalla yCIOXKHSIETCH,
0c00EHHO KOTJja KaHaJl UCIIOJIb3yeT METO/IbI CTeraHOrpaduu.

[TpakTHyeckuM NpPUMEPOM TYHHEIUPOBAHMS SIBISIOTCS CETEBbIE YEPBU U MaKPOBUPYCHI,
3aHOCHMBIE B KOPIIOPATUBHYIO CE€Th B BUJIE BIIOKEHUH B COOOILIEHHS IEKTPOHHON MOYTHI.

OrpaHuyeHuss B TNPUMEHEHMH TPAJAMIUOHHBIX MeKCeTeBbIX JKpaHoB. llpu
IIPOEKTUPOBAHUM MEKCETEBBIX IKPAHOB Pa3IMUHbIE TEXHOJOTMU HE MOTYT IPENyCMOTPETH BCEX
BO3MOYKHOCTEH MPOHMKHOBEHMs B 3allMIAEMYI0 CETh, a Ha 3Tale peaji3alui TaKOro CIIOKHOTO
IIPOrpaMMHO-aIINapaTHOIO MJIM POrPaMMHOI0 KOMIIJIEKCa BO3MOYKHBI TEXHOJIOIMYECKHE OLIUOKH.
Jrobass ke mporpammHas ommuOKa, YA3BUMOCTH MPOrPAMMHOTO OOecleyeHus, OIIMOKa
KOH(HUTYPHUPOBAHUS MEXKCETEBOTO IKpaHa MOTYT NPUBECTH K MPOHHUKHOBEHHUIO B 3aIIUIIAEMYIO
CETb.

TpaauLMOHHBIM MEXCETeBOW HKpaH HE MO3BOJIAET PELIUTh BCE MPOoOJIEeMbl O€30MacHOCTH
KOprHopaTuBHOU ceTH. OTMETUM HEKOTOpbIE HanboJiee CyIECTBEHHbIE OTPAaHUUYEHUSI B TPUMEHEHUU
MEXKCETEBbIX KPAHOB.

Boszmoorcnoe oepanuyenue nponycknou cnocoonocmu. TpagullMOHHbIE MEKCETEBbIC SKPAHBI
SBJISIIOTCS] IOTEHIMAIBHO Y3KUM MECTOM CETH, TaK KaK BCE COEAMHEHUS JOJKHBI IPOXOAUTH Yepes
MEXKCETEBOM IKpaH U B HEKOTOPBIX CIIydasix U3y4aThCsl MEKCETEBBIM SKPAHOM.

Omcymcmeue 6CMpPOEHHbIX MEXAHUIMOE 3aWUmsl Om BPEOOHOCHO20 NPOSPAMMHO20
obecneuenusi. TpaAULIMOHHBIE MEXCETEBbIE€ SKpaHbl HE MOTYT 3allUTUTh OT I[0Jb30BaTENEH,
3arpy’karoliyux 3apakeHHbIE BUPYCAaMM MPOTPaMM U3 apXMBOB MJIM IpU Mepefaye TaKuxX MporpaMm
B KauecTBE MPWJIOKEHUH K 3JIEKTPOHHBIM MHCbMaM, MOCKOJBKY ATH MPOTrpamMMbl MOTYT OBbITh
3amu(pOBaAHbI UM CHKAThl OOJIBIINM YHCIOM CIIOCOOOB.

Omcymcmeue s¢hghexmusnou  3awumvl om noayuaemozo u3z HMumepHema o0nacHozo
codepocumoeo (anIueToB Java, ynpapistomux 1eMeHToB ActiveX, ciieHapueB JavaScript u T.11.).
Creungurka MOOMIBHOTO KOJa TakoBa, YTO OH MOXET OBbIThb HMCHOJIb30BaH KaK CPEICTBO JUIS
npoBeeHus] aTak. MOOUIBHBIM KOJ MOXET ObITh peau30BaH B BUAE KOMIIBIOTEPHOI'O BHpYyca,
areHTa, MepexBaThIBAIOLIETO MApOIM WJIM HOMepa KPEeIUTHBIX KapT, MPOrpamMMbl, KOMHPYOLIEH
KOH(UIeHIIMATIbHbIE (PalIbI U IIp.

Takxe cienyer MOMHHMTb, YTO MEXKCETEBOM 3KpaH, Kak Jtoboe napyroe C3U, He MoxeT
3alMUTUTH OT OIMOOK W  HEKOMIIETEHTHOCTHM  aJIMUHHUCTPATOpPOB U  TOJb30BaTENEH.
AJIMUHHUCTPUPOBAaHHE MEXCETEBOTO JKpaHa sABISETCS CIOXKHOW  3ajmaue, TpeOyromien
OTpeJIeIEHHONW KBAIM(UKAIMK U OIbITA, NMPH ATOM HEOOXOAMMO YYHMTHIBaTh, YTO aTaKh MOTYT

IMPOBOAUTECA U CO CTOPOHBI 3au11/m1aeM0171 CCTHU, YTO OCJIOKHICTCA TEM, YTO OHHM HHUIUHUPYIOTCA
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MOJb30BATESIMUA, KOTOPBIE, MMEIOT JOCTYN K 3JEMEHTAaM CeTH M MPEACTAaBISIOT OPTraHH3alNIo
CHCTEMBl 3allMThl. B OCHOBHOM HMMEHHO 53TH TNPUYMHBI BBI3BAIM HEOOXOIUMOCTH BEICHUS
MOJPOOHBIX KYpPHAJIOB PErHCTpaluu COOBITUH (ayauTa), UTOrOM KOTOPBIX SIBJISIETCS 3aKIIIOYCHHE
HKCIIEPTOB O COBEPIIMBIINXCS TPOHUKHOBEHUSX.

TpanunuoHHBIE MEXCETEBBIE SKpaHbl SABISIOTCS, IO CYIIECTBY, CPEACTBAMH, TOJBKO
ONOKHMPYIOIIMMH ~ aTakh, KOTOpBIE YK€ HaxoIATCS B IIpoIecce OCyIIeCTBICHHS. boiee
3¢ heKTUBHBIM OBUIO OBl HE TOJBKO OJIOKMPOBAHKE, HO M YCTPAHEHHE IMPENNOCHUIOK pealn3anuu
BTOp>KeHUH. /|11 opranu3anum ynpexIeHus BTOPKEHNH aTak Heo0OX0AMMO HCIIOIb30BaTh CPECTBA
OOHapy)KeHHs BTOP’KCHHH M [TOUCKaA YSI3BUMOCTEH, KOTOphIEe OyIyT CBOEBPEMEHHO OOHAPYKUBATh U
PEKOMEHI0BAaTh MEPHI 110 YCTPAHEHUIO CIIA0BIX MECT B CUCTEME 3aIIUTHI.

Bce BbImenpuBeeHHbIE OTPAaHUYEHUSI YUUTHIBAIOTCS MPH pa3pabOTKe W pealu3aluu Tak
Ha3bIBAEMBIX Mediccemesvix 9Kpanos Hosoz2o noxonenus — Next-Generation Firewall (NGFW).
MexceTeBble dKpaHbl HOBOTO IOKOJICHHS IPEICTABISAIOT cO0OW HMHTETPUPOBAHHBIC ILIAT(HOPMEI
CeTeBOM 0€30MacHOCTH, B KOTOPBIX TPATUIMOHHBIN ITOAXOJ] COYETAeTCS C JAPYIMMHU CETEBBIMH
pemeHusiMA st puIbTpanuu Tpaduka, TAKUMU KaK CUCTEMBI Trybokoro aHanuza tpaduka (Deep
Packet Inspection), mpenoTBpaiieHuss BTOPKEHUH U MPOBEpKU TpaduKa Ha YPOBHE NPHIIOKEHUIH
(Web Application Firewall). Hexotopsie NGFW Takxke BKIIIOUalOT MPOBEPKY 3amIupoOBaHHOTO
tpapuka TLS/SSL, ¢umipTpanuio BeOG-caldiTOB, YHpaBICHHWE MPOMYCKHOW CIIOCOOHOCTHIO,
AQHTUBHUPYCHYIO TIPOBEpPKY M  HMHTETPAlMI0 CO CTOPOHHHMH CHCTEMaMH  YIPABICHHUS

UJIeHTU(DHUKAITACH.

4.1.8 Tloka3aTe/u 3aIIUIIEHHOCTH MeKCeTeBBIX IKPAHOB

B 1997 rony Tocrexxkomuccuss Poccum ycraHoBuia TpeOOBaHMS W IOKa3aTeNlH
3aIUIIEHHOCTH MEKCETEBBIX DKPAHOB B PYKOBOASAIIEM AOKyMeHTe «CpeacTBa BBIYMCIUTEIBHON
TEeXHUKHU. MexceTeBble SKpaHbl. 3alluTa OT HECAHKIMOHMPOBAHHOTO JOCTYyNa K HH(OpMAaIUU.
[Tokazarenu 3alIMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO J1ocTyna K nHopmauum» [25]. JlokyMeHT
YCTAHABIIMBAET KJIACCHU(PUKAIUIO MEXKCETEBbIX IKpaHOB MO ypoBHIO 3amuineHHoctd or HCJl k
uHpopManuu Ha 0a3e mepeyHs rmokasaTeneil 3alUIeHHOCTH U COBOKYITHOCTH OIMCBIBAIOLIMX MX
TpeboBanuit. Kaxaplii KJ1acc XapaKTepU3yeTcs OIIpeAEIEHHON MUHUMAaJILHON
COBOKYITHOCTbIO TpeOoBaHUH Mo 3amuTe HHPopmanuu. TpeOoBaHHS K MEKCETEBBIM 3KpaHaM
npuBeaeHbl B Tabmuie 4.1, rae 3Hak «+» O3HayaeT Hajluuue WM JIOTOJHUTEIbHbIE TpeOOoBaHMUs,

3HaAK «&=» — Tpe6OBaHI/I${ M3 HU3KOI'O KJjacca.
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Tabmuma 4.1 — TpeGoBaHUS K MEXCETEBBIM dKpaHaM

Kuaaccsl 3amuneHHoCTH
Ioka3aTenu 3alIUIIIEHHOCTH

5 | 4] 3 ]2 1
Yupasienue 10cTynoMm (unpTpanus JaHHBIX U TPAHCISAIUS aapecoB) | + | + | + | + =
Wpnentudukanys u ayreHTu(GUKaIus - =+ | = +
Peructpanus — |+ |+ |+ =
AJIMUHUCTPUPOBAHKE: UACHTH(PHUKAIUS U AyTCHTH()UKAINS + | = + | + +
AJIMUHUCTPUPOBAHUE: PETUCTPAIUs + |+ | + | = =
AJMUHUCTPUPOBAHKE: TPOCTOTA UCTIOIB30BAHUS — + | = +
IlenoctHOCTh + = | + + +
Boccranosnenue + | = =] + +
TectupoBanue + + | + + +
PykoBOACTBO aAMUHUCTpATOPa 3aLTUTHI + | = | = | = =
TecroBasi JOKyMeHTaIHs + |+ |+ |+ +
Konctpykropckas (mpoekTHas) TOKYMEHTAaIHs + = | + = +

Huddepennmanus moaxoga K BbIOOPY (YHKIMA 3alMTBl B MEXKCETEBOM JKpaHE
onpexnensercss AC, nns 3alUThl KOTOPOW HPHUMEHSETCS MEXCETEBOW SKpaH. YCTAaHOBJIEHO 5
KJIACCOB 3aILUIIIEHHOCTH MEXKCETEBbIX IKPAHOB.

MesxcereBbie 2kpanbl 1 kinacca (camoro Beicokoro) npumensitores st AC knacca 1A. Eciu
B AC xmnaccoB 3A, 2A oOpabaTeiBaercs uHpopMaIus ¢ TpudomM «ocoO0H BaKHOCTH», TO TAKKE
TpeOyeTcsi HCIIOIb30BaTh MEKCETEBON dKpaH He HIbke | Kiacca.

MexceteBble 3kpanbl 2 kinacca ucnonb3yrores i AC knacca 1b. Eciin B AC knaccos 3A,
2A oOpabateiBaeTcsi uMH(pOpMAIMs C TPUPOM «COBEPLICHHO CEKPETHO», TaKkKe HEe00XO0IMMO
HCIOJIb30BaTh MEXCETEBbIE IKPaHbl HE HUKE YKa3aHHOI'O Kjacca.

Me:xcereBble skpaHbl 3 kinacca obecnieunBarot 3amuty AC kiacca 1B. Eciu B AC kinaccoB
3A, 2A mpoucxoauT o0paboTKa HHPOpPMALUU C TPUGOM «CEKPETHO», TO TaKxkKe Tpedyercs
MEXCETEeBOM 3KpaH He HIDKe 3 Kiacca.

MeskcereBbie 3KpaHbl 4 kiacca TpeOyrores B cirydae 3amuThl AC kimacca 1T

Me:xcereBble dKpaHbl 5 kiacca (camoro Hu3koro) npumensitorest aisg AC knacca 1/1. Taxoke
TpeOyeTcsi  HCIOib30BaTh  MEXKCETEBble OJKpaHbl HX HE HIKE JTOro Kiacca Jyid
aBTOMaTU3MPOBAHHBIX cucTeM kiacca 3b u 2b.

B 2016 rogy ®CTOK Poccun ObuiM yTBEep:KI€HBI HOBBIE TPEOOBaHHMS K MEXKCETEBBIM
9KpaHaM M OMYOJIMKOBAHBI METOAMYECKHE JOKYMEHTBI, COJepKaliie MNpoQMIn 3alfuThl
MEKCETEBBIX SKPAHOB JIJIsl 5 TUMOB U 6 KJIACCOB MEKCETEBBIX IKPAHOB.

CormnacHo AaHHBIM JOKYMCHTAaM BBIACIIAIOT CICAYIOHIUEC TUTIBI MCIKCCTCBBIX 3KPAHOB!
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— MEXCETEeBOI 3KpaH ceTH (mun «A») — MEKCETEeBOW IKpaH, MPUMEHIEMBbIH Ha (QPU3MYECKOM
rpanuue (nepuMerpe) MHGOPMALMOHHON CUCTEMbI WIM MEXIY (U3NUYECKUMHU IpaHULAMU
CErMEHTOB MH(OPMAITMOHHOW CHCTEMBI;

— MEKCETeBOH OSKpaH JIOTHYECKUX TrpaHul cetd (mun «b») — MeXKCeTeBOH OJKpaH,
NPUMEHSEMBII Ha JIOTHYECKOW TpaHuie (mepuMerpe) HH(GOPMAIMOHHONH CHUCTEMbl WIH
MEXy JJOTHYECKHMMHU T'PaHUIIAMU CETMEHTOB HH(OPMAIIMOHHON CHCTEMBI;

— MEKCETEeBOM 3KpaH y3na (mun «B») — MEXKCETEBOW dKpaH, IPUMEHICMbI Ha y3ie (XocTe)
MH(POPMALIMOHHOMN CUCTEMBI,

— MeXCeTeBOil JKkpaH BeO-cepBepa (mun «I») — MEXKCETEBOH HKpaH, NPUMEHSICMBbIH Ha
cepBepe, 00CIy)KMBAIOIIEM CalThl, BEO-CIy)KObI U BEO-TIPHIIOKEHUS, I Ha (PU3HUECKOU
IpaHHIle CETMEHTa TaKUX CEpBEPOB (cepBepa);

— MEKCETEeBO IKpaH NPOMBIIUICHHOW ceTH (mun «/{») — MEXCETeBOI IKpaH, IPUMEHSIEMBbI B
aBTOMATHU3MPOBAaHHOW CHUCTEME YIPABJICHUS TEXHOJOTMYECKUMHU WJIM NPOU3BOACTBEHHBIMHU
IIPOLIECCaAMH.

MexcereBble 3KpaHbl THNAa «A» peanu3yercs TOJIbKO B IPOrpaMMHO-aIIapaTHOM
ucnonHenuy, tina «b», «I'» u «/I» Moryr ObITh Kak B BUJE HNPOrPaAMMHOIO IPOAYKTa, TaK U B
IIPOrPaMMHO-AINIapaTHOM HCIOJIHEHUHU. VICKIIIOYMTENBHO B BUAE NPOrPaMMHOIO IPOAYKTa
peayin3yeTcsi MeKCeTeBble SKpaHbl TUMa «By.

[To kmaccam 3amuThl cOOIIOaeTCs MPUHLIMIL YeM BbIle Kiacc (1 Kiaacc camblil BBICOKHIA),
TeM Ooniblie K HUM TpeOoBaHMH M TeM Juid Oojiee BBICOKOTO Kjlacca CHUCTEM OHHM MOIYT

npuMeHsTees (puc. 4.5).
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Nudopmarnonusie
CHCTEMBI

Knacc 3amumennoctu

rmc ACY TII

YpoBeHb
saummeHsocty [1/1x

Knacc nHOpMaOHHBIX
cucTeM o0mIero
MOJIb30BAHUS

Knacc 3amuTst
MEKCETEBBIX IKPAHOB

®
®

O6pabatbiBaeTcs
uH(pOpMaNKs, conepKamas
CBEJICHUs OTHECEHHbIE K
TOCyapCTBEHHOMH TaliHe

CRONORONORON:

~

Puc. 4.5 — Kinaccudukarysi MeXCETEBbIX SKPAHOB IO Ki1accaM 3aimuThl [5].

CornacHO TakoMy IMOAXOAY, B HH(OPMALIMOHHBIX CHCTEMax 3alluThl HH(OpManuu,
CoJiep>Kalllel CBEeJEHUs, OTHECEHHbIE K TOCYJapCTBEHHOH TaiiHe, JobKHA oOecrnedyuBaThCsl C
MTOMOIIIBIO0 MEXKCETEBBIX SKPAHOB 3, 2 U | KJIaCCOB 3aIUTHI.

B IT'UC 1, 2 u 3 xmaccoB 3amuthel, a Takke 11 ACY TII gomKHBI HCIIOJIB30BaThCS
MEXKCEeTEeBbIE 3KpaHbl 4, 5 U 6 KJIaCCOB COOTBETCTBEHHO.

Jns cnyyas obecnieuenus 1 u 2 ypoBHEH 3alIUIIEHHOCTH MepcoHaIbHbIX AaHHBIX B UCIT/IH
nmoTpeOyeTcsl yCTaHABIMBATh MEXKCETEBbIE dKpaHbl 4 U 5 KiaccoB, cooTBeTcTBeHHO. it 3 u 4
YPOBHS 3alMIIEHHOCTH TEPCOHAIBHBIX JJAHHBIX JIOCTATOYHO MEXKCETEBOro HKpaHa 6 Kiacca
3aIlUTBHI.

Jns 3amuTel nHMGOpManuy B HHGOPMAIMOHHBIX CUCTeMax olriero monb3oBanus I kmacca
HE00X0IMMO HCITOJIb30BAHUSI MEKCETEBBIE IKPAHbI 4 Kilacca.

WNnentuduxatopsl npoduieil 3amuTel npeactasisitoress popmare «4T.MO.mun/xknacc. 113y,
rie UT — «uHpOpManmoHHas TexHoJorus», MD — «mexcereBoi skpany», 13 — «mpoduib
3amuThly. Crnenudukanus npoduiaeil 3aluThl MEKCETEBBIX IKPAHOB JUIS KAXKIOTO MX TUMA H

KJ1acca npuBejicHa B Tadumie 4.2.
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Tabmuma 4.2 — Unenatudukatopsl mpoduiei 3aiuThl MEKCETEBBIX IKPAaHOB

Tun
MeKCeTeBOro

Kiacce 3amuTe1

JKpaHa 6 5 4 3 2 1

MexceTeBoi
9KpaH TUIa NUT.MD.A6.I13 | UT.MD.A5.113 | UT.MD.A4.113 | UT.MD.A3.I13 | UT.MD.A2.1I13 | UT.MD.A1.113
«A»

MexceTeBoi
9KpaH THIIA NUT.MD.B6.I13 | UT.MD.B5.113 | UT.MD.B4.113 | UT.MD.B3.113 | UT.MD.B2.113 | UT.MD.B1.I13
«b»

MexceTeBoi
9KpaH THIIA NUT.MD.B6.I13 | UT.M3.B5.113 | UT.MD.B4.113 | UT.MD.B3.113 | UT.MD.B2.113 | UT.M3.B1.I13
«B»

MexceTeBoi
3KpaH TuIa UTMDI6.I13 | UTMD.I'S5.I13 | UT.MD.T'4.113 — — —
«I'»

MexcereBoit
9KpaH TUMa NUT.MB.16.113 | UT.MD.J5.113 | UT.MD.J14.113 — — —
«JI»

4.1.9 IIporpaMMHBIe H MPOrPAMMHO-aNNIAPATHBIE MesKCeTeBble IKPAHBI

[IpuBeneM HEKOTOpPBIE PEIICHHUS MEXCETEBOTO SKPaHUPOBAHUS, MPEICTABISAIONINE COOOM
KaK OTJEJIbHbIE MEXKCETEBBIE SKPAHbI, TAK U MEKCETEBbIE 3KPAaHbl B COCTABE KOMILIEKCHBIX CUCTEM
3alIUTHl HH(OPMAIIHH.

Mesccemeson 3xpan  Secret  Net Studio® — MIEPCOHAJIbHBIA MEXCETEBOM JKpaH C
LEeHTpanu30BaHHbIM ympaBienuem B coctaBe C3U  «Secret Net Studio» (000 «Koxg
bezonacHocTu»), BRIMONHSIOMMKA (QYHKIIUU 3alIUThl pabOYMX CTAHIMI U CEPBEPOB HAa YPOBHE
JaHHBIX, TPHUIIOKEHUH, CETH, OIEPAIlMOHHON CHUCTeMbl H TepudepuitHoro 000pymIOBaHUS.
MexcereBoit skpan st Secret Net Studio coorBerctByer TpedoBanusim ®CTIK k MexceTeBbIM
skpaHam tuna B mo 4 knaccy 3ammtel (MT.MD.B2.113), mexcereBoit sxpan st Secret Net Studio-
C cootBercTtByeT TpeOoBanusM 1o 2 kmaccy 3amuTel (UT.MD.B2.I13). Mexanusm 3aiiuThl
oOecnieurBaeT (UIBTPALIMIO CETEBOr0 TpaduKa Ha CETEBOM, TPAHCIOPTHOM M IPHUKIAJIHOM
YPOBHSIX Ha OCHOBE (OPMUPYEMBIX ISl MPUIIOKEHUM mpaBuil. Ilpu 3TOM HapaBHE C PEXUMOM
¢unbTpanuu cereBoro Tpaduka MoXeT (yHKIHOHUPOBATh B pPEeKUME OOyueHHs, pa3peliaroneM
BECh CETEBOM Tpa(uK ¢ aBTOMAaTHYECKUM J100ABICHHUEM Pa3peIlaOINX IPaBUII ISl UCIIOIb3yEeMbIX
MIPUIIOKEHUHN.

Meaccemesoii sxpan Dallas Lock? — cepruduumposanssii mogyns C3U «Dallas Lock»
(OO0 «KoHbpuneHT»), BBIMOJHAIOLMA (QYHKIMM TNEPCOHATBHOTO MEXKCETEBOIO JKpaHa C

LEHTPAJIN30BaHHBIM YIIPABJICHUEM, Ay TUTOM COOBITHI HH(POPMALIMOHHOM O€3011acHOCTH.

! www.securitycode.ru
Z www.dallaslock.ru
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[Ipenna3nauen a1 3ammThl padbounx cranmuii u cepsepoB or HC/I mo cetn. MexcereBoit
skpan Dallas Lock konTpomupyer u ¢uinpTpyer npoxojsmue depe3 untepgeiicsl 1K cereBbie
MaKkeTsl B COOTBETCTBHM C 33JaHHBIMU TIPAaBWJIAMH, OJIOKUPYET HEXKEIaTeIbHYI0 CETEBYIO
aKTUBHOCTb U YBEJIOMIISIET O MOMBITKaX HAPYIICHUS 3a/IaHHbIX TPaBUIL.

MexcereBoit skpan mina Dallas Lock 8.0-K coorBerctByer TpeboBanusm DPCTOK
MeXCceTeBbIM 3KpaHaMm Tuna B no 4 knaccy 3amurtel (MUT.MD.B4.I13), mexceTeBoil 3kpaH ais
Dallas Lock 8.0-C — tpeboBanusm mno 4 xiaccy 3ammtel (UT.M3.B2.I13). Moxer ObITh
UCIIOJIb30BaH:

— npu co3aanuu 3amuiieHHbx AC o kiiacca 3amuiieHHocTy 117 BKITIOYnTensHo;

— B UCII/IH 1o 1 ypoBHS 3aIIMILIEHHOCTH BKIIIOUUTEIBHO;

— B I'MC 1 xnacca 3anuiiéHHOCTH;

— npu coznanuu 3amuiieHHbix ACY TII Ha kpuTHYecKkH BaXXHBIX 00BEKTaX, MOTEHIIHAIBHO
OTMaCHBIX 00BEKTAX, a TaKkKe 00BEKTaX, MPEJCTABISIIOIIMX MOBBIIICHHYIO OMACHOCTh ISl )KU3HU U
3I0pPOBBSl JIIOJIEW W Ui OKpYXalollled MPUPOJHOM cpeasl a0 1 Kiacca 3aniuIieHHOCTH
BKJIIOUUTENBHO;

— TP 3alUTe 3HAYUMbIX 00BEKTOB KPUTHUECKON HHPOPMAITMOHHON HH(PpaCTPyKTYypHI, A0 1
KaTeropuu BKIIOYUTEIBHO.

Mesxnccemesoit skpan bnokxocm-cems 2. 0t — MEPCOHAIIbHBIN MEKCETEBOM 3KPaH B COCTABE
ABTOHOMHOTO WJIM C yJaJeHHBIM yrpaBiieHneMm Bapuanta mnoctaBku C3U «bnoxxoct-Cerb 2.0»
(OO0 «I"azunbopMcepBuUCY), peanu3yromuii 3amuty kommneiorepa ot HCJl k ero pecypcam u3
BHEIIHUX MCTOYHHMKOB, pa3rpaHUUYEHUE JOCTYIA IOJIb30BaTEIsl KOMIBIOTEpA K pecypcaM CETH U
¢unbTpanuio cereBoro Tpaduka. OyHkumu 3ammthl MHQopmanuu ot HCJl mepconanbHOrO
MEXCETEBOI0 D3KpaHa COOTBETCTBYIOT 4 Kjaccy 3alllUIIEHHOCTH COIJIaCHO PYKOBOJSLIEMY
NOKyMEeHTYy «CpeacTBa BBIYMCIHMTENIBHOW TEXHUKH. MeXCeTeBble JKpaHbl. 3allura OT
HECaHKIMOHMpPOBaHHOTO  gocTyma K  wuHpopmamuu. [lokasarenu  3alIMIIEHHOCTH  OT
HECaHKLMOHUPOBAHHOTO JJOCTYyNAa K UHPOPMAIUID.

B mexceTeBOM 3KpaHe peaqu30BaHbl CleaAyomre (PyHKIIMOHATbHBIE BOBMOXHOCTH:

— ¢unbTpaIys MakeToB Ha CETEBOM YPOBHE HAa OCHOBE CETEBBIX aJPECOB OTIPABHUTENS H
MoJTyvarTels;

— (unpTpanMg MAaKeTOB CIYKEOHBIX MPOTOKOJIOB, CIYKalIUX s JAUArHOCTUKH U

yIpaBieHUs: pabOTON CETEBBIX YCTPOMCTB;

L www.gaz-is.ru
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— (unbTpalus ¢ y4eTOM BXOJHOIO U BBIXOJHOIO CETEBOro HHTepdelica Kak cpeicTBa
IIPOBEPKHU MOJJIMHHOCTH CETEBBIX aJPECOB;

— (UIBTpAIS ¢ YYETOM JIFOOBIX 3HAYMMBIX MOJICH CETEBBIX MAKETOB;

— peructpanus U y4et QUIbTPyeMbIX MaKETOB.

Meosiccemesoit 3kpan AIIKII «Konmunenm»' — mexcerenoit 9KpaH B COCTaBE allapaTHO-
nporpaMMHoro  Komruiekca mudpoBanus «Koutunent» (OOO «Kox beszomacHocTnY),
peann3yoIero, Hapsay ¢ MEKCETEBbIM 3KpaHUPOBaHUEM, (DYHKIIMH KPUNTOTPAPUIECKON 3alIUTHI
JaHHBIX, IEpEaBaeMbIX MO KaHajlaM CBS3HM OOIIMX CeTell mepenadyu JaHHBIX MEXAY COCTaBHBIMU
gactaMu VPN, aBTOMAaTuyecKyr perucTpanuio COOBITUN, CBSI3aHHBIX C (PYHKIIMOHHUPOBAHHUEM
KOMIUIEKCa, LEHTPaJU30BaHHOE YIPaBJIEHUE KOMIIOHEHTaMH KoMiuiekca. CoOOTBETCTBYET
tpeboBanusim O@CTIOK k mexcereBblM dkpanaMm tuna A mo 3 kiaccy 3aumrtsl (UT.MD.A3.113) u
MOXKET mpuMeHsATbcs Uit 3ammTbl: AC g0 kimacca 1B BkiItounTensHO, B MH(DOPMAIIMOHHBIX
CHUCTeMax NepCOHANbHBIX MaHHBIX 10 Y31 BrmtountensHo, [MIC o 1 kimacca BKIIFOUHTENBHO,
ACY TII no 1 kiacca BKIFOUUTENBHO.

JlaHHBII MEXCETEBOM 3KpaH M0 YMOIYAHUIO pabOTaeT B PeKUME OJIOKUPOBKH MPOXOISIIETO
yepes Kpunrorpaduveckuil o3 Tpaduka, ero HacTpoKa OCYIIECTBISETCS MyTeM ONpeeseHus
CIHUCKOB TpaBWi (GUIBTPALIMU U TPAHCISIIUK TpaduKa COTJIACHO TOMOJIOTHH CETU U TPEeOOBAHUAM
6e3onacHoctu. llognepkuBaer oOHapyKEHHE Pa3IMYHBIX THUIIOB CETEBBIX MPHJIOKECHHH, B TOM
quyclie CUCTEM YJANEHHOIO aJMUHHCTPUPOBAHUS, MECCEH/IKEPOB, TOPPEHTOB U CHUCTEM
TYHHEITUPOBaHUA TpaduKa.

Mesiccemegoie IKpamnvl Cisco® — IIPOrPaMMHO-aINIapaTHbIE MEKCETEBBIE IKPaHbl B COCTaBE
MHOTOQYHKIIMOHAJIbHBIX YCTPOMCTB oOOecreyeHus] ceTeBOoil 0e30MacHOCTM OT aMEepUKAHCKOM
kommanuu Cisco. Cpeau Hux HambOosiee momyssipubl mpoaykTel Cisco ASA u Cisco Firepower,
o0ecreunBaroIe MEKCETEBOE SIKPAaHUPOBAHNE C KOHTPOJIEM COCTOSIHUS COEJUHEHUS, MOHUTOPUHT
U KOHTPOJIb pabOThl NPUIIOKEHUH, MpeAoTBpallleHne BTOPKEHUH, 3auTy oT BpenoHocHoro [10,
¢dunpTpamuio tpaduka, 6moxkupoBky DDoS-arak. Hexotopsie monenu Cisco ASA COOTBETCTBYIOT
tpeboBanusiMm PCTOK k MexceTeBbIM dKpaHaM Tuma A W tuna b mo 6 kimaccy 3amiuThI
(UT.MD.A6.113, UT.MD.B6.113). Cisco Firepower coorBercTByeT TpeboBanus ®CTOK Poccum
cucremMaM oOHapy)keHus BTopkeHui o 5 kiaccy 3amutel (MT.COB.C5.113).

B NGFW ot Cisco cnenyetr otmeTuth cepBuc Talos, oGecriedanBaeMblii 00JIbIION KOMaHI0M
uccienoBarenei, €XeIHEeBHO aHAIM3UPYIOIIMX MHOTOYMCIEHHBIE MOTOKH YIpO3 U CO3JArOIINX

MHCTPYMEHTHI, NMPUMEHseMbIe JJIS 3aIIUThl OT cienyronieil Macmrtadbnoil araku. Cisco NGFW

! www.securitycode.ru
Z WWW.cisco.com
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UCIOJIb3YIOT BCTPOCHHBIE pacIIMpeHHble (QYHKIMHM O€30MacHOCTH, TaKHe KaK CHCTEMBI
NPEJOTBPAILICHUS BTOPKEHUN CIEIYIOUIEr0 MOKOJICHUS, pacIIUpEeHHas 3alluTa OT BPEIOHOCHBIX
MPOTPaMM U «IIECOYHHUIIAY, TIO3BOJISIONIAS BUIETh ITOJIb30BaTEINCH, XOCTHI, CETH U HHPPACTPYKTYPY.

CheckPoint* — nuneiika MexKceTeBbIX sKkpaHoB HoBoro nokosieHust ot Check Point Software
Technologies Ltd. Imo3 6e3omacHoctu Check Point Security Gateway COOTBETCTBYET
tpeboBanusiMm PCTOK k MexceTeBbIM dKpaHaM Tuna A u tuna b mo 4 xmaccy 3amuThsl
(UT.MD.A4.113, UT.MD.b4.113), a Tarke TpeboBanusiMm PCTIK k cucremam oOHapyKEeHUS
BropokeHnil mo 4 kiaccy 3ammtel (MT.COB.C4.113). ®yHKIMOHAIBHOCTh MPEUMYIIECTBEHHOTO
oonpmmHcTBa TpoaykToB Check Point ocHOBaHa Ha TEXHOJIOTHMU TMPOTPAMMHBIX OJICHIOB —
BUPTYaJbHBIX KOMIUJIEKCAX MPOrPAaMMHOTO OOECIIEYEHHUs, yCTAaHABIMBAEMBIX Ha allapaTHbIC
pemenuss Check Point. Hampumep, mexcereBoit 3kpaH conepkuT nporpammubiii Oneiin Check
Point IPS, 3ammmaromuii KOpnopaTUBHYIO CETh MYTEM IMPOBEPKU IMAKETOB, MPOXOMASAIIUX uepe3
1UTI03. JTO MOTHO(YHKIIMOHANIbHASL CUCTEMA, 00ECTIIeUNBAIOIIasl HAJEKHYIO 3aIIUTY OT BTOP>KEHUN
M YacThle aBTOMAaTHYeCKHEe OOHOBICHHS 0a3bl onpeneneHuil yrpo3. TeXHOIOTHH MPOTrPaMMHBIX
OJIeiI0B TTO3BOIAIOT THOKO U3MEHSITh U MacIITabUPOBaTh 3alIMIICHHOCTh CETH, Ha JIETY J00aBIsATh
Wik yOupaTh 3alllUTHbIE MEXaHU3Mbl M PACIPEAeNATh 3allUTHbIE (YHKIUU 1O Pa3HbIM
YCTPOMCTBAM.

Meostccemeswie Ikpanvl Zy WALL? — cepus NpOorpaMMHO-aNINapaTHbIX MEXCETEBBIX 3KPAaHOB
ot MexxayHaponHoi kommanuu ZyXEL. IMomumo QyHKIuii mMexcereBoro skpanupoBanusi Zyxel
ZyWALL Takke BKItouaeT B ce0s (QyHKIIUH TOTOKOBOTO aHTUBHPYCA, MEXaHU3MbI OOHAPYKEHUS U
NPEJOTBPALLICHUsT BTOPKEHUH, 3alllUThl OT CIaMa, KOHTPOJIA IMOJIOCHI TPONMYCKAaHUS IS
pa3zHooOpa3HbIX 00bEeKTOB ceTu, VPN-mocTyna g yaajneHHbIX NOAKIOYeHHH. B mponykToByro
muHeiky Bxoasat ZyWALL USG, ZyWALL VPN, ZyWALL ATP, a takxxe Zyxel Nebula — nutro3st
0€e30MacHOCTH ¢ yrpaBieHneM u3 odnaka Nebula.

Barracuda CloudGen Firewall® — cemeiictBo (u3HYECKHX, BHPTYalbHBIX W OOJAYHBIX
YCTPOMCTB OT aMmepHKaHCKoW kommanuu Barracuda Networks, koTopble HaleleHbl Ha 3allUuTy
MH(QPACTPYKTYphl paclpefeieHHON ceTu npennpustus. Takue ycTpoicTBa 00€credrBaroT
MOBBIIIEHHYIO0 0€30MaCHOCTh, MOCKOJIBKY COZAEp:KaT MOJHbIN Habop TexHonmoruit NGFW, Bkirouas
npoduIMpoBaHNe NPUIOKEHUH YpOBHS 7, TpeloTBpallleHHe BTOpPXKEHUH, BeO-pUIbTpaiuio,
3alIUTY OT BPEJAOHOCHBIX MPOTPAaMM H YTPO3, 3alIUTy OT CllaMa U KOHTPOJIb TocTyma K cetn. Kpome

Toro, MexcereBble Okpanbl Barracuda CloudGen couerator B cebe MPOABUHYTYIO

! www.checkpoint.com
2 www.zyxel.com
® www.barracuda.com

136



OTKa30yCTOMUYMBYIO TexHOJoTui0 VPN ¢ WHTeNIeKTyalnbHBIM yIOpaBJIeHHEM Tpaduka W
BO3MOKHOCTSIMH ONTUMH3AIMK Ti00ansHONH ceTtd. OOnauHble MeXceTeBble IKpaHbl Barracuda
ONITUMAJIBHO MOJXOMAAT JJIS MPEANPHUIATUN C MHOKECTBOM (PHIIMAJIOB, IMOCTABIIMKOB YIIPABIISIEMBIX
YCIIYT ¥ IPYTUX OPTaHU3AIMi CO CI0KHON pacmpeelIcHHOW CeTeBOM HHPPACTPYKTYPOH.

Palo Alto Networks' — wMexcereBble dKpaHbl HOBOTO IMOKOJNCHHS OT OJHOMMEHHO!
aMEPUKAHCKOW KOMITAaHUM, IIOCTaBIsieMble B BHUJEC BUPTYAJIbHBIX W AaMIlapaTHBIX YCTPOWCTB,
oOHapyKUBAIOIIME KaK M3BECTHBIC, TAK U HEU3BECTHBIC YIPO3bl (B TOM YHUCIIC B 3alIH(PPOBAHHOM
Tpaduke) 3a CUeT UCIOJIB30BAHUS JAHHBIX, TOJYYEHHBIX C MHOXECTBA YCTAHOBJICHHBIX YCTPOMNCTB.
C momompio NGFW ot Palo Alto Networks mpeampustusi MOryT OBICTPO CO3/1aBaTh IpaBHIIA
0€30MaCHOCTH, COOTBETCTBYIOIME IIOJUTHKE O€30MacHOCTH, NPOCTHI B OOCITYKMBaHUU U
alanTHPYIOTCSA K JUHAMUYECKOH cpene npeanpusaTus. OHM COKpAIaloT BpeMs OTKIIMKa Oiaromaps
ABTOMATUYECKUM OTBETHBIM JCHCTBHSIM Ha OCHOBE MOJUTHK, Ipu 3ToM U T-nenapramenT nomxyvaer
BO3MOXXHOCTh OBICTPO aBTOMATH3UpPOBaTh paboyue TMpOLecChl 3a CYEeT UHTerpaluu C
WHCTPYMEHTAMHU aIMUHUCTPUPOBAHUSI.

JlaHHBIE MEKCETEBBIE HKpaHBl IOCTABISIIOTCS B BHJE BHPTYAIbHBIX M amIlapaTHBIX
ycrpoiictB. Hampumep, cepuss VM 3amuiaer 4actHble M OOILIEAOCTYIHBIE OOJauHbIE CpEIbl,
obecrnieunBasi JOCTYN K MPHJIOKEHUAM U MpeAoTBpaimas yrposbl. Tpaduk kinaccuduuupyercs Ha
OCHOBE IPUJIOKEHUH, a HE IOPTOB, YTO JAET JAETAIbHOE MIPEACTAaBICHUE 00 yrpo3ax.

SonicWall? — BupTyaIH3MpOBAHHBIC BEPCHH MEKCETEBEIX SKPAHOB HOBOTO MOKOJNCHHS OT
OJTHOMMEHHON aMEpUKaHCKONW KOMIIAHWH, TIO3BOJISIONIUME YIPOCTHUTH aIMHUHHCTPUPOBAHUE
Onmarosapst oOuiei cucreMe YIpaBieHHMs BUPTyalbHOW M (u3nueckoil mHdpactpykrypoid. Cepus
yctporictB SonicWall Network Security (NSA) npenocTaBisieT KOMIaHUSIM CPEIHETO U KPYITHOTO
pa3Mepa HaboOp (QpyHKUMH A1 PaCHIMPEHHOTO MPENIOTBPALLEHUs YIpo3. 3a cueT MHHOBAIMOHHBIX
TEXHOJIOTUH TayOokoro oOydyeHus B obOnaunoil miardopme SonicWall Capture, cepusi NSA
obecrieyrBaeT aBTOMATU3MPOBAHHOE JAETEKTUPOBAHHUE M OJIOKUPOBAHME aTak B PEXHME PEalbHOTO
BpPEMEHH.

Jpyrumu npuMepamMu TOMYJISIPHBIX TPOTPAMMHBIX TEPCOHATBHBIX MEXCETEBBIX IKPAHOB
moryT ciayxuth. Kaspersky Internet Security, Comodo Firewall, Avast Premium Security, AVG

Internet Security, TinyWall u mp.

! www.paloaltonetworks.com
2 www.sonicwall.com
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4.2 Cucrembl 00HAPYKEeHUS] BTOPKEHUM

4.2.1 llonsaiTHe cUCTeMBbI O0HAPYKEHUSI BTOPKEHUI

TpaguLMOHHBIE MeEXKCETEBble SKpaHbl SBISIIOTCA MEXaHM3MaMHU co3JaHus Oapbepa,
IPErpaXkJ1atoIiero BXo OAHUM THIIaM CETEBOro Tpaduka U pa3perarouiero JpyruM, NoCTpOeHHOro
Ha OCHOBE TOJHMTUKU 0€30MMacHOCTH MEXCETeBOro skpaHa. Bmecre ¢ Tem, 3¢hekTuBHOCTH ceTeBo
0e30macHOCTH 00€ecreurnBaeTCsl MOCPEACTBOM BEIACHUS KOHTPOJIBHBIX JKYpHAJIOB M MOCTOSTHHOTO
MOHUTOpPUHIa € OBICTpBIM OOHapyXEHHEM, HCCIEAOBAaHUEM COOBITUI Oe30macHOCTH U
OIOBEILIEHUEM M pearupoBaHMEM HA HHUX, a 3aTeM — Ha MHUMAEHThL. C IeJbl0 MOHUTOPHUHIA,
HAOJIOACHNST aKTUBHOCTU M TPUHATHS PEUICHUH O TOM, SIBJISIIOTCSA JIM HaOJI0JaeMble COOBITHS
MOJIO3PUTENILHBIMU, TPUMEHSAIOTCS CHCTEMBbl OOHApy)XEeHUS BTOP)KEHHH, obOecneunBaronme
JONOJTHUTENbHBIN YPOBEHb 3aLUThl KOMIBIOTEPHBIX CUCTEM.

Cucrema oOHapy:KeHUs] BTOPKeHHU (COB/IDS') — mporpaMMHBIA HIM TPOrPAMMHO-
anmapaTHbli KOMIUJIEKC, KOTOPBIM 1O pe3yiabTaTaM aHaIM3a KOHTPOIHMPYEMBIX W COOMpaeMBIX
JAHHBIX TPUHIMAET PEIICHUE O HAJTMYUH aTaK! WA BTOPKEHHSL.

[Ton emoporcenuem TOHUMAIOT HECAaHKIIMOHUPOBAHHBIN (IIpeAHaMEpEHHBIN WIN CIly4daiiHbIi)
JOCTYI K CETH WJIHU IMOACOCIUHEHHOM K CeTH CHUCTEME, BKJIIOYas 3JIOHAMEPEHHYIO JESTEIbHOCTb
NPOTHB HMH()OPMAITMOHHONW CHCTEMBI WM HECAHKIIMOHUPOBAHHOE HCIIOJIL30BAaHHE PECYPCOB B
uHpOpMaIMOHHOM cucTeMe [6].

[Tponiecc oOHapyskeHUsI BTOP)KEHHH XapakTepusyeTrcs cOOpoM CBeleHH 00 aHOMaJIbHOM
XapakTepe HCIOJIb30BaHMUs, a TaKkKe O TOM, Kakas YSA3BMMOCTb ObUIa HCIOJb30BaHA M KaKUM
o0pa3om, BKIIt0Yast TO, KOTJa U Kak 3TO MPOHU30IILIO.

[lpuBenem Takxke ompexnenenne cormacio [OCT P HMCO/MDK  27033-1-2011
Wndpopmannonnas texHonoruss (MT). Meronsl u cpeacrtBa oOecneueHus O€30MaCHOCTH.
beszonacHocts cerelt. Yactb 1. O630p U KOHLIETIIUIY:

Cucmema obHapyscenuss 6mopiceHuii — CIeIMANN3UPOBAHHAS CUCTEMa, UCIIONIb3yeMast [Uis
uAeHTUGUKAMH TOro (hakra, YTo OBUIA TPEANPUHATA TIONBITKA BTOPKEHHS, BTOPKCHHE
MPOUCXOIUT MM TPOU3OIIIO0, a TakkKe IS BO3MOXKHOIO pearupoBaHUs Ha BTOpPXKEHUE B
MH(pOPMAaLMOHHbIE CUCTEMBI U CETH.

ITpumenenne COB no3Boser:

— p€aIn30BaTh aKTUBHYIO UJIM ITACCUBHYIO PCAKIIUIO HA aTaKy,

! Intrusion detection system.
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— pacmo3HaTh HEKOTOPYIO aKTUBHOCTh KaK aTaKy W BBIOJIHUTH ACHCTBUE MO OJOKUPOBAHUIO
€€ MCTOYHHKA;

— OmnpeacIMTb MNPCAINOCHIIKY aTaKu, HMCIOH.ICﬁ BUJ CCTCBOro 3O0HAWPOBAHUA HIIU
HEKOTOPOTO JPYroro TECTUPOBAHUS Il OOHAPYXKEHUs YSI3BUMOCTEH, M TPEAOTBPATUTH ¢
nanbHEHIIee pa3BUTHE;

— BBIIIOJIHHATH JOKYMEHTHUPOBAHUE CYIIECTBYIOIIUX YIPO3 JUIL CETU U CUCTEM;

— o0ecrneunTh KOHTPOJIh KauecTBa pa3padOTKH U aIMHUHUCTPUPOBAHUS OE30MMaCHOCTH;

— TMOJYYUTh TOJE3HYI0 HWH(OOPMAIMI0O O TPOHUKHOBEHHSX, KOTOpPhIE HMEIH MECTO, C
MPEAOCTABICHUEM YJYYIICHHOW JHMAarHOCTUKHA JUIS BOCCTAHOBJICHHS W KOPPEKTHPOBAHMS
BBI3BABIIMX POHUKHOBEHUE (PAKTOPOB;

— OMPENEIUTh PACIOJIOKEHWE HCTOYHMKA aTaKd IO OTHOIICHHIO K JIOKAJIbHOW CeTH
(BHEIIHWE WM BHYTPEHHUE aTaKd), YTO BaXHO MPU MPUHATHH PEUICHHH O pacroiioKeHUU

PECYPCOB CETH.

4.2.2 CTpyKTYypa CUCTeMbI 00HAPYKEHUsI BTOP:KEeHU I
B ob6mem cnyyae B crtpykrype COB BbLensor: moacucreMy cOopa HHPOpMAIHH,

MOJICUCTEMY aHaJIM3a, MOYJIb YIIPaBJICHHS U MOYJIb pearupoBanus (puc. 4.6).

3amumaeMasi cCHCTeMa

Y Y \4 Y

CeHcopsly Cencop; CeHcops N Cencopy

Iloncucrema anammsa

\
I <:> Monayas
} ynpasJieHus
\
AHanmuzaTop,; [@— .. |
|
I
\
\
\
I
I
\

A4

AHanuzaTtop; [

A

AHanuzaTopy

:> Moyt
pearupoBaHus

Puc. 4.6 — O6mas crpykrypa COB.
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[Toncucrema cOopa uH(pOpPMAIMK HMCIONB3YyETCs A cOOpa MEpBUYHON HH(OpMAIUU O
pabote 3amumaemoii cucrembl. COOp HHPOPMAIIUHN OCYIIECTBISIETCS ¢ IPUMEHEHHEM aBTOHOMHBIX
Moayned — ceHcopoB (naTdmkoB, nerekTopoB) COB, komuuectBO N KOTOpPBIX 3aBUCHT OT
crieln(pUKHY 3alUIAeMOM CUCTEMBI.

[Toncucrema aHanmu3a BBIACISAET MOJO3PUTENBHBIA TpadUK M aTrakd, OCHOBBIBASCH Ha
JaHHBIX OT CEHCOPOB. [Ipu 3TOM OHa CTPYKTYpHO COCTOMT U3 OJHOTO WM 0OJ€e aHaIU3aTOPOB —
KaX/IbIil aHAJIN3aTOp BBIINOJHIET MOUCK aTaK MM BTOPXKEHUN OIpelesIeHHOro Tuna. BxonHeiMu
JAHHBIMU Ul aHAJIM3aTOpa MOXKET ObITh MH(OpPMAIMs OT CEHCOPOB WJIM JPYroro aHajau3aTopa, a
pe3yabTaT uX paboThl — MHAMKALNS O COCTOSIHUY 3aIIUIIIAEMON CUCTEMBI.

Monynp ynpaBiaeHusl (KOHCOJb YIPABJIEHUS) MO3BOJISIET yNpaBisaTh KoMmrnoHeHTamu COB,
BBINOJIHATE €€ KOH(UI'YpUpOBaHHE, a TaKXKe CIEAUTh 32 COCTOSIHMEM 3allMIAaeMOil CHCTEMBI.
Monysnp pearupoBaHusi NMpeiHa3Ha4YeH Ul BBIOJHEHMs MpeAOoNpeaeSeHHbIX NeHCTBUN B cilyyae
yCTaHOBIICHHS (aKTa aTaku, MHPOPMUPOBAHUS 3aMHTEPECOBAHHBIX JIMII O COCTOSHUH 3aIUIIaeMON

CUCTCMBI.

4.2.3 Knaccudukanus cucreM 00HAPYKeHUs] BTOP:KeHUH
CymecTByeT HECKOIBKO crtoco0oB kinaccudurammu COB, KaxIplii U3 KOTOPHIX OCHOBaH Ha
UX pa3jMuHbIX XapakTepuctukax (puc. 4.7). PaccMoTpuM 1moaxon, B KOTOPOM B KauecTBE TaKHX

XapaKTePUCTHK BBIOPAHbI TUMMMYHBIE (YHKIIUU U ocoOeHHOocTH peanu3anuu COB:

0 croco0y 0OHApYKEHHUST BTOPKEHUS;

— II0 BUAY UCTOYHHUKOB TaHHBIX;

— 10 crocoby coopa nHpopmaluu o0 aTake;
— 10 CTPYKTYPE CUCTEMBIL;

— IO XapakTepy peakiuu;

— [II0 BpCMCHHU aHAJIN34a JaHHBIX.
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CucreMbl 00HApYKeHUS] BTOP KeHU M

A A A A Y A

Cnocod Bua ncrounnkon Cnoco coopa CtpykTypa Xapakrep Bpems ananunza
00HapyKeHUsI JAHHBIX uHpopMaLMH CHCTEMBI peakuuu JAHHBIX
O6HapyKeHHe CereBble HenpepbiBHbIH
py CereBble Lentpanu3oBaHHbIe AKTUBHBIE pep
CHIHATYP MaKeThl PEXUM
OO6HapyxeHne Banucu OTJIOKCHHBIN
N XocroBbie JlenienTpanu3oBaHHbIE ITaccuBHBIC
aHOMaJIHit ayaura PEXUM

Puc. 4.7 — Knaccuduxkarus COB.

Ilo cnocody oonapyscenusn emopicenuna COB npuHATO pa3fensaTh Ha ABE KaTErOpUU:

— obuapyxenue curHatyp (Signature detection) wmm 3m0ymorpebnenuii  (Misuse
detection);
— obnapyxeHue anoMmanuii (anomaly detection).

OO6HapyxeHre CUTHATyp MpENIoJiaracT BBISBICHUE BTOPKEHHMH Ha OCHOBE HAKOIUIEHHBIX
3HaHUI 00 M3BECTHBIX THIIAX aTaK, XapaKTEePHbIC MPU3HAKK KOTOPHIX OMMCAHBI B BHJE CUTHATYPHI
(oOpa3ua, mabioHa), ¥ NOUCK JAaHHOM CHUTHATYpbl B KOHTPOJIMPYEMOM IPOCTPAHCTBE (CETEBOM
Tpaduke WM KypHane peructpanuu). Ilpomecc oOHapykeHUST CHTHaTyp MPOU3BOAUTCA
MIOCPEJICTBOM HAOJIIOJICHHSI 32 MOSBJICHHEM TOYHO OMHMCAHHBIX IMOCIEA0BAaTEIbHOCTEH COOBITHI B
cHCTeMe, ISl peau3aliil KOTOPBIX MPUMEHSETCS IMUPOKUI CHEKTP MaTeMaTHYeCKHMX METOJIOB
(curHATYpHBIN METOJI, SKCIIEPTHBIE CUCTEMBI, METO/IbI aHAJIN3a COCTOSTHUN ).

OOHapyxeHue aHOMaJIMii OCHOBBIBAETCS Ha BBISIBIEHUHM OTKJIOHEHHWH 3HAYEHUN MapaMeTpoB
CHCTEMBI, INOCJIE0BATEIbHOCTH COOBITUH OT 3HAYEHWH M IOCIEI0BaTEIbHOCTEH, XpaHUMBIX B
npoduiie HOPMAIBHOTO TIOBEACHUSI CUCTEMBI, C(POPMHUPOBAHHOM B YCIOBHUSAX OTCYTCTBHS aTtak. K
TakKUM OTKJIOHEHHUSIM MOXET OBbITh OTHECEHO OOJbIIOE YHCIO COEJUHEHHM 3a KOPOTKHM
IIPOMEXYTOK BPEMEHHU, BBICOKAasi 3arpy3ka LEHTPaJIbHOro mpoueccopa M T.N. JlaHHBIA crnoco0
OPMEHTUPOBAH Ha BBISBICHHE HOBBIX TUIIOB aTak, B CBA3M C YE€M BO3HHUKAET HEOOXOJUMOCTb
MOCTOSTHHOTO OOY4YeHHs CHUCTeMbl. J[JIsl peanm3anuy JaHHOTO TOXO/Aa MPHMEHSIOTCS METOMIBI
MaTeMaTHYECKOW CTATHCTUKU M NCKYCCTBEHHOT'O MHTEIUICKTA.

B He3aBucumoct ot ucnosnaszyemoro B COB cnocoba oOHapy:keHHUsI BTOP>KEHUS TPOLecc

AHaJI3a IPEAIojgaracT HaJIn4mue 0a3bl 3HAHHUH O MpHU3HAKaX aTaK W OMPCACICHHBIX IMpaBHJIaX U
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XapaKTepUCTHKaX HOPMaJIbHOIO TMOBEACHUS CUCTEeMbl. B mpolecce aHaian3a OICHUBAETCS
BO3MOYXHOCTh TPAKTOBKH TOTO HJIM MHOTO COOBITHS B CUCTEME KaK MOMBITKA BTOPKEHUSI.
Ilo 6udy ucmounuxkoe oannplx (s MOCIEIYIONIETO MPUHATUS PEIICHUS ) BBIICISIIOT:
— COB, aHanu3upyIOIIKUE CETEBbIE TAKEThI, 3aXBATHIBAEMBIE U3 CETH;
— COB, ananu3upymoue JaHHbIE ayuTa.

K 3amucsim aynuTa OTHOCATCS Kak CIELUAIbHO OPraHW30BAaHHBIC 3alHCH COOCTBEHHO
ayquTa, TaKk U CUCTEMHbBIE KYPHAJbl, KOTOPhIE MOTYT BECTHCh ONEpallMOHHOW cuctemon. Takue
CUCTEMHBIE JKypHaJbl MOTYT BKJIOUaTh B ce0s1 KOHGUTYpalOHHbIE (ailyibl CUCTEMBbI, JaHHbIE TS
aBTOpH3AlMK TOJIb30BaTeNe M T.J. OTa HMHGOpMAIMs CO3JaeT OCHOBY JJSl MOCIETYIOLIETO
npunsaTus pemenus. Crocod coopa nHpopMaIK ONPENeIIeTCsl TOIUTUKON reHepauu COOBITHH,
KOTOpasi orpe-JeisieT pexkuMbl GUIbTPALIIH IPOCMATPUBAEMBIX COOBITUH.

Ilo cnocody coopa ungpopmayuu 06 amaxe BbACIAIOT:

— cerebie COB (network-based);
— xoctoBeie COB (host-based).

CereBbie COB ocymecTBisitoT cOOp U aHAlM3 CETEBBIX MAKETOB, HA OCHOBAaHMHM KOTOPBIX
MPOBOAMUTCS OOHApYKEHHE, T.€. «IIPOCIYIIUBAIOT» TpaQuK B CETH, OMpEAeNsis BO3MOXKHbBIC
JEWCTBUS 3I0OYMBIIIIICHHUKOB. CEHCOPBI TAKUX CHCTEM PACIIONAraloTCs B Pa3IMYHBIX TOYKAX CETH.
[Touck aTaku MPOMCXOTUT MO HPUHIMITY «OT XOCTa JI0 XOCTa», aHATU3UPYS CETEBOW TpaduKk,
UCIIOJNIb3YSl CUTHATYphI aTak, MEXaHU3M MOHCKa B TpaduKe OMpPEeICHHBIX CTPOK, KOTOPhIE MOTYT
XapaKTepu30BaTh HECAHKIMOHHPOBaHHYIO nearenabHOcTh. CereBbie COB Moryr oOHapyKuBaTh
CUTHATYpPbI ¥ aHOMAJIMH, OJIHAKO METOJIbI OOHAPYKEHHSI aHOMAJIHA U1 HUX HCIOJB3YIOTCS PEIKO
M3-32 HEOOXOIMMOCTH OOJBIIOTO TEPHOJa BPEMEHH Ui MOCTPOSHHS MOJIENH «HOPMAIBHOTOY
MOBE/ICHUS CUCTEMBI U OOJBIIIOTO YKCIa JTOKHBIX CpadaThIBAHUM.

XoctoBeie COB oCymIecTBISIOT aHanu3 AaKTUBHOCTH OTIEIBHOTO KOMIbIOTEpa —
MOHHUTOPHHT, ETEKTUPOBAHNE U PEarupOBaHNUE HA JIEHCTBHSI 3JIOYMBIIIICHHUKOB OCYIIECTBIISIETCS
Ha 3amuuaemMoM xocrte. s xoctoBbix COB 00bIUHO MCHONB3YyeTCS] KOMOMHAIMS OOHApYKEHUS
CUTHaTyp U OOHapyXeHUs aHOManuil. Takue cucTeMbl MHTEPIPETUPYIOT PE3ylbTaThl aHAIHU3a
KYPHAIIOB PETUCTPALIUU, CO3JaBAEMBIX OIEPAI[MOHHON CHCTEMOM, MPUKIATHBIM MPOTPAMMHBIM
obOecrieuennemM, Mapmpytuszaropamu u  T.J. Cpemu xoctoBeix COB  Takke BBIIECISIOT
MMOJIMHOXKECTBO CHCTEM OOHapy)KeHHUs aTak Ha ypoBHe mpuioxenuii (application-based), koropsie
aHANM3HUPYIOT cOOBITUA, ocTynuBinue B [10 mpuioxkenus, rae Hanbonee oOUMMU UCTOYHUKAMU

uHpOpMAILIUU ABIISIOTCA JIOT-(ailyibl TPaH3aKIMKA TPUIT0KEHUS.
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XocroBeie COB, ucnons3yoonme, NOMUMO aHAIW3a >KYpHAJIOB PETUCTPALIMU, U AHAIIU3
CETEBbIX MAKETOB, MPUXOIAIIMX HA JAHHBIA XOCT, SIBISIOTCS THOPUHBIMH.

Ilo cmpykmype COB nonpa3aenstor Ha:

— IEHTPaJIM30BaHHEIC,
— JCUEHTpaIn30BaHHbBIC.

[Tpu neHTparn30BaHHOM pa3BepThIBAaHMKM MHOTHE W3 cymectByronmx COB, kak XOCTOBbIE
TaKk U CETeBbIC, UMECIOT ApXUTEKTypy, B KOTOPOH peanu3yloTcs BCE ONEpalUUd CUCTEMbI: cOOp
JAHHBIX, UX aHAJU3 U MPUHATHE PELICHUs, BKIIoYas TeHepaluio curnana tpesoru. [Ipeumyiectso
HEHTPAIIM30BAaHHOTO MOAX0Ja B TOM, YTO OJHO YCTPOWCTBO IMO3BOJISICT BUJECTh BECh TPApHUK CETH.
OnHako mpu 3TOM HMMeETCs €AMHas Touka oTka3a. Kpome Toro, uroObl Bech TpaduK HANpPaBUTh
yepe3 MNepexBaT4MK, HEOOXOoJuMa MepecTporKa CEeTH, KOTopash OOBIYHO CBsi3aHa C OOJIBIIUMU
3aTpaTami.

[TocTossHHOE  COBEpUICHCTBOBAaHME  aTaK, 3aTPAarvBalOUIMX  Pa3JIMYHbIE  CTOPOHBI
0€30MaCHOCTH CETH OpTaHW3allH, €€ CETEeBBIX YCTPOHCTB M XOCTOB, a TaK)Xe€ OTHOCHTEIbHAs
noporoBusHa otaenabHbIX COB npuBeny k He00X0AUMOCTH UX JELUEHTPATU3AIH.

[Ipu neneHTpanr30BaHHOM TMOJXOJE MO CETH Pa3MENIAeTCsl MHOKECTBO IEPEeXBAaTUYUKOB,
HauMHAs OT BXOJa B CETh M CHYyCKasich Ha Oonee riybokume e€ cermeHTHl. llpemmyriectBa
neuentpanmzanuun COB 3akiIrodaroTcss B OTCYTCTBHM HEOOXOJUMOCTH MEPEIUIAHUPOBKU CETH,
MPOCTOTE pa3BEepPThIBAHUSA, HAIMYUU MHOXKECTBA TOYEK HAOMIOAEHUs s paccieIoBaHUN
WHIUACHTOB, HEBBICOKOW cTtomMmocTu. Kpome Toro, mpu cOoe OJHOrO MepexBaTUMKa HMEEeTCs
BO3MOYKHOCTB BOCIIOJIB30BaThCSl OCTAIBHBIMH, a TIPU COBMEIICHHH C DJIEKTPOHHON HEBUIUMOCTBIO
MPAKTUYECKH YCTPAHSIETCS OMACHOCTh HEaBTOPHU30BAHHOTO JOCTYIA B CHCTEMY, a IEePEXBATUMKH,
pasMellleHHble Tepes padouyuMH TpYIIamH, MOKaXYyT IEpechbUIKy MJaHHBIX BO BHYTPEHHEH
KopropaTUBHON ceTH. Kak HelocTaTOK OTMeYaeTcsi pocT 3arpar AJisi O0OCIyKHBaHHUS MHOXECTBa
MEPEeXBATYMKOB.

Ilo xapaxkmepy peaxyuu COB paznuuaior:

— AaKTHBHBIE;
— TIacCUBHBIE.

Peaxius Ha BTOpKEHUE — MTOCIIEIOBATEILHOCTH ACUCTBUH, ocymiecTBIsieMbix COB B cnyuae
oOHapyXeHHsT BTOpkeHHs. llpomecc NMpHHATHS pemieHwsl N0 BBHIOOPY pEaKIWHd Ha BTOpPKCHHE
JIOJKEH OBITh 3aIMIIEH OT BHEIIHETO BIMSHUS, YTOOBI HCKITIOUUTH BOZMOKHOCTB IPEIOTBPALLICHUS

pearupoBanuss COB Ha 3T0 BTOp>KEHUE.
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AxtuBHbie gnevictBug COB mnpeamnosnaraioT W3MEHEHHMS B OTBET Ha aTaKy 3HA4YCHUH
CHCTEMHBIX ITapaMeTpoB, 00ECIIEUYNBAIOT MPOBEICHIE KOMIUIEKCa MEPONPUATHH, HalIPaBJICHHBIX Ha
CHIDKEHHE BO3MOXKHOTO yiiepoa ot ataku. Habop MeponpusTiii MOKET ObITh JOCTATOYHO Pa3HO00-
pasHbIM: OJIOKMPOBKA YYETHOH 3allMCH aTaKyIOIIEro NoJb30BaTelsl, aBTOMATUYECKOE 3aBEpLICHHE
CECCUU C aTaKYIOLIUM Y3JI0M, peKOH(DUTypaLns MEKCETEBbIX IKPAHOB U MapLIPyTU3aTOPOB U T.1I.

[TaccuBnbie neiictBus COB He MOTUGUIMPYIOT MTOBEICHUE CUCTEMBI, a JIHUIIb U3BEIIAIOIIIE
anMuHHUCTparopa o (akre BTOp)KeHHs. JlaHHBIH THUI pEaKUUHd HE TMPEIyCMaTPUBAET HUKAKUX
JNEUCTBUI IO CHMXKEHHMIO BO3MOXHOIO yliepda OT aTakd, a NmpocTo (UKCUpyeT (aKT aTakw,
3aIuChIBas JlaHHbIE B (Daiil XKypHaia U BbLAAET NMPEAYNPEXICHUs, IPEAnoiaras, 4To 4eJ0BeK caM
BBITIOJTHUT JTATbHEHUIITNE IEHCTBUS HA OCHOBE IAHHOW MH(OMpAIIHH.

Ilo épemenu ananusza dannsix paccmatpuaior COB, ¢pyHKIMOHMpYIOIINE B HETPEPHIBHOM
U OTJIO)KEHHOM PEXHME.

Kak mpasuio, cereBeie COB pabotaroT HenpepbIBHO (B MaciuiTabe peaibHOro BpeMEHH), a
cUCTeMBbl, (DYHKIMOHUPYIOIIME HA YPOBHE XOCTa, OO0ECIEYMBAIOT AaBTOHOMHBIH aHAIH3
PETUCTPALIMOHHBIX KYPHAJIOB OINEPAllMOHHOM CHUCTEMBbl WM NPUJIOKEHUI IOCIE COBEPILEHUs
coObITHs. [IpuMeHeHHe TOro WJIM MHOrO METOAA 3aBHCUT OT MHOrux (akropoB. B ciyuae
BBICOKOKPUTHUYHBIX CUCTEM OOHApY)KEHUE aTak B PealbHOM BPEMEHH SBISIETCS 0053aTEIIbHBIM.

HeobOxonnmo ormeTuTsh, 4To nuib HeKoTopble COB MOryT ObITh OJJHO3HAUYHO OTHECEHBI K
OTHOMY U3 Ha3BaHHBIX KiaccoB. ['mOpumuasie COB, mnpexacrapnstomue co0oil KOMOWHAITHIO

Pa3JIMYHBIX TUIIOB CUCTCM, KaK ITPAaBUJIO, BKIIIOYAKOT B ce0s BO3MOKHOCTH HECKOJIBKHX KaTCFOpI/Iﬁ.

4.2.4 MeToabl 00HAPY:KEHUS CUTHATYP
B Hacrosiiee BpeMsi HET TOUHOTO TOJIKOBAaHUS MOHATUS «CUTHaTypay». B olmiem ciyyae non
CUTHATYpOil moHMMaeTcsi Habop OUTOBBIX KPUTEPHUEB, UCIOJIb3YEMbIX B KauecTBe MIAOJIOHA s
oOHapykeHHMsT aTak B Tpaduke. Mcxoas w3 3TOro, B KOHTEKCTE JaJbHEHIIEro H3JI0KEHUS
MaTtepuana, IOJ cueHamypoti OyJeM IOHUMaTb MHOXECTBO YCIOBHUH, IpPH YJOBIECTBOPEHUU
KOTOPBIX HACTYNAET COOBITUE, ONPEIEIsIEMOE KaK aTaka Uil BTOPKEHHUE.

Jnis oGHapyKeHHs CUTHATYp MOTYT IPUMEHSTHCS CIEIYIOLINE METOIbI:

10 COBITAJICHUIO C MA0JIOHOM;

10 COBITaJICHHUIO C m1abJIOHOM COCTOAHMUA,

aHaJM3a Ha OCHOBE IIa0JI0Ha HCIIOJIB3YCMOTI'O TIPOTOKOJIA,

ABPUCTUYECKH.
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Cosnaodenue ¢ wabnonom 06azupyeTcs Ha MOUCKE (PUKCUPOBAHHOHN MOCIIEIOBATEIHHOCTH
0aiiTOB B paccMaTpUBaeMOM 3JIEMEHTE JaHHBIX (HampumMep, B eIMHUYHOM makere). Kak mpaBuro,
mabJIOH COMOCTABIIACTCS TOJIBKO B TOM CiIy4ae, €Clid IMOAO03PEBAEMbIi MAKET aCCOIMUPOBAH C
olpeieNieHHONW cyk00i (mpeaHa3HaueH ompeaeneHHoMy MopTy). CyIIeCTBYIOT HPOTOKOJIbI,
KOTOPBbIE€ HE UMEIOT OIIPE/IEIIEHHBIX TOPTOB.

K nmocromHCTBaM MeTO/Ia OTHOCSTCS: MPOCTOTA 3aJaHMs MPABWUJI OOHAPYKEHUS, MpsMast
CBSI3b C HMCIOJIb3YEMOM JIAHHOM aTaKkOM YA3BHUMOCTBIO, BBICOKAs HAJEKHOCTh, IPUMEHUMOCTD IS
Bcex mpoTokosioB. K HemocTarkam: BepOATHOCTb JIOKHOTO cpalOaThIBaHMs, €cliu II1a0JOH He
YHHUKAJIEH, HEOOXOJAMMOCTh MHOKECTBA IIAOJOHOB MAJii OAHOW YS3BHUMOCTH, OTPaHMYEHHOCTH
MOJIX0/1a, CBSI3aHHAsI C aHAJIM30M TOJIBKO OJIHOTO TaKeTa, HaJM4KMe Pa3IMYHbIX BapHUAHTOB 00Xx0j1a
JAHHOTO METO/1a.

Coeénadenue ¢ wadaOHOM COCMOAHUA 3AKIIOUAETCS B YCTAHOBJIICHMHM COCTOSIHUSI ITOTOKA
JaHHBIX 1O OJHOMY TMakery. [Ipu 3TOM MOsBIEHHE OPYroro mnakera (WM MaKeTOB), KOTOPBIH
COOTBETCTBYET JAHHBIM COCTOSIHHS, CUMTAETCS aTaKOM.

K nocromHctBam Meronma OTHOCSTCS: Oousbmas 3()(QEKTUBHOCTh 1O CPaBHCHHIO C
COBIIAJICHUEM C I1a0JIOHOM, MpsiMasi CBSA3b C HCIOIb3yEeMOMN JaHHON aTaKO# ysS3BUMOCTBIO, BHICOKAs
HAJEeKHOCTb, MPUMEHMMOCTh K MHOXECTBY NPOTOKOJIOB, 3aTPYJHUTENbHBI 00XOJ CHCTEMbI
ananu3a. K HemoctaTkaM: BEpOATHOCTH JIOKHOTO cpabaTbiBaHWs, €CIM IA0JIOH HE YHUKAJICH,
MPOITYCK OOHAPYKCHHSI B CIIydae MOJAU(DHUKAIINY aTaKu, HEOOXOUMOCTh MHOXECTBA IA0JIOHOB JIJIs
OJIHOM YSI3BUMOCTH.

AHnanu3z Ha ocHOo8e WIAOIOHA UCROIB3YEMO20 HPOMOKoa ToJpadymeBaeT mis (op-
MHUPOBAHUS COCTOSIHUS JICKOJMPOBAHUE PA3TUYHBIX DJIEMEHTOB MpoTokoja. I[lpu mekomupoBaHuM
nporokosia COB mpumensier mpaBuia, omnpeneicaable RFC mis mapymiennii. B HEKoTOpbIX
Cllydasix 5TH HApYIIEHUS MOTYT HAaXOJIUTHCS B OMPEIEICHHBIX MOJSAX MPOTOKOJIa, 4TO TpedyeT
0oJiee eTalIbHOTO aHAN3A.

K nmocromncTBaM MeTO/1a OTHOCSTCS: MUHUMU3AIIUS YUCIIA TPOMYCKOB BTOPYKEHUN B CITydae
XOPOILIO OMPEAEIEHHOTI0 MPOTOKOJIA, MPSIMasi CBA3b C UCIOJIb3YEMOW TAHHOM aTaKO ysI3BUMOCTHIO,
BO3MOXXHOCTh OOHapy>K€HHsI BapUaHTOB aTaKW, HAAEKHOCTh NPU OINpPEACTCHHBIX MpaBUIaX
nporokona. K Hemocrarkam: Oonblioe uuciao mnpomyckoB, ecnu RFC mo3Bomser pasnuyHbie
WHTEPIPETAINH, CII0KHOCTHh (POPMUPOBAHUS CUTHATYP.

Depucmuueckuii nOOX00 OCHOBBIBAETCS HAa HCIIOIB30BAHUM JIOTHYECKUX TMpaBWi, IIO-
Ty4eHHBIX OBpUCTHUYECKU. Hampumep, nans o0OHAapy)KEHUS CKAaHHUPOBAHUS TOPTOB MOXHO
MCIIOJIb30BaTh MOPOT 3aTPOHYTHIX MOPTOB IENEeBON crucTeMbl. KpoMe Toro, curHatypa MoKeT OBbITh

OorpaHn4cHa 3aJaHUEM TOJIBKO OIPCACICHHBIX TUIIOB ITAKCTOB.
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K nmocromHcTBaM MeToAa OTHOCATCA: BO3MOXKHOCTb CHTHATyp OTPaKaTh CIIOKHbBIE
B3aMMOCBSI3M, BO3MOKHOCTh OOHApPYXEHUS aTak, He OOHAPY>KUBAEMBIX MPEIBIIYIIMMH METOJAMH.
K Henmocratkam: TpyJOEMKOCTh pa3paOOTKH 53BPUCTUK M TpeOOBaHME [UIS 3TOTO BBICOKOH
KBaM(uKanuu,  TpPeOOBATENbHOCTh  OBPUCTHUECKUX  QJITOPUTMOB  IMPHUCHOCOOIEHUS K
COOTBETCTBYIOIIEMY TpaduKy.

Bo3MoOxHBI pa3inuyHble BapUaHThl pa3pabOTKUM CHUTHATyp, KOTOpPbIE U  OIPEACIISAIOT

COOTBETCTBYIOIIME TEXHOJIOTUH OOHAPYKEHUSI.

4.2.5 MeTobl 00HAPYKEeHUS AaHOM AU

OcHoBOU 1sI OOHAPYKCHHSI aHOMAJIHMK SBJSICTCS TOHSATHE «HOPMAJIBHOTOY» TOBEIACHUS —
TM00bIe OTKJIOHEHHST OT HOPMAJIbHOCTH CHUCTeMa Oy/eT paccMaTpuBaTh Kak aHOMaluio. B cBsi3u ¢
TUM METO/ABl OOHApYKEHUS aHOMAaJMi MOTYT pa3IM4aThCsl Kak I0 CIOCO0Y OIpeneneHus
HOPMAJIBHOCTH, TaK U 110 CIIOCO0Y ONpeAeIeHUs OTKIIOHEHHI OT HOPMaJIbHOCTH.

OOHapyxeHrne aHOMaliiii OOBIYHO BKIJIIOYAeT B ceOs MpOIeCcC YCTAaHOBJICHUS Npoduieit
HOPMAJIbHOI'O ITOBCACHUSA HOJII)3OB3,T€JI€I>'I, CpaBHCHHC HeﬁCTBHTGHLHOrO IIOBEACHUS C OJOTHUMU
npoGMIAMHU, CUTHATIU3ALMIO 00 OTKJIIOHEHUAX OT HOpMaJIbHOTO noBeieHHs. OCHOBOM 0OHapyKeHUs
aHOMAJIMH SBISIETCS TO, YTO OOpa3lbl HEHOPMAJIBHOTO MOBEACHUS HWACHTU(UIMPYIOTCS Kak
370ynoTpedieHne cucteMbl. llpodunm ompenensroTcss Kak MHOXKECTBA METPUK, KOTOPBIMHU
SABJIIIOTCA M3MCPCHUS PA3JIMYHBIX CIIYy4acB IMOBCACHHA CHUCTCMbI HMJIM I1OJIB30BATCIIA. I[J'I?I Kaﬁ(HOﬁ
METPHKH IPEAyCMaTPUBAETCSI WM TIOPOT, WK AUAIAa30H Pa3peIICHHBIX 3HAYCHHH.

[Ipu oOHapykeHHMM aHOMANIMH MCXOIAT M3 TOrO, YTO T[OJI30BAaTENH BBINOJIHIIOT
MpeJCKa3yeMble TIOCIIEOBAaTeNbHbIE JEeHCTBUSA. TakodW TMOAXOJ OMyCcKaeT aJanTalmuio K
M3MEHEHHUSAM TOBEJEHUS Iosib3oBareneil Bo BpeMeHu. [lonHOTY MeTona oOHapyXeHHsl aHOMAalui
HEOO0XO/JUMO TIOCTOSTHHO KOHTPOJHMPOBATh B LEJIAX ONpPEAeNIeHUs] JTOCTaTOYHOCTH JaHHOT'O
MHOYECTBa METPHK JJIS IPE/ICTABIICHUS BCETO MHOXECTBA BO3MOXKHOI'O AaHOMAJIbHOT'O TIOBEJICHHUS.

Cxema mpHHSATHS pElICHUs NPU UCHOJIb30BAaHUU TEXHOJIOTMHA OOHApYy>KEHUs aHOMalud U

CUTHATYp NpHUBeIeHa Ha puc. 4.8.

XapakTepuCTHKH
aHOMAIbHOTO MOBEAEHHS

O6HapyXeHue CUTHaTyp

)
L
—@—— O6HapyXeHHe aHOMaIHA

Puc. 4.8 — IIpuHIUnI NpUHATHS peIIeHUH Tpu 0OHAPY>KEHUH CUTHATYP M aHOMAJIHH.
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Hexotopsie coBpemennsie COB Hemnb3s OTHECTH HHM K CHCTeMaM OOHapyXeHHs CUTHATYP,
HU K cuUCTeMaM OOHapykeHus aHoMainuil. OHM ONMparoTCs Ha AaJbTEPHATUBHBIE METOMAbI
OOHapyXeHMsI, K YMCIy KOTOPbIX OTHOCAT: MeTo/bl Data Mining, TEXHOJIOIMM MOOMIIBHBIX areHTOB,
[IOCTPOCHHE MMMYHHBIX CHUCTEM, IIPUMEHEHHE TE€HETHUYECKUX aJrOpUTMOB, HeHpoceTeBble

TexHosioruu [16].

4.2.6 IIpo6JieMbl 6€30NACHOCTH CHCTEM O0OHAPYKEHUsI BTOPKEeHHU

Cucrtembl OOHapy)XEHUSI BTOPKEHMH HMMEIOT CBOM cjalOble CTOPOHBI U YA3BHUMOCTH, UTO
MOJKET OBITh HMCIIOJIF30BAaHO HAPYUIMTENEM C LEbI0 MX 00Xxona. OCHOBHOH cnaboOCThIO CETEBBIX
COB sBnsieTcst TO, YTO OHM MPUHUMAIOT PEIICHHE HAa OCHOBE aHAM3a CETEBOT0 TpaduKa, Mo3ToMy
HE MOT'YT IpejicKa3aTh Kak MOBeJeT ce0s 1iesieBasi cucTeMa Ipu MoJydyeHuu 3Toro tpaduka. O6xon
COB cymiecTBeHHO 3aBUCHT OT TOT0, J0cTaTouHO Jin cuibHa cama COB, uto6s COB u neneBas
CUCTEMa PacCMaTPUBAIN Pa3HbI€ MOTOKU JAHHBIX OJMHAKOBBIM 00pa3oM.

Ecin COB cnabee 1eneBoil cucTeMbl, HA KOTOPYIO HallpaBjIeHa aTaka, TO IPHU INPUHATUU
pewennst COB MoeT paccMaTpuBaTh NakeT, KOTOPBIN 1esieBasi CUCTeMa paccMaTpuBaTh He OyJeT.
B sTrom ciyyae artakyrouuii MOXKET HCHOJIBb30BAaTh 3Ty BO3MOXKHOCTb BCTABKOHM JIOIOJHHUTEIbHBIX
CHelHalbHO C(HOPMHUPOBAHHBIX IAKETOB, KOTOpble 3amackupyrT araky s COB. Ilockoibky
TaHHBIE TAKETHI OyIyT OTOPOIIEHBI IIeJIEBOM CHCTEMOM, TO aTaka oOHapy>KeHa He OyieT.

Ecin COB cunpHee LienaeBOi CHUCTEMBI, TO LiejieBasi cucreMa OyneT NpUHUMATh MaKeThl,
koTopsle COB He Oyner paccMaTpuBaTh, YTO MOXKET OBITh JOCTUTHYTO HMCIIOJIb30BAaHHMEM METOJa
BCTaBKH — aTaKYIOIIU MOXXET BCTaBJIATH deMeHThl araku tuma Phf B makersr mis COB ¢
JoNoNHUTENbHOU HH(popManuei. B stom ciayuyae COB orOpocut 3TH makeTbl, HO OHU OyayT
PaccMOTpPEHBI 1IEJIEBOM CUCTEMOM, B PE3YJIbTATE YEro TaKOM MOAXOA MOXKET 3aMacKMpOBaTh aTaKy
mrst COB.

PaccmorpuM HekoTopeie W3 0a3oBbIX MeTo/0B o0xoma COB [16], mpenMyiecTBEHHO
OCHOBaHHbBIE Ha MPUHIUIIE OUINOKOYCTONYUBOCTH.

Cousanue ¢ moaxy. IlpencraBnser coOoi mpolecc MAHUMYJIMPOBAHUS JaHHBIMH TaKUM
obpazom, 4toObl curHarypa COB He COOTBETCTBOBAI MPOXOJALIEMY MaKeTy, KOTOPBIA Ol
MHTEPIPETUPOBANICA NMPUEMHON cTOpoHOM. Takol moaxo/ paboTaeT U MPOTUB CETEBBIX, U MPOTUB
xoctoBbix COB.

@paemenmayus. JlaHHBIA MeTOx XapakTepeH ais oOxona cereBbix COB M ocHOBaH Ha
pa3OMBKe MakeTa JaHHBIX Ha ()ParMEHTHI, KOTOPbIE MOXKHO MOCTAaTh B PA3JIMYHOM IOPSIKE U C

Pa3IMYHBIMU BPEMEHHBIMU MHTEPBAJIAMU MEXKIY HUMH, 4YTO MoxeT oOMmanyTs COB, xoTopas He
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MPOU3BOJIUT peacceMOnupoBanus. OTcbuias (pparMeHTHPOBAHHbBIE MAKEThI, aTaKYIOIIUI criocoOeH
oboiitu curnatypueie COB, Tak kak B 3Tom ciyyae COB He cMoXeT OOHAapyXHUTh CUTHATYpPY
aTakH, a CJIeJJ0BATEIILHO U MPHHSATH KaKKe-TO Mephl 1o ee npenoTepanienuto. Eciu COB npoBoaut
peacceMONMpOBaHUE, TO AaTaKYIOUIUH MOXXET MpeBbICUTh (u3ndyeckuidi oobem mamsaTa COB,
OTBEJICHHBI ISl peacceMONMpPOBaHUA, IyTeM TMOCBUIKA OOJBIIOr0 4Yucia (parMeHTos,
COZICPIKALINX «MYCOpP», WM TPEBBICUTH BPEMEHHOH NPOMEXYTOK, B TEUEHHE KOTOPOIO MaKeT
JOJDKEH OBITh peacceMOIMpOBaH.

Hlugposanue. Meton Takxke xapaktepeH misi ooxona cereBbix COB, KOTOpBIE HOKHBI
MMETh BO3MOXKHOCTh MCCIIEAOBATh MOJE3HYIO HArpy3Ky MaKeTa, Y4eMy MOXET MPOTUBOICHCTBOBATh
aTtakyrommi, 3amudposas Tpaduk. s storo ucnonsidyrores mudppoBanusie SSL, SSH u IPSec
TYHHEJIH, YTO TO3BOJISIET aTaKylOIIEeMYy HCIOJb30BaTh CPEACTBa OE30IMaCHOCTH IIENIEBOTO XOCTa
MIPOTUB HETO K€ CaMOro. ITO MOKET ObITh OMACHO B Clyyae, KOI/la CUCTeMa UMEET OAHY U Ty Ke
KOpHEBYI0 qupektoputo ais Hemupposanubix (HTTP) u 3ammdposanusix (HTTPS) Be6-cTpanu
— HapYIIUTE]Ib MOXKET HMCIIOJIb30BaTh JIFOOYIO aTaKy mpoTuB Beb-caiita ¢ HTTPS, takyro kak SQL-
BCTaBKa, nepenoyiHeHne Oydepa mimm obxon aupekropuu. Ilockomsky HTTPS ucnons3yer SSL,
Tpaduk mudpyercs, 4to no3BoissgeT eMy npoxoautb COB. [lannas npobiema Takxke ycyryosnsercs
mupokuM npumeHeaueM SSL VPN,

Omxkaz 6 oocayxcusanuu. Merton mnepenonHenust cereBoii COB, mnpu kotopom ¢
MPUMEHEHHEM OCHOBHOM aTaku NMPOU3BOIMUTCS «3aTOILICHHE» NPYTMMHU aTakaMu ¢ (UKTUBHBIMHU
aZipecaMy HCTOYHUKOB, YTO MPHUBOJIUT K IeHEpaluu OOJIBIIOTr0 KOJIMYECTBA CUTHAJIIOB TPEBOTU U
MeIIaeT ONpeAETUTh HCTUHHOTO HApYIIUTES.

Koumponw pacnonoocenus u yenocmnocmu ¢haiinos. OMH U3 METOJ0B 00X0Ja XOCTOBBIX
COB. bonpmmmacTBo COB, wHcnonb3yomUX KOHTPOdb (aiIoB, HCIOJIB3YIOT — alrOPUTM
XelpoBaHus. ba3a JaHHBIX XdII-3HAYeHUWH OOBIYHO 3allMINEHa MapojieM WM 3amudpoBaHa
OTJENbHBIM KIIOYOM. B 3TOM cilydae aTakyromuil MOXET HCIOJIb30BaTh CIa0OCTH B METOJE
KOHTpOJIsL (pailyioB. [l OONBIIMHCTBA CHUCTEM KOHTPOJS YKa3bIBaIOTCS JUPEKTOpUH, (ailibl B
KOTOPBIX HE MPOBEPSAIOTCS, BCIEICTBHE YEro TaKWE TUPEKTOPUH MOTYT HCIIOJIB30BATHCS IS
obxona COB. Korma Hapymmrenb CKOMIPOMETHPYET CUCTEMY, HAaXOAsICh B TaKOW BpEeMEHHOMH
JUPEKTOPUH, OH MOXKET YAaJIUTh CUCTEMY KOHTPOJS (ailyioB MM HepecunuTaTbh 3HAUEHHs XOIII-
GyHKIMU 111 U3MEHEHHBIX (ailloB B APYrUX IUPEKTOPHSIX. ATaKYIONIMA MOXKET 3aMEHUTh
MPOTPaMMBbI, KOTOPBIE 3arpykKarTcs MpPU CTapTe CUCTEMBI, T.K. OombImmMHCTBO XOocToBBIX COB
KOHTPOJHUPYIOT (halIbl U CKPUIITHI 3arPy3KH.

Ilepexsam npunosxcenuss. Meton ocHoBaH Ha Toil ocobeHHoctn COB, uTO MHOTHE W3 HUX

CEaHCOBBIX Pa3HOBUJHOCTEN HE PacCMaTPUBAIOT MPUKIAIHON YPOBEHb, YTOOBI YBUAETh, UTO CEAHC
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MPOJOJDKEH JPYIMM HMCTOYHUKOM, a HEKOTOPBIE W3 XOCTOBBIX HE MPOCMATPUBAIOT CTEK, YTOOBI
yOeauThesl, YTO CeaHC NPOAOIDKEH TeM jKe€ MCTOYHHKOM. [Ipu 3TOM mojbp3oBarenb HauyMHAeT
3aKOHHBIN CE€aHC, a aTaKyMIIUH, ONpeIeNuB 3TO, JeNaeT HEBO3MOXKHBIM IPOOKEHHE PabOTHI
MaIllMHBl 3aKOHHOTO TIOJIb30BaTelii W IPHCBaMBaeT ero aTpuOyThl ayreHTH(ukanuu. [Ipu
HCIIOIB30BaHUM TPOTOKOJIa Oe3 coctossHuii (kak HTTP) arakyroomemy He HY)KHO OTpaHUYUBATH
3aKOHHOTO IOJIb30BATENs, €My HEOOXOIMMO TOJIBKO MMETh IEePEeXBAY€HHYI0O METKY CEeaHca, 4To
MOXET OBITh JOCTUTHYTO NpPHUMEHEHHEM IMpOorpaMM Iepexoja Ha Apyrod calT Wiu aTakou
MAIlIMHBI, COJEPXKAIIEH METKH ceaHca (IPH YCIIOBUH, €CIM MAallMHA IMOJB30BaTENs HEIOCTATOYHO
3amuiieHa). JlpyruM BapHaHTOM SIBIISIETCSI METOJ «YEJIOBEK IOCEpEINHE», TpPU KOTOPOM
aTaKyIOUIMH TPETeHIyeT NpPEeACTaTh 3aKOHHBIM MOJb30BaTElIeM JUIsl CepBepa M CEpBEpPOM s
3aKOHHOTO TMOJB30BATENs, IOCIE YEro MOXKeT MOAM(PHUIMPOBATH CEaHC, 4YTOOBl HE OBITh

OOHapYKEHHBIM.

4.2.7 Pa3pepThIBaHHE CHCTEM O0HAPYKEeHHUS BTOPKEHHUI

JlononHenne MHPPACTPYKTYpHl ceTeBoi Oe3omacHocTH B opranmzaimun COB TpeOyer eé
TIIATEIbHOTO IUIAHUPOBAHHUSA, MOJArOTOBKH, INPOTOTUIMPOBaHUA U TecTHpoBaHus. Crparerus
pasBepteiBaHuss COB nomkHa OBITH COBMECTHMMA C CETEBOM HMH(PACTPYKTYpOHl NpeAnpusiTHs,
HOJUTUKOH €ro 0e30MaCHOCTH U UMEIOLUMHUCS PECYPCAMHU.

JUis 3aIuThl CeTH TMPEINpPUATHS PEKOMEHAYETCS PacCMOTPETh KOMOWHAIUIO CETEBBIX U
xocToBbIXx COB: cHawana ompenenuTh craauu pasepTbiBaHus ceTeBblx COB, mockonbky oHu
ABJISIOTCSL OoJiee MPOCTBIMU JJIsi YCTAaHOBKM M CONPOBOXKICHMSI, a 3aT€M 3alllUTHTh KPUTHYHBIE
cepBepbl ¢ nomoibio xocToBelx COB. [lanee, ncnonb3ys MHCTPYMEHTAIbHBIE CPEACTBA AHAIM3A
ysi3BUMOCTEH, cinenyer mnpotectupoBatb COB u japyrue MexaHU3Mbl CEeTeBOH 0e€30MacHOCTU
OTHOCHUTEJIHO UX MPABUIBHOCTH KOH(PUTYPUPOBAHUS U (PYHKIIMOHUPOBAHMUSL.

ITpu pasBeprtbiBaHun ceTeBblIx COB OCHOBHBIM BOIPOCOM SIBIISIETCS PAacCIOJIOKEHUE
CUCTEMHBIX ceHCOpoB. CyIIECTBYIOT pa3jIN4HbIe BapUaHThl UX pacrosiokeHusd [13], npuBeneHHbIE
Ha puc. 4.9 u obo3HaueHHble HPpamu 1, 2, 3 u 4. Kaxaplil u3 npuBeACHHBIX BapUaHTOB 00JaiaeT

CBOUMHU IIPECUMYIICCTBAMU.

149



MexcereBoit
9KpaH

CepBepbl E=

® @

MesxcereBoit
JKpaH

@

CepBep CBSI3H B PeXKIME
PeaIbHOro BpeMEHU

CepBepbl

a)

MesxcereBoit
JKpaH

Mapuipyruzarop

CepBep ¢ KpUTHYHOH
uHdopmanueit

B)

Puc. 4.9 — Bo3aMoxHbIe BApUaHTBI PACIIOI0KEHHS cCeHCOPOB ceTeBbIX COB:

a) DMZ-cetp; 6) OCHOBHast ITOJICETh; B) TIOACETh C KPUTHYHBIMHU PECYpCcaMu U

AOMNOJHUTCIbHBIMA TOYKaMH JOCTYyIIA.

1. Ilepeo enewnum meoccemesvim skpanom. llpm Takom pacnonoxenun COB
JTOKYMEHTHUPYET KOJMYECTBO W THIIBI aTaK, HCXOMSIIMUX U3 VIHTEepHEeTa, eNbl0 KOTOPBIX SBISIETCS
CETb.

2. Iosadu mexccemesozo skpana & demunumapusosannoi sone” (DMZ-cern). B stom
ciyyae COB 3ameuaer BHEUIHME aTakH, MPEOJOJIEBIIME NEPBYIO JUHHIO OOOPOHBI CETEBOTO
nepuMeTpa, OOECTIeYMBAEMYI0 MEKCETEBBIM JKPAaHOM, MOXKET aHAIM3HPOBATh IPOOIIEMBI,
CBSI3aHHBIE C TMIOJIMTHKOW MEXKCETEBOTO OJKpaHa, BHUIUT aTakd, I[EJSIMH KOTOPBIX SIBIISIOTCS
MPUKIIAJHBIE cepBepbl, pacnoioxeHHble B DMZ. [lpu sTom ecnu BXxoasiias aTaka He paclo3HaHa,
COB wmoxer pacro3HaTh UCXOAAUIMHA TpaduK, BO3HUKAIOIIMN B pe3yibTaTe KOMIIPOMETALUU

cepBepa.

! lemunurapusosannas 3oma (Demilitarized Zone) — cerment cern, comepikamuii oGIIEIOCTYIIHEIE CEPBHUCH H
OTHAEIAOUINM UX OT YaCTHBIX.
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3. Ha ocnosnoti macucmpanvhou cemu. COB mnpocMarpuBaeT OCHOBHOW TpaduK,
yBEIWYMBasE TEM CaMbIM BEPOSATHOCTb pacloO3HaBaHUS aTak, a TaKXKe OIpeIesieT
HEAaBTOPU30BAHHYIO  JESATEIBHOCTh aBTOPU30BAHHBIX  IOJb30BATENEH BHYTPU IMEpPUMETpa
0€30MacHOCTH OpraHu3aluu.

4. B kpumuunvix noocemsx. IlpeumymiectBoM Takoro pacmnojoxkenuss COB sBisercs
OnpeJieJICHUe UMM aTaK, LEeJIbI0 KOTOPBIX SIBJISIOTCS KPUTHUYECKHUE CUCTEMBI U PECYPCHI, & TaKkKe
BO3MOXXHOCTh  (DOKYCHpOBaTbCS ~Ha  OTPAaHUYCHHBIX  pecypcax  Hamboliee  3HAYUMBIX
MH(OPMALIMOHHBIX LIEHHOCTEH, PACIIONOKEHHBIX B CETH.

YcranoBka xoctoBeix COB, mocie pa3melieHusi CeTeBbIX, MOXET MOTpedoBaTh
CYILLIECTBEHHBIX BPEMEHHBIX 3aTpaT, B CBA3M C YEM pPEKOMEHJIYETCS B TIEPBYIO O4Yepelb
YCTaHABIIMBAaTh WX HAa KPUTUYHBIX cepBepax. Takas cTpaTerusi MO3BOJISICT yYMEHBIIUTH OOMIYIO
CTOMMOCTh pa3BEepPThIBAHMSI U YIEIUTh BHHMAaHHE pPEArupOBaHUIO Ha TPEBOTH, Kacarolluecs
HauboJsee BaXXHBIX X0CTOB. [locie ux ycraHOBKa OpraHu3alysIMU C TOBBIICHHBIMU TPEOOBaHUSIMU
K 0€30MacHOCTH MOTYT OBITh PacCMOTpPEHBI Bo3MOxHOcTH ycTtaHOBKM COB u Ha npyrue xocTsl. B
TOM ciy4yae CleQyeT HCIosb30BaTh XocToBble COB ¢ LeHTpalin30BaHHBIM YIIPaBICHUEM MU
(GYHKIUSMU CO3/1aHUs OTYETOB, CYIIECTBEHHO CHUKAIOIIMM CJIOKHOCTD YIIPaBIECHUS COOOIIEHUSIMU
0 TpeBorax OT OOJIBLIOrO YKCIIAa XOCTOB.

[Tocne passepreiBanuss COB pekomeHayeTcs pacCMOTPETh BO3MOXKHOCTH ITOBBIIICHUS
KBUIM (UK aJIMIHUACTPATOPOB C IEIBI0 Pa3IUYHs JIO)KHBIX U BEPHBIX TPEBOT, T€HEPHUPYEMBIX

COB, a Takxe ycTaHOBHUTH rpaduk mpoBepku pe3ynbratoB COB.

4.2.8 TpeGoBanus K cucTeMaM 00HapY:KeHHs BTOPKeHMii
C 2011 roga ®CTIK Poccum yrBepxkaensl TpeboBanus k COB, Bxirovaromue oOmiue
TpeOOBaHUS K HUM U TpeOOBaHMA K UX QYHKIMSIM O€30MacHOCTH.
Jna nuddepenumanu TpeboBaHuii k ¢yHkuusaM OezonmacHoctu COB ycraHoBieHo 6

kiaccoB 3amuTel COB: camblil HU3KHIT KJlacc — MIECTO|, caMblil BRICOKHUI — nepBbiid (puc. 4.10).
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Kiacc nHpOpMAIMOHHBIX
cucreM ob1ero
TI0JIb30BAHUA

Nudopmannonusie ruc YpoBens
CHCTEMBI 3amuiiensoctu [11n

Kuace 3ammret
COB

K roCyJIapCTBEHHOI TaliHe

N\

CRONONORORON,

O6pabaTeiBaeTcs
nHpOpMALHsI, CoIepIKaIias
CBCJICHUS OTHCCCHHBIC K
TOCY/1lapCTBEHHOM TaiiHe

N
OG6pabarbiBaercst HHpOpMALS, HE
cojleprKalas CBe/ICHHs OTHECEHHbIE |::>

r

Puc. 4.10 — Knaccsr 3amuter COB [5].

Cucrtembl 0OHapyKEHHS BTOPKEHHIA, COOTBETCTBYIONINE 6 KIIACCy 3aIIUTHI, TPUMEHSIOTCS B
UCII/x 3 u 4 xiaccos.

Cuctembl 0OHapyKEHHs BTOPKEHHUH, COOTBETCTBYIOIIME 5 Kilaccy 3allUThl, IPUMEHSIOTCS B
HCII/Hx 2 knacca.

Cucrtembl 0OHapyKEHHS BTOPKEHHI, COOTBETCTBYIOIIHE 4 KIIAacCy 3aIUThI, TPUMEHSIOTCS B
I'MC, B xotopbix oOpabarbiBaeTcss HH(POpPMAIUS OrPAaHMYEHHOTO JIOCTYNA, HE COJAEpIKarias
CBEICHMs, COCTaBJAOIKE rocynapcrBeHHyro TaiiHy, B MCII/IlH 1 xmacca, a Takxke B
MH(OPMAIMOHHBIX crcTeMax ob1ero noib3osanus 11 knacca.

Cuctembl OOHapyKeHHS BTOpPXKEHUMW, COOTBeTCTByromue 3, 2 W 1 Kiaccam 3amiuThl,
NPUMEHSIOTCS B HMH(QOPMAIMOHHBIX CHCTEMaX, B KOTOpPBIX oOpabarbiBaeTcsi WH(pOpMaLus,
coJieprKallasi CBEIEHHUs, COCTaBIISIIOIINE FOCYAAPCTBEHHYIO TaliHY.

Heranuzanusa tpeboBanuii k QyHkuusM 6e3omacHoct COB, a Taxke B3aMMOCBSI3M 3THX
TpeOoBaHUN OTpakeHbl B MNpoQmisix 3amuThbl, yrBepxkaeHHbIX DPCTOK Poccun B kauectBe
METOJINYECKUX JOKYMEHTOB.

CornacHo cnenuduxanuu npoduieit 3aumrsl BoaessitoT COB ypoBHE# cielyronux THIIOB:

— cucmema YposHs cemu — TIOOKIIOYAeTCs K KOMMYHUKAIIMOHHOMY 0OOpY/JI0BaHUIO

(HammpuMep, KOMMYTATOpY) U KOHTPOJIMPYET ceTeBOil Tpaduk, HaOIroAas 3a HECKOJIBKUMU

ceTeBbIMU y3i1aMU. CeHCOpbl CUCTEMBI MOTYT OBITh pEali30BaHbl B BHUJE NMPOrPAMMHOI0O

o0ecrnieueHus, yCTaHABJIMBAEMOI'0 Ha CTaHJapTHbIE POrPaMMHO-TEXHUYECKHE TIaT(HOPMBI,
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a TaKXe B BUJIE TPOrPaMMHO-AMIAPATHBIX YCTPONUCTB, MOAKIIOUAEMBIX K HHPOPMAITMOHHOMN

CUCTEME;

— cucmema ypoeHrs y3ia — YCTAaHABJIIMBACTCA HaA Y3€JI U IIPOBOJUT aHAJIM3 CUCTCMHBIX BbBI3OBOB,

KYpPHaJIOB palbOThl TNPWIOKEHUH M TMPOYMX HCTOYHHUKOB Yy3ia. CeHCOpBl CHCTEMBI

npeaAcCTaBJIAOT coboit IpOorpaMMHBIC MOAYJIM, YCTAHABJIMBACMbIC Ha 3alllUIIACMBIC Y3JIbI

MH(OPMALIMOHHON CUCTEMBI.

3alllUThI

dbopmare

Wnentuduxatopsl npoduieit IIPEJICTaBIISIFOTCS
«UT.COB.mun/knacc.I3», tne WUT — «unpopmanmonHas texHomorusi», COB — «cucrema

oOHapyxeHus: BTopkeHui», [13 — «apodwmnp 3amutey. Crnenudukanus npoduner 3amutsl COB

AT KQXO0T0 UX TUIIA W KJIaCcCa 3alliUThI IIPUBCACHA B Ta6n1/1ue 4.3.

Tabmuua 4.3 — Unertudukatops! TpoQuiiei 3anmThl cucTeM 00HApYKEHUS! BTOPKEHHUN

Tun cucremsl
o0HapysKeHUs!
BTOPKCHUH

Kuacc 3amurbl

4

3

Cuctema
0oOHapy KeHHs
BTOPKCHUM
YPOBHS CETU

HUT.COB.C6.113

HUT.COB.C5.113

HUT.COB.C4.113

HT.COB.C3.113

HUT.COB.C2.113

HUT.COB.C1.113

Cuctema
0oOHapy KeHHs
BTOPKEHUI
YPOBHSI y311a

HUT.COB.Y6.I13

HUT.COB.YS5.I13

HUT.COB.V4.I13

HUT.COB.V3.I13

HUT.COB.Y2.I13

HUT.COB.V1.IT3

4.2.9 TIporpaMMHbIe H IPOrPAMMHO-ANMNAPATHbIE CHCTEMbI 00HAPY KEHHUs BTOPKEHUIi

Kaxnoe cereBoe C3U opreHTHPOBAHO Jisi KOHKPETHOM yrpo3bl 6€30MaCHOCTH B CUCTEME U
uMeeT ciabble M CUiIbHbIE CTOpPOHBL. ObecneueHne MakCUMaJIbHOM 3allUThl OT pa3iIM4yHBIX aTak
JOCTH)KUMO TOJBKO B Cllyyae HUX KOMOMHUpPOBaHMs, 4YTO B KOHTEKCTE HH(OPMAIIMOHHON
0€30MacCHOCTH HOCUT Ha3BaHME «OO0OpPOHBI B TiIyOmMHY». Kak ObLIO CKa3aHO paHee, COBPEMEHHBIC
MEXKCETEeBBIE IKPAHBI MPEJICTABIISIOT COOOW MHTETPUPOBAHHBIE TUIAT(GOPMBI CETEBOI 0€30MacHOCTH,
B KOTOPBIX TPaJUIMOHHBIN MOJIXOJ COYETAETCs C JPYTUMHU CETEBBIMH PELICHUSIMHU, B TOM YHUCIIE
COB. Tem He MmeHee, mpuBeneM HekoTopbsle COB, (yHKIMOHMpYIOIIMX Kak aBTOHOMHO, TaKk U
MPEJCTABISAIONINX CO00I MOTYSTh KOMITJIEKCHON CHCTEMBI 3aIIUTHI HHPOPMALINH.
«Dallas Lock» (OO0

«Konounent»), coorsercrByomuii TpedoBanusM k COB no 4 xnaccy 3amutsl (MT.COB.V4.113).

COB Dallas Lock - ceprupunmpoBannsii momyar C3U

WNuterpamueit 3amutHeix Mexanu3mMoB COB B «Dallas Lock» co3mgaercs MHCTpyMEHT C BBICOKOMH
3¢ (HEeKTUBHOCTHIO 3aIIUTHI OT KOMIIBIOTEPHBIX aTaKk WM €JuHOW ympasistomied obonoukoit. COB

Dallas Lock oOecneunBaer oOHapyXeHHE M OJOKMPOBAHHE OCHOBHBIX Yyrpo3 O€30MacHOCTH,
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BBITIOJIHSISL OJHOBPEMEHHO (YHKIMHM Kak cereBod, Tak u XxoctoBoit COB. Ilpu 310 0oOnamaer
(GYHKLIMSMU CHTHAaTYpHOTO W 3BPUCTMYECKOTO aHajM3a CETeBOro Tpaduka, KypHaJOB
OIIEPAIIMOHHBIX CUCTEM U IPUJIOKEHUI HA IPEIMET HEIITATHBIX CUTYallMi U MONBITOK IIPOBEICHUS
BTOp)KEHUH, a TakKe aHOMalWil B IOBEJCHUH CHUCTEMBl W IIOJIb30BaTElei, BO3MOXKHOCTHIO
nepexBara BbI30Ba (PYHKIMH ONEPAallMOHHOW CHUCTEMbl CTOPOHHHUMH MPHIOXKEHUSMU C
BO3MOYKHOCTBIO THOKOW HAaCTPOWKH OTrpaHHYEHHsS JIOCTyNa K CHUCTEeMHBIM (YHKIUSAM s
HEJ0BEPEHHBIX MPUIOKEHUI.

COB Secret Net Studio — ceprudunupoBannsii Mmoayiar C3U «Secret Net Studio» (OO0
«Kon besonacHoctn»), coorBercTByOmmMi TpedoBanusm k COB mo 4 xiaccy 3amiuThl
(UT.COB.Y4.113). Ynpasienue padotoii mexann3ma COB ocymiecTBisieTcsl HEHTPAIN30BAaHHO B
IIpOrpaMMe YIPaBJIEHUS U MOXET BBINOJIHATHCS HA Pa3HBIX YPOBHSIX CTPYKTYpbl OOBEKTOB
ynpaieHus. OOnanaer GyHKIUSMU OOHApYKEHHsI aTaK CUTHATYPHBIMH U 3IBPUCTUYECKUMU
METOJIaMHU, aBTOMAaTHYECKOW OJOKMPOBKM aTaKyIOIIUX XOCTOB IMPU OOHAPYKEHHUU aHOMAJbHBIX
[IAKETOB, CKAHUPOBAHUM MOPTOB, DoS-arakax u Jp., aBTOMATUYECKOM 3arpy3Ku aKkTyaJbHbIX 0a3bl
paspemaromux npasui yepe3 Cepep OOHOBIEHUH, TPOBEPKH 1O 0aze BpenoHOCHBIX [P-anpecoB u
¢ummnarossix URL-anpecos.

COB Konmunenm — cuctemMa OOHapyXeHUS U TPEJOTBpAIICHUS BTOPKEHHH C
HEepapXUUeCKUM YIPaBIECHUEM M KOHTpOJIEM CeTeBbIX npuiiokeHuil ot komnanuu OOO «Kon
bezomacHoctny, coorBercTBytomas TpedboBanusm k COB mo 3 xmaccy 3amutel (UT.COB.C3.113).
Bxurodaer B ce0s ABYXypOBHEBYIO cHCTeMa aHanu3a Tpaduka (CUTHATYpHBIH M 3BPUCTUYECKUI
aHAJIM3 CETEeBBIX NPUIOKEHHUI), CUCTEMY MOHUTOPUHIA COCTOSIHMS CETM U OT/AENbHBIX Y3JIOB B
pEXHUME PEaTbHOTO BPEMEHU C BO3MOXKHOCTBIO CO3JaHHUSI OTYETOB O COOBITHSIX O€30MacCHOCTH.
ObecrieunBaeT IEHTPAIM30BAHHOE HEPAPXMUYECKOE  YIpaBICHHE CHUCTEMOM  3allUThl B
TEPPUTOPUATBHO  paClpellelIeHHbIX OpraHu3alusAX ¢ OOJBIIMM  KOJMYECTBOM  (PHUIIHAIIOB,
JUCTAaHIIMOHHOE OOHOBJIEHHE CHCTEMHOI0 MpPOrpaMMHOro obecneueHuss M curHaryp (6assl
peraronux mpaBmi).

ViPNet IDS' — MIPOrpaMMHO-ANMAPaTHBIA KOMIUIEKC Uil OOHapy»KeHUs BTOP)KEHUH B
uHpopmanroHHbie cucreMbl oT koMmnanun OAO «UHpoTeKC», dpyHKIMOHUpYOMUII Ha OCHOBE
JMHAMUYECKOTO aHalli3a CeTeBOro W IMpHKiIagHoro Tpaduka creka mnporokosoB TCP/IP.
CootBerctByeT TpeboBanusiMm k COB mo 4 kmaccy 3ammtel (MUT.COB.C4.113). OGecneunBaer
oOHapyKeHHE CETEeBBIX aTak B peXHMe OJIM3KOM K peajbHOMY MaclTaly BpeMEHH Ha OCHOBE

CUTHATYpPHOT'O W O3OBPUCTUYCCKOIO MCTOHOB BbISBJICHUA aHOMAJIUM B CETEBOM Tpa(I)I/IKC,

L www.infotecs.ru
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noaaepxkuBaer cereBble uHTEpdeiicel 1 I'out/c m 10 ['6ut/c (B 3aBUCUMOCTH OT MOU(DUKAIUN),
OOHOBJICHHE B aBTOMAaTH3UPOBAaHHOM peXHUMe 0a3 CUTHATYp aTak, MOCTABIIMKOM KOTOPOIl SIBIISIETCS
poccuiickas komnaHus «lIepCcreKTUBHBI MOHUTOPUHI .

Py6ul<ow1 — cepTU(UIMPOBAHHBIN MPOTrpaMMHO-aNNaAPATHBIA KOMIUIEKC CETEBOW 3aIlUThl
nHpopMmanuu, paspadotaHHbii poccuiickoit kommanuein AO «HIIO «Dmienon, BBITOJTHSIONIMI
¢bynkuun Mmapuipytusaropa, MexcereBoro skpana u COB. CootBercTByeT TpeOOBaHUSM K
MeXceTeBbIM dKpaHaMm 1o 2 kiaccy 3amuTel (MT.MD.A2.113 u UT.MD.B2.113) u x COB mno 2
kinaccy 3anutel (UT.COB.C2.I13). IlpennasnadeHn mis opraHuzanuu 3¢G(EKTUBHOH 3allUTHI
nepuMeTpa ceTel NpeanpuaThidl pa3iudyHOro Maciutadba B COOTBETCTBUM C HOPMATHUBHBIMU
TpeOOBAHUSAMHU  PETYIATOPOB, wHcmonb3yercs B AC BOGHHOrO Ha3HAa4eHUs, B KOTOPBIX
obOpabateiBaeTcs  wHpOpMaIUsa  (HEKpUNTOrpadhuIeCKUMHU METO/JaMH),  COCTaBJISIFOLIAs
rOCy/IapCTBeHHYIO TaiiHy. DYHKIIMM KOHTPOJISI U (QUIBTPALMU CETEBOTO TpaduKa pealnus3yroTcs B
COOTBETCTBHH C 3aJIaHHBIMHU MIPABUJIAMHU MTPOXOISAIINX Yepe3 HEro MHPOPMAITMOHHBIX TOTOKOB.

UserGate UTM? — yHEBepcalbHOE MLILTIO30BOE PEIICHHE OT POCCHICKOH KOMITAHHH
UserGate (OO0 «eCJI Hesenonment», OO0 "HO3epreit", Entensys), o0beAnHSIOIEE MEKCETEBOM
skpad, COB, 3ammTy OT BPEIOHOCHBIX MPOrpaMM M BHUPYCOB, CUCTEMY KOHTEHT-(UIbTpAIUH,
cepBepHblii aHTucniaM, VPN-cepsep u npyrue ¢yHkiuu. CoOOTBETCTBYeT TpeOOBaHUIM K
MeXceTeBbIM dKpaHaMm 1o 4 kiaccy 3amutel (UT.M3.A4.113 u UT.MD.b4.113) u x COB no 4
kiaccy 3ammtel (MT.COB.C4.I13). COB mo3BoinsieT o0ecrneduTh 0€30MacHOCTh KOPIOPATHBHOU
CeTH OT BHEUIHMX HHTEPHET-yrpo3. OCHOBHOM 3a/ayeil CUCTEMbI SIBISIETCA OOHApyKEHHE,
IIPOTOKOJIMPOBAHNE M TPENOTBPAILEHUE YIPO3, a TAaKXKE IPEJOCTAaBICHUE OTYETOB. BhIsABIECHHE
npobsieM 0€30MaCHOCTH OCYHIECTBIIIETCS C MOMOILBIO HCIIOJIb30BAHUS ABPUCTUYECKUX IMPaBUI U
aHaJlu3a CHUTHATyp H3BECTHBIX aTak. ba3a JaHHBIX HpaBWJI M CUTHATYp MPEIOCTaBIsETCS U
obHoBIsieTes pa3paboTunkamu UserGate npyu HaNUYMK COOTBETCTBYIOLIEH JTUIIEH3HH.

Snort® — cBoGomnas ceresas COB ¢ OTKPBITBIM MCXOJIHBIM KOJOM, CO3JaHHas MapTHHOM
Pémem wm B JjanpHednieM pa3BuBacMas M IOAJEPKMBAacMas OCHOBAHHOW WM KOMIIaHHEH
«Sourcefire», mozxe moriomenHoi Cisco. Cucrema Snort moxker paboTarh B TpeX peKUMaXx:
aHaJIM3aTOp MakeToB (pekuM «cHHpdepa» — mepexBaTa M MPOCIYIIMBAHUS CETEBOro Tpaduka),
perucTpaTop NakeTOB M pPeXUM OOHapyKeHHUs BTOp:KeHuUH. B mepBoMm ciyuyae cucrema
IpocMaTpUBaeT MaKeThl HAa CETEBOM YPOBHE W BBIBOJUT MH(OpPMAlIMIO O HUX HAa KOHCOJb, BO

BTOPOM — 3amMChIBaeT (ailfibl *KypHalla Ha JHUCK, B TPETbEM — aHAIM3UPYET ceTeBOM Tpaduk Ha

! www.npo-echelon.ru
2 www.usergate.com
¥ www.snort.org
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MpeIMET COBMAJCHUA CUTHATYp aTak W curHaausupyer o Hux. COB sBugercs mepeHoCMMOu
CHCTEMOU Ha MHOTHE OINEPALMOHHBIE CUCTEMBI. Takke OJHON M3 CHIIBHBIX CTOPOH Snort sSBIISIETCS
BO3MOKHOCTH JUIS TIOJIb30BAaTENsl pa3padaThiBaTh U MCIIOIB30BaTh CBOM COOCTBEHHBIE MpaBHiIa IS
IIOUCKa aTak B Tpaduke, I 4Yero Mcrnosb3yercd sA3blk onucaHuil. [IpaBunma Snort orbuparor
IakeThl, OCHOBBIBAsICh Ha |P-agpecax, mopTax, 3arosioBkax, Quarax, ¥ Ha COJAEp)KaHUM IaKeTa.
Snort ucnonp3yeTcst Uil aKTUBHOTO OJOKHMPOBAHMS WM MACCUBHOTO OOHAPYXEHHS IENIOro psiza
HamaJeHU W 30HIUPOBAHMN, TAKMX KaK IONBITKM aTaKk Ha mepenoisHeHue Oydepa, ckpbiToe
CKaHMPOBAHUE MOPTOB, aTakU Ha BeO-IIpuiIokeHUs, SMB-30Ha1pOBaHNE U MONBITKU ONpEeAETICHUs
OIEPALIMOHHOMN CUCTEMBI.

Suricata’ — COB ¢ OTKpBITBIM HCXOIHBIM KOJOM, paspaGoTaHHas oprasmsamueii «Open
Information Security Foundation» B kauecTBe MHOTOIIOTOYHOW aJlbTEPHATHBBI Snort. AHAJIOTHYHO
Snort, Suricata cOCTOUT U3 HECKOJIBKUX MOAYJEH (3axBaTa, cOopa, IeKOAUPOBAHUS, OOHAPYKEHUS U
BBIBOJIa), 110 YMOJUYAHHUIO JO JEKOJUPOBAHMS 3aXBAaUE€HHBIH TpauK HJIET OJHUM IOTOKOM, YTO
ONITUMAIIFHO C TOYKH 3PEHUS JCTEKTUPOBAHMSA, HO OOJbIIE HATpYKaeT cuctemMy. B orimume ot
Snort HacTpoiikaMu MOXHO TEPEOIPENeNIATh TaKOe TMOBEACHUE U PA3JeNATh IMOTOKU Cpas3y Mocie
3axBaTa, a TaKKe yKa3bplBaTh Kak OyayT paclpelesaThcsi NOTOKM IO IpolieccopaM, 4TO AAeT
IIMPOKHE BO3MOXKHOCTH Ul ONTUMHU3ALUK 00pabOTKHM Tpaduka Ha KOHKPETHOM O00OpYJAOBaHUM B
KOHKpeTHOU ceTu. M3HavanpHO moajepkuBaercs nekoiaupoBaHue [Pv6, B Tom uuciie U TyHHEIU
IPv4-in-1Pv6, IPV6-in-IPv6, Teredo u ap. Omuum u3 npeumyrnects COB Suricata siisiercs
obpabotka mnpuknagHoro ypoBHs OSI, uyTo mnoBbIIaeT €€ CIOCOOHOCTh OOHApPYKUBATh
BPEJIOHOCHBIE ITPOrPaMMBbI JIJIS1 PHIIOKEHHH.

Jpyrumu npumepaMu cucteM oOHapyKEeHHsI BTOPKEHUM MOTYT CIIyXUTbh: «@opnocm» (AO
«PHT»), AIIK «Apzycy (OO0 «entp CnenmanbHoit Cucremorexuuku»), IIK «Pedyc-COB»
(BAO «HayuHo-uccnenoBarenbckuii uHCTUTYT “LleHTpnporpammcucrem™), COB «Kpeuem»

(®I'VII «HITIT «I"ammay), PT Network Attack Discovery (Positive Technologies) u mp.

! www.suricata-ids.org
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5 IPOI'PAMMHO-AIIITAPATHBIE CPEACTBA
SAHIUTHI OT BPEAOHOCHBIX TPOT'PAMM

5.1 llonsiTHe BPEJOHOCHOI0 MPOTPAMMHOI0 o0ecrevyeHust

K yrposzam Oe3zonacHocTH HMH(OPMALUU OTHOCSATCS BO3JEHCTBUSA HAa BBIYUCIUTEIbHYIO
CHCTEMY IIPU NTOMOIIM BPEIOHOCHBIX ITPOrpamMM, MPSIMO HJIM KOCBEHHO J1€30pIaHU3YIOIUX MTPOLIECC
00paboTKH MHPOPMAITUH HITH CIIOCOOCTBYIOIIMX €€ YTEUKE WU UCKAKCHHUIO.

BpenonocHasi mporpaMMa — KOMIIBIOTEpHAs MporpamMma MM TEPEHOCUMBIA KOJI,
IpeJHa3HauYCHHbIC IS MOBPEXKAECHUS MHPOPMALUU, XPAaHUMOM B KOMIIBIOTEPHOW CETH, CKPBITOIO
HCIOJIb30BAHUS KOMIIBIOTEPHBIX PECYPCOB WU APYrOro BO3JAEUCTBUS, HAPYLIAIOIET0 HOPMAIbHbIE
orepalyu KOMIIbIOTEPHOM crctemsl [ 16].

Co3nanne BpeIOHOCHBIX MPOrpPaMM MOKET IMPECIeIoBaTh Iellb XUIIEHUS KOJOB AOCTyIa K
0aHKOBCKUM CYeTaM, pPeKJIaMHUPOBAaHUS YCIYr WIH MPOJYKTOB CPEACTBAMU KOMIIbIOTEpA KEPTBBHI,
HEJIEraJbHOIO  HMCIOJb30BaHUS PECYpPCOB  3apak€HHOI'O KOMIIbIOTEpa JUIsl pa3paloOTKu U
ocyliecTBiIeHHs cereBbix arak (DDoS-arak), manTtaxa u mp.

[TpuBenem Tarke ompenenenue u3 [OCT P 51275-2006 «3ammra nadopmarmn. OObeKT
uHpopmaruzanuu. PakTopsl, Bo3aeicTByomUe Ha HHPopManuio. OOIIMe TOT0KEHUA»:

Bpeoonocnas npoecpamma — mporpamma, ucnoaszyemas i ocymectsienuss HCJI k
uHbopManuu © (WIM) BO3ACHCTBHS Ha WHGOPMAIMIO WM PECypChl aBTOMAaTHU3UPOBAHHOMN
MH(OPMALIMOHHON CUCTEMBI.

B oOmem cinyuae ans BpPEeOHOCHBIX MPOTPaMMbl MOKHO BBIJIEITUTH DPAJ XapaKTEpHBIX
(GyHKIMH, 2 UMEHHO:

— CHOCOOHOCTh K CaMOAYOJMPOBAHMIO, ACCOLMUPOBAHUIO ce0d C  JAPYyTrUMH
nporpaMMaMHu W/WJIM MEPeHOC CBOMX ()ParMEHTOB B MHbBIE OOJIACTH ONEPAaTHUBHOMN
WJTM BHCIITHEH ITaMsTH,

— HCKa)XeHHUE KoJja TPOrpaMM B ONEPaTHBHON MaMsATH;

— BBIOJIHEHWE  0€3  MHHUIMHUPOBAHUS  CO  CTOPOHBI  IOJB30BATENsS  WIIH
MOJIb30BATEIBCKOH  TPOTPaMMBI  JIECTPYKTUBHBIX  (YHKIMH  (KONMHpPOBAaHHE,
YHUYTOXKEHUE, OJIOKUPOBAHUE U T.1.);

— coxpaHeHHe (parMeHTOB WH(POPMAUU M3 ONEPATUBHOW IMaMSITH B HEKOTOPBIX
00J1acTsIX BHEIIHEH MaMsTH MPSIMOTO JIOCTYIIA;

— UCKakeHHue, OJIOKMPOBAHWE WJIM MOJMEHA BBIBOJMMOTO BO BHEIIHIOI TAMAThH WU B

KaHaJ CBSI3M MaccuBa HH(oOpMamuu, 0o0pa3oBaBLIErOCsS B pe3ylbTaTe padOThI
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NPUKIAIHBIX MPOTPaMM, WM YK€ HaXOJAIIMECs BO BHEIIHEH IMAMITH MaCCHUBBI

JIAHHBIX;

— CKpBITHE IIPU3HAKOB CBOETO MIPUCYTCTBUS B IPOrPaMMHOM Cpelie KOMITBIOTEPA.

YacTto Ha MpakTUKE MOHATUE «BPEJOHOCHAS IMPOrPAMMa» OTOXAECTBISAETCS C IMOHSATHEM
«KOMITBIOTEPHBIM BUPYC», YTO OOYCIIOBIEHO WIMPOKHM PACHpPOCTPAHEHUEM IIOCIETHEr0 Ha 3ape
MONYJISAPU3ALNN KOMIBIOTEPHON TEXHUKH, OJHAKO KOMIIBIOTEPHBIM BHPYC OTHOCHUTCS JIMIIb K
OJIHOMY W3 XapaKTEpHbIX BMJIOB BPEIOHOCHBIX IporpaMM. B Hacrosiee Bpems BpeIOHOCHBIE
nporpaMMbl OOJIbIIEH YAacTbI0 MMEHHO HE BHPYCHI, XOTS TaKM€ TEPMUHBI KakK «BUPYC» U

«BapaXCHUEC BUPYCOM» IPUMCHAIKOTCA 110 OTHOIICHUIO KO BCEM BPCAOHOCHBIM IIpOrpaMmMam.

5.2 Kinaccuukanusi BpeI0HOCHOT0 NPOrPaMMHOI0 odecrieyeHust
CymectByeT OOJBIIOE YHCIO PA3TUYHBIX KIACCH(PHUKAIMKA BPEJOHOCHBIX TMPOTPAMM.

[TpuBeaem oauH U3 BapuaHTOB 00IEl Kinaccudukamuu (puc. 5.1).

BpenoHnocHble MporpaMmsl

A 4 A 4 Y A 4

I1o ocoGenHocTSIM IIo TexHo0rUM IIo cnocody o crenenn
ITo nenocrrocTn
aJIropuT™Ma MAaCKHPOBKH 3apaskeHust ONACHOCTH
. | Komnbrorepnsie o Bupycnr- o o o
> » HepesuneHtHole »  HeomnacHble » MoHoauTHbIE

BUPYCHI HEBUJIUMKH
.|  Tposuckue .| Homumopdusie _ _ _
> > » PesuneHTHbIC > OnacHble » PacnipeneneHnsle

MIPOTrPaMMBbI BUPYCBI
Cetesble o Ouenb
>
4epBU OITacHbBIE

> ITpoune

Puc. 5.1 — O6mas xnaccudukamnus BpeIOHOCHBIX TPOTPaMM.

HawubGomee pacnpoCTpaHCHHBIMHU BHUJAAMH BPCAOHOCHBIX MpOrpaMMm, OTINYAOIIUMUCH
0COOEHHOCMAMU C80E20 aneopumma, NOBCACHUSA 1 HA3BHAYCHUCM, SABJISIFOTCA:

— KOMIIBIOTCPHBIC BUPYCHI;
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— TPOSIHCKHE MPOTPAMMBI;
— CETEBBIC YCPBH.

[IpuBeneM ompeneneHus MaHHBIX BPEIOHOCHBIX Mporpamm corjacHo I'OCT P 57429-2017
«CyneOHast KOMITBIOTEPHO-TEXHUYECKas dKcrepTu3a. TepMuHbl U onpeaeacHus» [9].

Komnvromepuwiti  eupyc ~ —  mporpamma, oOafaromas CIIOCOOHOCTBIO K
CaMOpacTIpOCTPAHEHUIO TIO0 JIOKATBHBIM pecypcaM CpElCTBA BBIYUCIUTEILHON TEXHHUKH, HE
UCTIOJIB3YIONIAsi CETEBBIX CEPBHCOB.

Tposnckas ~ mpoepamma  —  TporpamMma, He  oOnajaromas  BO3MOXKHOCTBIO
caMopacipoCTpaHEHUs, MACKUPYIOIIASICS IO ISTHTUMHBIN (aii.

Cemesoti uepsb — mporpaMma, oOJaJaromiasi COCOOHOCTBIO K CaMOPaclpOCTPAaHEHHIO B
KOMITBIOTEPHBIX CETIX Yepe3 CETEBbIC PECyPCHI.

[Ipu 3TOM cTporoe pa3/eleHUuEe BPEIOHOCHBIX IPOrPaAaMM MMPAKTHYECKH HEBO3MOXHO,
MMOCKOJIbKY OTJCIIBHBIC HX BUBI YaCTO BBITOJHSIOT U (DYHKITUU JPYrOro BHJIA, & TAKXKE IOTOMY, YTO
BPEJIOHOCHBIE TIPOrPaMMBbI  HCTIOJB3YIOT BCIIOMOTATEIIbHBIC CpPEICTBA JUISl CKPBITHUS CBOETO
MPUCYTCTBUSL U BBINOJIHCHHS JICHCTBHI Ha WHQHUIIMPOBAHHOW MaiuHe. bojee moapoOHO 0 HHX
Oy/IeT pacCMOTPEHO B CIICAYIOIIEM IOJIpa3ieie.

K umcny mnpouux 6pedonocHwvix npocpamm OTHOCSAT pa3HOOOpa3HbIE NPOTPAMMBI, HE
BXOJIAIIME B OCHOBHBIC KJIACChl, HO JAIOIIAE BO3MOXHOCTh IPOHUKHOBEHHUS B YAaJICHHBIC
KOMIIBIOTEPBI C IIEbI0 JaJIbHEUIIEro yIpaBlieHUs MMHU (YCTaHaBJIMBas Ha WHQHUIIMPOBAHHOM
KOMIIbIOTEpPE TIOTAHOM XOJ) WJIM YCTAaHOBKHM JIPYIMX BPEIOHOCHBIX Mporpamm. I[lpusenem
HEKOTOPBIC TPUMEPHI TAKHX BPEIOHOCHBIX TIPOTPaMM.

TIomaunotu xoo wim 6oxmop (backdoor) — cpeacrtBo ynaneHHOro aaMHHUCTPUPOBAHHMS,
MO3BOJISIIONIEE 3JIOYMBINIJICHHUKY OOXOAMTh HOPMAIbHBIM KOHTPOJh O€30MacHOCTH BXOJAa U
MPEIOCTaBIIAS JOCTYIl K KOMIIbIOTEpYy-KepTBe. JlaHHOe BpelIOHOCHOE MPOrpaMMHOE OOecredeHne
MOXKET OBITh TaK)Ke€ OTHECEHO K TPOSHCKHUM IPOTpaMMaM B CHIIy OCOOCHHOCTH €€ YCTaHOBKH.
YcTaHOBKa TOTAWHOTO XOJa Ha MAIIMHY-)KEPTBY MOXET OBITh OCYIIECTBIICHA B pE3yJIbTare
MOJIYYEHHUsI JIOCTYIa K ITOH MAalIWHEe, ITyTeM aBTOMATHUYECKON yCTAaHOBKH CETEBBIM YEPBEM WU
TPOSIHCKOW TMPOrpaMMOil WM OOYCIIOBI€HAa 3aMHTEPECOBAHHOCTHIO TMOJIb30BATENsl (METOAaMHU
COLIMaJIbHOW MH)KEHEPHH) B 3aIlyCcKe MPOrpaMMBbI, cojiepKallleil motaifHol xoa. B 3aBucHUMOCTH OT
(YHKITMOHATBHBIX OCOOCHHOCTEH KOHKPETHOTO IOTAHHOTO XOJa 3JIOYMBIIUICHHUK MOXKET
YCTAaHOBUTH W 3aITyCTUTh Ha KOMITBIOTEPE KEPTBHI JII000E MPOrpaMMHOE 00ECIIEYCHHE, COXPAHSTh

BCE HaXKaTHsl KJIABUIIL, 3arPyKaTh U COXPAHATh J0ObIe (aiiiibl, BKIIOYATh MUKPO(QOH WM KaMepy U
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np. YacTo MCIOIb3yIOTCS U OOBEIUHEHUS TPYIINBI KOMIIBIOTEPOB-)KEPTB B OOTHET MM 30MOU-
CETh JUTS UCIIOJIb30BAHUS B KPUMUHAIBHBIX IIEJISIX.

Pymrxum (rootkit) — wnHaGop yrwiur (WM CHOCHUAIBHBIA MOJAYJb SI/Ipa), CKPBITHO
JCUCTBYIOIUX B 3apaXCHHON cHcTeMe W O00NajalouMX  CHCHUAIbHBIMUA  CPEJICTBAMH,
3aTPYJHSIONMMA MX OOHApYXEHHE CHCTeMaMH Oe30MacHOCTH. JTOT Habop, Kak MPaBUIIo,
3J0YMBINUICHHUK YCTAHABIMBACT HA B3JIOMAHHOW WM KOMIIBIOTEPHOW CHCTEME Cpa3y IMocie
HOJIyYCHUsI TPaB CYMEPIONb30BaTes. Pa3iuvaroT JBa WX OCHOBHBIX BH[A: PYTKHTBI YPOBHSI
M0JIb30BaTENsl U PYTKHUTHI YPOBH: sijipa. [IepBbie 00/1a1a10T TEMH K€ TIpaBaMu, 4TO U OOJIBITHHCTBO
NPUIOKEHUH, BTOPbIE — MOJHBIMH IPaBaMH JOCTylla KO BCEM KOMIIOHCHTaM OIEpaliOHHOM
CHCTEMBI. PYTKHTBI MOTYT MCIOJB30BAThCSA Ul KPAXKH MEPCOHAIBHBIX M OaHKOBCKHUX JaHHBIX,
OBITH DJIEMEHTOM OOTHETA, a TAaKXKE MPUMCHATHCSA B KAUeCTBE MOTAWHOIO XOIa sl yAaJICHHOTO
YIIPABJICHUS YCTPOHCTBOM.

LInuonckue npoepammur (SPyware) — ceMeiicTBO MporpaMm, MpeIHa3HAYCHHBIX IS
XHIIEHUS  [EPCOHANBHBIX W KOH(MOWIACHIMAIbHBIX  JaHHBIX  IOJB30BaTeNs.  THIHYHBIM
NPEICTABUTENIEM TaKMX IPOrPaMM SIBISIETCS KJIABHATYpHbIA mimuoH wim keiorep (keylogger),
PETHCTPUPYIONINI KaXI0€ HaKaTHe KJIaBUII Ha KJIaBHAType KOMIBIOTEpAa M IEPEChLIAIOLIHIA
coOpaHHbIC TaHHbBIE CBOEMY XO3SIHHY.

Pexnamnvie npoepammer (adware) — mporpaMmbl, MpeaHa3HAYCHHBbIC IS JCMOHCTPAIUU
PEKJIAMHBIX COOOIICHUIA, TIEPEHAIIPABIICHUS 3aIIPOCOB TOMCKA Ha PEeKJIaMHbIe BeO-caiThl U cOOpa
MapKETHHIOBOW HH()OPMAITUH O BJIaeiIblie KOMITbIOTEepa (HapuMep, Ha OCHOBAHUHU WH()OPMAIIUH O
MOCEIICHHBIX MOJb30BaTEIeM CaliTax, 4YToObl peKjaMa COOTBETCTBOBasia ero murtepecam). Cpenn
Pa3HOBUIHOCTEH PEKIAMHBIX MPOTPaMM — BCIUIBIBAIOIINE DPEKIaMHBIE OOBSBICHHS Ha BeO-
CTpaHWIIaX W pEKJIama, BXO[Ias B COCTaB «OECIUIATHOrO» MPOrPAMMHOTO OOCCIICUCHUSI.
HekoTtopble pekiaMHble MPOrpaMMbl OTHOCHTEIBHO O€3BpEAHBI, B JIPYTHX HCIOIB3YIOTCS
HHCTPYMEHTBI OTCIICKHUBAHUS Ui cOopa MH(OPMAIMH O MECTOHAXOXKICHUH IOJIb30BATENS WIIH
HCTOPHH €rO0 MOCEHICHUsI CAlTOB. PeKiIaMHBIE TPOTPaMMBbI OCYIIECTBIISIOT COOP TAHHBIX C COTIACHSI
MOJIH30BATENS, B OTJIMYUE OT MIMTMOHCKUX, COOMparonuX HHGOpMaIHio 6e3 ero Beoma.

Ipocpammvl-evimocamenu  (faNSOMWare) — MPOrpaMmmbl, OJOKHPYIOIIHE JOCTYI K
KOMITBIOTEPHON CHCTEME WM TPEJOTBPAIIAONINe CUUTHIBAHUE 3allMCaHHBIX B HEW JaHHBIX (C
HCITOJIb30BAHUEM METOJIOB IIH(POBAHUS) U MOCIIEAYIONINM TPeOOBAHUEM OT YKEPTBBI BBIKYIIA IS
BOCCTAHOBIICHUSI MCXOJHOTO COCTOSHHS. TEXHHYECKH TaKWe MPOrPaMMbI MPEACTABISIOT CO0Oi
KOMITBIOTEPHBIH BUPYC MJIM CETEBOW YEPBH C XapaKTEPHBIM JJISI HHX CIOCOOOM 3apayKCHUS — W3
MacCOBO# pacChIIKK MPH 3alycKe HCMojHseMoro ¢aitia, 1100 mpu aTake depes ysA3BUMOCTb B

CETEBOM Ciryx0e.
160



Jlocuueckas 6omba (logic bomb) — mporpamma, KoTopasi 3amycKaeTCs MPH OMPEACIEHHBIX
BPEMEHHBIX WM MH()OPMAIIMOHHBIX YCIOBHUSX JUIsl OCYIISCTBICHHS BPEIOHOCHBIX NEHCTBUU (Kak
OpaBUJIO, HMCKXEHUs WM yraneHus wuHbopmanuu). Takue Nporpammbl MPUBOIAT K
HECOOONIEHHBIM 3apaHee MOCIEACTBUSAM JUIs MOJIb30BaTeNeii. MHOTHE BPEJOHOCHBIC MPOTPaMMBbI,
HaTpuMep, BUPYCHl WM YEPBH, YacTO COJEPXKAT JIOTUYECKHE OOMOBI, KOTOpPBIE CpadaThIBAIOT B
3apaHee 3aJ1aHHOE BPEeMsl.

ITo mexnonozuu MacKkupoeKu BHIICISIOT:

—  BUPYCHI-HCBHIUMKH;
— TOTUMOP(HBIE BUPYCHI.

Bupycuvi-nesuoumku (Stealth viruses) ucrosb3yroT HaOOp CPEACTB JJIsI MACKUPOBKH CBOETO
MIPUCYTCTBUS IyTEM TepexBaTa OOpalleHus OIIePallMOHHON CUCTEMBI K TIOPKEHHBIM (haiiinaM mim
CEKTOpPaM M TMOJICTABJIAIOT HEWHOUIMPOBAaHHBIA Koi. Hampumep, aiinoBeiii BUpyc MOXeT
nepexBaThiBaTh (DYHKIMU 4YTEHHS/3alUCH B (aill, YTEHUE KaTtajiora W T.I., YTOOBI CKpBITh
YBEJIMUYCHUE pa3Mepa 3apaKCHHBIX MPOrpamMM, MepexBaThiBacT (PyHKIMU dTeHHs/3anucu (Qaina B
MaMsTh, YTOOBI CKPBITh (haKT U3MEHEHUs (aiia.

THonumopghnoie eupycer (polymorphic viruses) MoauduupyoT CBOM KOJ B 3apakKEHHBIX
nporpaMmax TakuM 00pa3oM, 4YTOOBI JiBa IK3EMIUISIpa OJHOTO M TOrO K€ BHpyca HE MOTJIHA
COBIAIaTh HU B OJHOM OHWTE, YTO 3aTPyHHSICT aHAIU3 M OOHAPY)KCHHE WX AHTUBHPYCOM.
[Tomumopdu3mM peanusyercss METOJaMHU pa3jIMYHOro MIM(POBaHUS OCHOBHOTO Teja BHUpyca MU
MomUGUKAIMSIMH ~ TIporpammbl-pactmdpoBimka.  Takue  BUPYCHI  Takke  Ha3bIBAIOT
«IOTUMOPPHKIY», BUPYCHI-TPU3PAKH, BUPYCHI-MYTAHTHI.

ITo cnocody 3apasicenus BBIICNAIOT: PE3UICHTHOES M HEPE3HICHTHOE BPEIOHOCHOE
porpaMMHOe oOecrieueHue.

Pe3uneHTHOE BpPENOHOCHOE MPOrpaMMHOE OOECIeYeHHE JIOTUYECKH COCTOMT W3
YCTaHOBUIMKA (MHCTAUIATOpPA) W pe3uaeHTHoro moxayis. Ilpum 3amycke HMHQUIIMPOBaHHON
OpOrpaMMbl  YIIPABJICHHE TOJIy4aeT YCTAHOBIIMK, KOTOPBIA pa3MellaeT pPe3UJACHTHBIH MOIYIb
BPEJOHOCHON TPOrpaMMbl B OINEPATHBHOW MaMITH M BBIIOJHSET ONEpPAIMU, HEOOXOAUMBIC IS
TOTO, YTOOBI TIOCIEAHUI (YHKIIMOHHPOBAI B Heil mocTosHHO. OH TakKe MOJMEHSET HEKOTOphIe
00paboOTYHMKK TIPEPhIBAaHHUM, YTOOBI PE3MICHTHBI MOIYJIb MOT IMOJyYaTh YIpPAaBICHHE IPU
BO3HHKHOBEHHUH ONPEICICHHBIX COOBITHIA.

HepesuneHTHOEe BpEIOHOCHOE MPOrpaMMHOE OOECIeYeHHEe HE 3apa)kaeT OINEPaTHBHYIO
namsITh ¥ TPOSBJISET CBOK AKTUBHOCTH JIMIIL OJHOKPATHO TPH 3alycke HH()HUIMPOBAHHOMN

IPOTPaMMBlI.
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Ilo cmenenu onacnocmu BpEIOHOCHBIE IPOTPAMMBI ITOIPA3/ICISICTCS Ha:
— HEOIaCHbIE, HE BIMAIONIME Ha PadOTy KOMITBIOTEPA, KPOME YMEHBIIICHUS TaMSTH Ha
JIMICKE B pe3ysbTaTe 3apakeHus (aiios;
— OIlacHbIC, MPUBOJANIME K MOIU(PUKAUK HHOUIIUPOBAHHBIX (ailyioB WU cOOsIM B
paboTe KOMIIbIOTEPA;
— OUCHb OIACHBIC, colepKamue (YHKIUU HAHECEHUs Bpena (Hampumep, yAaJeHHS
daitnos).
Ilo yenocmnocmu cpeiv BpeIOHOCHBIX TPOrPaMM MOKHO BBIJICJIUTD:
— MOHOJIUTHBIC, MPECTABISIONINE SUHBIN OJI0K;
— pacmpeesieHHbBIE, Pa3/IeJIeHHbIC Ha YaCTH U COJEPIKaIlle MHCTPYKIHH C YKa3aHUEM

KaK coOpaTh MX BOCIMHO JIJIsl BOCCO3aHHSI BPEIOHOCHON MPOTPaMMBI.

5.2.1 KomnboTepHbIie BUPYCHI

KomnbloTepusiii Bupyc (COmputer Virus) — Bua BpEIOHOCHOTO IMPOrPaMMHOIO
oOecrieueHus, CIIOCOOHOTO BHEAPATHCS B KOJ JPYTHMX MPOrpaMM, CHCTEMHBbIC OOJACTH MaMSTH,
3arpy304HbI€ CEKTOPBI, U PACIIPOCTPAHATH CPEIM HUX CBOM KONHU (HEOOS3aTEIbHO COBIAIAIOIIUE C
OpUTHHAJIOM).

B 3aBucuMoCTH OT Cpeibl 0OMTaHUSI KOMITBIOTEPHBIC BUPYCHI ITOIPA3IEIISIOTCSL:

— (aiinoBsle;
— MaKpOBHUPYCHI;
— 3arpy304HBbIE.

@aiinoswvie eupycwr (file infectors) orHocsTcst k BUpycaM-HEBUIUMKAaM W TIPH CBOEM
Pa3MHOKCHHUH HCIOJB3YIOT (DAHIOBYI0 CHCTEMY ONEpalMOHHON cucteMbl. OHU BHEAPSIOTCS B
HCTIOHSEMBIE (paiiibl Ha KOMIIBIOTEpE (3apa)aroT UX), JOMUCHIBAas cCaMHUX ce0sl B HAUaJlo0, CEpeIuHy
WM B KoHue ¢aiina. /lanpHeilee MX paclpoCTpaHEHHE OCYIIECTBISIETCS 4Yepe3 3apaKeHHBIC
¢aiinel. Cpeaum HHX 1O CHOCOOY 3apaKeHHUsSI BBIIENSIOT: TEepe3alvChIBAOIINE BUPYCHI,
napasuTUIECKUE BUPYChI, KOMIIAHbOH-BUPYCHI,

[Mepe3anuchiBarolue BUPYChl 3alUCHIBAIOT CBOWM KOJ BMECTO Koja 3apaxkaemoro (aiina,
yHUUTOXasg ero conepxumoe. [Ipu stom aiin mepecraer paboTath M HE BOCCTAaHABIMBACTCA.
[Tapa3uTnyeckue BUPYCHI M3MEHSIOT COACPKUMOE (ailjloB, OCTAaBISAs NPU ITOM caMu (hailiibl
MOJHOCTBIO MJIM YaCTHYHO paboTocrnocoOHbIMH. KOMIaHbOH-BUPYCHI HE W3MEHSIOT 3apakKCHHBIC

Gdaiinel, a co3mMarT s Hero ¢ailia-IBOMHHUK, KOTOPOMY TIPH 3alycKe 3apakeHHoro (paiina
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repeaacTcsl ynpaBieHHE, WIN TIePEMMEHOBBIBAIOT 3apakaeMblil (pailyi M 3alOMHHAIOT €r0, a CBOM
KOJI 3aITMCBIBAIOT MO €0 UMEHEM.

@aiinoBble BUPYCHl OOHApYKMBAIOTCS, KaK TMPaBWIO, 3a CYET YBEIMUYCHHsS pa3Mepa
UCTIOJHSEMBIX (haiJIOB, a TaK)Ke MyTEM IPOBEPKU IEIOCTHOCTH MPOTrpaMM B MOMEHT HMX 3aIlycKa,
YTO MPUMEHUMO TOJIBKO JUIsI HEPE3UICHTHBIX BUPYCOB.

Maxkposupycer (Macro Viruses) Take OTHOCATCS K BHUPyCaM-HEBUAMMKAM U SBJISFOTCS
nporpaMMaMu Ha sI3bIKaX (MakpoOs3bIKaX) BCTPOSHHBIX B HEKOTOpPbIC NPHUKIAIHBIE MAKEThI
00paboTKu NaHHBIX (TeKcToBbIe/Tpaduueckue/Tadnmuunbie pegakropsl, CYBJ] u mp.). Makpocsl —
3TO TPOLEAYpPHI, HAIKMCAHHBbIE HA BCTPOCHHOM JUISl TaKWX NPUKIAIHBIX IaKETOB SI3BIKE
IPOrpaMMUPOBAHUS U BBINOJIHAEMBIC B OTBET Ha OINpPE/AEICHHBIE COOBITHS (Ha)kaTHe KHOIKU WIIN
OTKpBITHE JOKyMeHTa). [lJis CcBOEro pa3MHOXXEHHS MaKpOBHUPYCHI HCIOJIB3YIOT BO3MOXKHOCTH
MaKpOS3bIKOB U C MX IOMOIIBIO MEPEHOCAT Ce0s1 M3 OHOTO 3apakeHHOro (aiiya (JOKyMEHTa WU
Tabmuipl) B apyrue. Hanbosbiee pacnpocTpaHEHHE MOMYYHIM MAaKPOBHPYCHI JUIS MPUKIIAIHBIX
naketoB Microsoft Office, comepkammx B cebe makposzeikun Word Basic, Visual Basic for
Applications.

BHenpeHHBIIT B JOKYMEHT COOTBETCTBYIOIIErO (opmara MaKpOBUPYC, 3aIlyCKArOIIUICS
ABTOMATHYECKH TPHU €ro OTKPBITHH, HINET JAPYIHE JOCTYIHBIE JOKYMEHThI 3TOro ¢opmara,
BHE/PSICTCS B HUX M BBINOJIHSCT 3aJI0KEHHbIE B HEro (DYHKIHH (BO3MOXKHOCTEH COBPEMEHHBIX
MaKpOS3BIKOB BIIOJIHE XBATAET, YTOOBI COJEPKATH CEPbE3HbIEC AECTPYKTUBHBIC (PYHKIINN).

PaznuuHbie BEpCHUU NMPUKITATHBIX POTPAMM, MOJIEPKUBAOIINX MAKPOS3bIKU, KaK MPABUJIO,
MPEIYNPEXK AT MOJB30BATEs O HAJHMYUHM B JOKYMEHTE MaKpPOCOB. XapaKTePHBIMHU NpPU3HAKAMHU
OpOSIBIICHUST MaKpOBHPYcOoB, Hampumep B Microsoft Word, sBistoTcs: HEBO3MOXKHOCTb
KOHBEPTUPOBaHMs 3apakeHHOro mgokymenta Word B npyroit ¢opmar, mosBicHue (aiiioB B
dopmare Template (urabiioH), HEBO3MOXKHOCTh 3allMCH JOKYMEHTa B JPYroil KaTajor WM Ha
APYyToii AUCK 1Mo KoMaH e «COXpaHHUTh Kak» U T.II.

3azpyszounvie eupycer (DOOt VIruses) Toke OTHOCATCS K BHpPyCaM-HEBHIUMKaM H
npeJHa3HAuYeHBI IS 3apakKeHUs] HOCUTENEH JaHHBIX. 3arpy304HbII BUPYC 3aIMCHIBACTCS B TIEPBBIN
(HyneBoif) CeKTOp THOKOro MM KECTKOTrO JMCKA, I7ie 0OOBIYHO HAXOAUTCS CUCTEMHBIN 3arpy3uuk.
ITpu 3arpy3ke omepaniMOHHOM CHUCTEMbI CUCTEMHBIH 3arpy3udK CUUTBIBAET COJEPKHUMOE MEPBOTO
CEKTOpa JWCKa, ¢ KOTOPOTO MPOM3BOJUTCS 3arpy3ka, MOMENIAeT CUUTAHHYIO WHQPOPMALHI0 B
naMsITh U TiepenaeT Ha Heé (T.e. Ha BUPYC) ypaBJieHHne. B manpHeimem 3arpy309HbIii BUPYC BeleT
ce0s1 mogo0HO (aiiimoBOMy: TepexBaThIBaeT OOpAILICHUs OMNEPAllMOHHOM CHCTEMbl K JUCKaM M
UHQHUIUPYET WX, B 3aBUCUMOCTU OT YCTAHOBJICHHBIX YCIIOBHI COBEpIIACT CHEHUABHBIC ICHCTBHS

(MHOT1a TeCTPYKTUBHBIE), MOXKET BBIMOJIHATH 3BYKOBBIE U BHA€03(P(EKTHI. 3arpy304HbIE BUPYCHI
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BHEJIPAIOTCS. B MaMATh KOMIIBIOTEpA IMPH 3arpy3ke ¢ MH(UIMPOBAHHOTO AMCKA, MOTOMY BCErIa
SIBJSIFOTCSL PE3UJCHTHBIMH. Pa3sMHOXaeTcs 3arpy304HbIil BUPYC 3allMCBI0 B 3arpy304HYIO 00JIacTh
JAPYIUX HAKOIMUTEJIEH KOMIIbIOTEPA.

Kiaccuueckue 3arpy304Hble BUPYCHI B HACTOSIIEE BPEMsI YCTapesu, OJHAKO aKTyallbHa UX
Bapualys, paclupocTpaHsromascs depe3 ¢udII-HaKonuTenu. Takoil Bupyc mpencrasiseT coOoi
UCTIOJHSEMBIN (hailir ¢ aTpHOyTOM «CKPBITHIN», KOTOPBIH 3alKChIBAETCS B KOPHEBOM KaTasor ¢uier-
HaKomuTellss 00 B CKPBITYIO TMAanKy, SMYJIHPYRIIyl Kop3uHy Windows, nmubo apyryro
CHCTEMHYIO Manky. B kopHeBoM Kartanore pasmernaercst ¢aiin autorun.inf co ccpuiKoil Ha BUpYC.
Bupyc aktuBupyercs, eciau y (ienr-HakonmuTenst cpadaThlBaeT aBTO3AMYCK HPU YCIOBHHU, YTO
HacTpoiiku Windows yCTaHOBIEHBI MO YMOJYaHHWIO. BUpyC OCTaBisSeT CBOM KOMUU (BMECTE C
autorun.inf) Ha Bcex pa3zzgernax KeCTKOTO IUCKa U, TAKUM 00pa3oM, MOJIy4aeT YIpaBICHUE BO BPeMsI
Ka)XXJIOTO ceaHca paboThI 1OJIb30BaTElsl, KOT/Ia TOT CIIy4aiilHO aKTUBUPYET aBTO3AITyCK HA OJHOM U3
9TUX pa3zaesnoB. Jlamee BUPYC MOCTOSHHO HAaXOAWTCS B ONEPATHBHOW IMAaMSTH, WCIIOJIHSET CBOU
GYHKIMH, a TAKXKE OTCICKHBACT MOJIKIIOUCHHE K KOMIIBIOTEPY HOBBIX IMEPEHOCHBIX HOCUTEICH U
3apakaeT uXx.

Jlpyroil pa3HOBHIHOCTBIO BPEJOHOCHBIX HPOTPaMM, HCIIOJB3YIOMIUX TE XK€ TEXHOJIOTUU
3apaXeHUs AMCKOB, YTO M 3arpy304HbIC BHPYCHI, SBISIOTCS TaK Ha3bIBa€Mble OYTKHUTBL Bymxum
(bootkit) mpencraBisier coOOW pa3HOBUAHOCTH PYTKUTA, KOTOPBIM 3arpyaercs W3 TJIaBHON
3arpy3ounoii 3amucu (Master Boot Record, MBR) wiu 3arpy304Horo cexropa mepej 3arpy3koi
OINEPAIlMOHHOW CHCTeMBl. B cBi3M ¢ 3TuM uX Takke HaspBaloT MBR-pytkutel. Onu
NpeHa3HaueHb! Il cpabaThIBaHUs B Ha4aje 3arpy3KH KOMITBIOTEpa C IIEIbI0 YIIPaBICHUS BCEMHU
JTanmaMu 3aIycKa OINepaluOHHON CUCTEMBbI, H3MEHEHHsI CHCTEMHOTO KOJIa U IPaiBEPOB JI0 3arpy3Ku

AHTUBUPYCHBIX MPOTPaMM U JPYTUX KOMIIOHEHTOB 0€30I1aCHOCTH.

5.2.2 TposiHCKHe NPOrpaMMBblI

Tposinckas mporpamma (trojan) — BpeOHOCHas! MpoOrpaMma, He UMEIOIIasi CIOCOOHOCTH K
CaMOBOCIIPOM3BEJICHUIO, KOTOpash MAacKHpyeTcs IOJ IOJIE3HYH IpOrpaMMy M BMECTE€ C TEM
COJZIEPKUT CKPBITYIO BPEeOHOCHYIO (pyHKIMIO. TposHCKas mporpaMMa Takke Hamboliee W3BEeCTHa
10/l HA3BAHUEM (TPOSIHCKUH KOHbY, «TPOSH» WU IPOCTO «TPOSHELD.

B oTiMune OT KOMIBIOTEPHBIX BUPYCOB M CETEBBIX YEpPBEU, KOTOPBIE PACIPOCTPAHSAIOTCS
CaMOIIPOU3BOJIHO, PACIpPOCTPAHEHHE TPOSIHCKUX MPOrpaMM MPOUCXOAUT IOCPEICTBOM CaMUX
nojp3oBarene. OHM MOTYT OBITh HEMOCPEICTBEHHO 3arpy’KeHbl B KOMIIBIOTEPHYIO CHUCTEMY
3JIOYMBIIIJICHHUKAMUA ~ BHYTPEHHUMH  COTPYIHUKaMH  OpraHU3alMM, TaKk U  HOOYXIaTh

MOJIh30BaTENIEH 3arpykatb W/WIM 3allyCKaTh WX B CBOMX cHucTeMax. Kak mpaBuiio, JaHHBIC
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IpOrpaMMbl MACKHUPYIOTCS TIOJ] JpyrHe THUNbl (aijioB — OT IaKeTOB YCTAaHOBUIMKOB [0
MYJIbTUMEIUMHBIX JaHHBIX. TpOSHCKas MNporpaMMa MOXKET HMHUTHPOBATh MM M HKOHKY
CYIIECTBYIOIEH, HECYIIECTBYIOIIEH, HJIM TIPOCTO MPUBJIEKATEIbHON POTPaMMBbl, KOMIIOHEHTA, WX
¢ailna naHHBIX, KaK JUIsl 3allycka I10JIb30BaTelieM, TaKk W JJIi MAacKHMpPOBKHM B CHCTEME CBOErO
npucyrcTBus. TposHCKas mporpaMMa MOKET B TOM WJIM HHOW Mepe MMHUTHPOBATH WIM JaKe
MOJTHOLIEHHO BBIMONHATh 3aJady, I0J KOTOPYIO OHa Mackupyercs (B TIOCIETHEM Ciydae
BPEIOHOCHBII KOJ] BCTPAUBAETCS 3JI0YMBIIUICHHUKOM B CYIIECTBYIOIIYIO TPOrpaMMYy).

[Tocne cBoero 3amycka TpoOstHCKas Iporpamma yjauseT cebs w3  (ailna-Hocutens u
IIPUHUMAET Mepbl K OOECIEYEeHHIO CBOEH BBIKMBAEMOCTH IpU IEpe3arpy3ke U K MOCTOSHHOMY
(YHKIMOHMPOBAHUIO HAa KOMIIBIOTEpPE, TPUMEHSS pPAa3IUYHbIE METOABl MAaCKUPOBKH  OT
obHapyxeHus. Takum 00pa3oM, TPOSHCKUI KOHb CYIIECTBYET HAa MHPHUIIMPOBAHHOM KOMIIBIOTEPE B
OJTHOM 3K3EMIUISAPE U SBJIAETCS MOCTOSHHO BBIOJHSIOIIUMCS IPOLIECCOM.

JlelicTBUSL TPOSIHCKOI'O KOHSL MOTYT BKJIIOYaTh: yJalleHue, OJOKHPOBaHHUE, HW3MEHEHHE,
KOIMPOBAHUE TaHHBIX, 3aME/IJICHHE Pa0OThI KOMITBIOTEPOB U KOMITBIOTEPHBIX CETEH.

TposiHCKHME mporpaMMbl KJIacCU(PUUMPYIOTCSI B COOTBETCTBUM C THUIIOM JEMCTBUIA,
BBINOJIHAEMBIX MU Ha KommbtoTepe. IlpuBegem ux knaccudukanuio corimacHo «Jlaboparopuu
Kacnepckoro» [28].

Trojan-Banker. [IpeanazHaueHb! Ui KpaXKH YUYSTHBIX TAaHHBIX CUCTEM UHTEPHET-OaHKUHTA,
CHCTEM 3JICKTPOHHBIX TUIATEKEH U KPEIUTHBIX WK 1e0STOBBIX KapT.

Trojan-DDoS. Cnyxar 11 npoBeCHUs yAaJCHHBIX aTaK THIIA «OTKa3 B 00CIY)KUBAHHN C
MHOUIMPOBAHHOW MaIIMHBI 10 LeleBbIM BeO-agpecam. Ilpum Takoilt arake ¢ 3apa)XXeHHBIX
KOMITBIOTEPOB CHCTEME C OTIPEICICHHBIM a/IPECOM OTIPABISIETCSI OOJIBIIIOE KOJTMYECTBO 3aIPOCOB,
9YTO MOXKET BBI3BATH €€ MEePErPy3Ky U MPUBECTH K OTKa3y B OOCITY)KHBAaHUH.

Trojan-Downloader. IlporpamMmbl [uisi 3arpy3Kd W YCTAaHOBKM Ha HHGHIUPOBAHHBIN
KOMIIBIOTEP HOBBIX BEpPCHH BPEIOHOCHBIX IPOrpamMM, BKJIIOYas TPOSIHCKME U peKJIaMHbIe
IPOTPaMMBI.

Trojan-Dropper. TlpenHa3sHa4yeHbl Uil YCTAHOBKH TPOSHCKHX MPOTPaMM W/WIH BUPYCOB
WIN IPeAO0TBpaLeHNs 00HApYKEHHsI BPEIOHOCHBIX ITPOrpPaMM.

Trojan-FakeAV. Wmutupyror paboTy aHTUBHPYCHOTO MPOTPAMMHOIO OOECIICUCHHSI.
[Ipenna3HaueHs! A1 BBIMOTAHHSI Y TIOJIB30BATElsl JCHEXKHBIX CPEICTB B OOMEH Ha OOemaHue
OOHapyXeHHS U yIAJICHHsI yTPO3, B IEHCTBUTEIHHOCTH HE CYIIECTBYIOIIHX.

Trojan-Game Thief. TIporpammer mis kpaku wuHGpOpMaLUK 00 YYETHBIX 3aIlUCSIX

Y4aCTHUKOB CCTCBLIX UTP.

165



Trojan-IM. Cayxar i XWIICHHS JIOTHHOB W MMapojiel K MporpamMmmaM MTHOBEHHOTO
obMeHa coobmieHusmu, Takux kak Skype, ICQ, Arent Mail.ru u ap.

Trojan-Ransom. TIlpenna3HadeHsl s MoauduKauud (OOBIMHO C  NPHUMEHEHUEM
mu@poBaHus) JTaHHBIX HAa WHOUIIMPOBAHHOW MaIllMHE, HAIpUMeEp OJOKUPOBKH, U TpeOOBaHHEM
BBIKYTIa 32 BO3BPAT ONEPAIMOHHOIN CUCTEMBI K paboyeMy COCTOSHUIO.

Trojan-SMS. Cnyxar s HECaHKIIMOHHUPOBAHHOW C IMOJIb30BaTeaeM pacchbuiku SMS-
cooOmIeHni ¢ MHPUIMPOBAHHBIX MOOMIIBHBIX YCTPOMCTB Ha IUIATHBIE HOMEPA, 3allMCAaHHBIE B Tele
BPEIOHOCHOU MPOTPaMMBI.

Trojan-Spy (mmuoHCKHE mporpammbl). IIpenHasHadeHbl Ui CKPHITOTO HAONIOACHHS 3a
MCTOJIb30BAHUEM KOMITBIOTEPA, HAIIPUMEP, OTCIICKUBAS BBOAMMBIEC C KJIABUATYpPHI JaHHBIC, Jenas
CHMMKH 9KpaHa ¥ MoJIydasi CIIUCOK paboTaIOMUX NPUI0KESHUH.

Trojan-Mailfinder. TIporpammsl, coduparoriue agpeca u3 MOYTOBOM CIyKObI MOJTb30BATEIIS
Y TIEPEChUIAIONINE UX 3JI0YMBIIUICHHUKY C LIEJIbI0, HApUMeEp, MOCIEAYIOEH pacChUIKH Criama.

Trojan-ArcBomb — apxwuBbl, crnenuanbHO CHOPMHPOBAHHBIC TAaKHMM O0pa3oM, YTOOBI
BBI3BIBATh HEINTAaTHOE TIOBEIACHHWE apXMBAaTOPOB NPU IIOMBITKE pa3apXUBUPOBATH JAHHBIE —
3aBHCAHHE UM CYHIECTBEHHOE 3aMe/JIEeHHE paOOThl KOMITbIOTEpA MM 3aMOJHEHUE AUCKa OOJIBIIUM
KOJMYECTBOM «ITyCTBHIX» IaHHBIX.

Trojan-Clicker. Ilpenna3sHaueHbl [uis OOpalieHUs] K IEICBBIM HHTEPHET-pecypcam, 4TO
JIOCTHTaeTcs MO0 mepenadeld COOTBETCTBYIOMIMX KOMaHJ Opaysepy, JIMOO 3aMEHOW CHCTEMHBIX
(baiiioB, B KOTOPBIX yYKa3aHbl «CTaHJAPTHBIE» aJipeca CalToB.

Trojan-Notifier. OTnpaBisSOT 3JIO0YMBIIUICHHHKY CHTHaT (QJICKTPOHHBIM — MTHCHMOM,
oOpallleHueM K BeO-CTpaHHIIE 3JI0yMBIIIJICHHUKA, COOOIIEHNEM B MECCEH/KEpE), YTO 3apakeHHOE
YCTPOMCTBO MOAKIIOYEHO K ceTh. Ilpu 3TOM B cooOuieHHH coaepkurcs uHoOpMalus o
KOMIIbIOTEpPE MJIM MOOWJIBHBIX YCTPOMCTB M ero Biajenble. [1og00HbIE TPOSHCKHE MPOrpamMMbl
UCMOJb3YIOT B MHOTOKOMIIOHEHTHBIX TPOSHCKUX Ha0opax Uil WM3BEILEHHs 3J0yMBIIUICHHHKA O
3aKpeIUIeHUH BPEIOHOCHBIX ITPOTPaMM B aTaKyeMOW CHCTEME.

Trojan-Proxy. [TpenHa3zHaueHbI TUTst OCYIIECTBIICHHSI 3TI0YMBIIITICHHUKOM
HECAHKIIMOHMPOBAHHOTO IMOJIb30BaTEIeM aHOHMMHOTO JIOCTYNA K Pa3IMYHbIM HHTEpHET-pecypcam
gyepe3 KOMITbIOTEp-KEePTBY.

Trojan-PSW. Cnyxkar 1is XHIIEHUS TOJb30BaTEIbCKUX aKKAyHTOB (JIOTMH M TMapoiib) C
3apaKeHHBIX KOMITHIOTEPOB.

Taxke K OTAETBHBIM BHJIAM TPOSHCKUX HPOTPaMM MOXKHO OTHECTH IOTaiHbIE XOJbI,

HKCIUIOMTHI U PYTKHUTBHI.
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Backdoors (moTaiinbie X0mb1). [IpenocraBnser  3MOYMBIIUICHHMKAM  BO3MOXXHOCTh
YIAJIEHHOTO YIPABICHUS 3apaKCHHBIMH KOMITBIOTEpAaMHU: TMO3BOJIIOT AaBTOPY BBINNOJHSITH Ha
3apaXCHHOM KOMIIBIOTEpE JI0ObIC JIEWCTBUSA, BKJIOYAs OTIPABKY, IOJYYCHHE, OTKPBITHE U
ynaneHue GaiioB, 0ToOpaKeHHE JaHHBIX H Mepe3arpy3Ky KOMIbIOTEpa.

Exploits (akcmoiiter). ComepskaT JaHHBIE WMIM  HCIOJHSEMBIA  KOJ, CIOCOOHBIH
BOCTIOJIb30BaThCSl OJHOW WJIM HECKOJIBKMMH VYSI3BHUMOCTSIMH B IPOTPAMMHOM OOECIICYCHUH Ha
JIOKQJIbHOM WJIM YJAJICHHOM KOMITBIOTEPE.

Rootkits (pytkutsr). [Ipeana3HadeHbl IS COKPBITHS B CUCTEME OIPEICICHHBIX 00BEKTOB
Win JeiictBuil. YacTo OCHOBHAS MX 1ENIb — IPEAOTBPATUTH OOHAPYKEHUE BPEIOHOCHBIX MTPOTPaMM,

94TOOBI YBEIMYUTH BPEMsi pa0OTHI ATUX MPOTPaMM Ha 3apaKEHHOM KOMITBIOTEpE.

5.2.3 CereBble yepBu

Cemesvle uepeu (COmputer WOrms) — BpEIOHOCHBIE MPOTPAMMBbI, CaMOCTOSITEIBLHO
pacrpoCcTpaHsIONIMEcs Yepe3 JOKaIbHbIE U II100anbHbIe KoMITbloTepHbIe ceTh, 1 HCJI k cucreme.
Hapsiny ¢ HauMeHOBaHHEM «CETEBBIC YEPBH» MX TaKKE HA3BIBAIOT MPOCTO «UEPBU» WIIH «CETEBHIC
BUPYCHI».

B oTnuune OoT KOMIBIOTEPHBIX BUPYCOB OHM HE MOTYT 3apakaThb CyIIeCTBYIoIue (haiibl,
OJTHAKO MOTYT KOOINEPUPOBAaThCS C BUPYCAMH B  pE3yJIbTaTe€ YEro CaMOCTOSTEIbHO
pacrpocTpaHsaThCs Mo ceTH (Omaromaps 4epBIO) U B TO K€ BPEMS 3apa)kaTb PECypCchl KOMITBIOTEPA
(pyHkMM BUpyCa).

BoNbIIMHCTBO CETEBBIX YepBEl SBISAIOTCS pe3uJeHTHBIMU. Kak mpaBuio, oHU cojaepikar
«MHQPEKIMOHHYI0O 4YacTh» — OKCIUIONWT (IIEJUI-KOA) W TeJNO 4YepBs («Iojie3Has Harpyskay),
MOJTHOCTBIO HAXOJMSIIETOCS B ONEPATHBHOM NaMsTH, MOITOMY MOTYT 3apaXkaTh TOJBKO paHee
3arpyKeHHbIE IPYTUMU MpOorpaMMaMi THHAMUYecKue ONOINOTEeKH.

OCHOBHBIM MPUHIUIIOM PAOOTHI TAKHX TMPOTPaAMM SBISETCS YHUKAIbHAs BO3MOXKHOCTH
CaMOCTOSITENTFHO TIepeaTh CBOM KOJ Ha paboduyro CTaHIUIO WM yIaJleHHBIH cepBep. OHH MMEIOT
JIBA OCHOBHBIX MEXaHHU3Ma MPOHUKHOBEHUS Ha KOMITBIOTEP:

1) uepe3 craHmapTHBIC KOMMYHHKAIIHOHHBIC CEPBHUCHI;

2) depe3 YA3BUMOCTH B TIOMYJISAPHBIX CETEBBIX MNPHIOKECHUSIX, B TOM YHCJIEe CaMOW

ONEPALMOHHON CUCTEME.

B pomm craHAapTHOrOo KOMMYHUKAITMOHHOTO CEpBHCA Yallle BCETO BBICTYIAET AJIEKTPOHHAS
1ouTa, TJIe BUPYC PACIIPOCTPAHIETCS B BUAE MPUKPETNIEHHOTO K JIEKTPOHHOMY MUCHEMY (aillioBOro
BIIO’KEHUSI, KOTOPOE TMOJB30BaTEIM MOTYT 3allyCTUTh, HAIPUMED, CIIPOBOIMPOBAHHBIC CPECTBAMU

COLIMAJIBHOW MHYKEHEPHUHU.
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Bropoii MexaHu3m 3apakeHuss — OIIMOKM B CETEBBIX IMporpammax, I03BOJISIONINE
BPEIOHOCHOM TporpaMMe TPOHUKATh Ha KOMIIBIOTEp TOJb30BaTENIl M TOJy4aTh HAa HEM
yrnpapiieHue 0e3 Kakux-JIu00 JEHCTBUH CO CTOPOHBI CaMOTo ToJb30Bareis. B 3ToMmM ciydae
€IMHCTBEHHBII crmoco0 MPOTUBOCTOATH MOJOOHBIM BHUpycaM — CBOEBpPEMEHHasl pa3paboTka u
yCTaHOBKa OOHOBIICHUIA.

KpaTko paccMOTpUM OCHOBHBIE MEXAHU3MBI CETEBOIO YEPBSL.

1. Bei6op nenu. OcymiecTBiseTcs Mo 3apaHee MOArOTOBICHHBIM CIIUCKAaM CETEBBIX aJpEcOB,
MOYTOBBIX aJ[PECOB M3 aJ[PECHOM KHUTH, CETEBBIX COCENeH, MOBEPEHHBIX CHCTEM, JMOO IO
ciydaitHOMY BBIOOpY ajpeca, 3ampocam DNS.

2. Ilouck yszBumoctH. [IpoBOoauTCS CKaHMpPOBAaHUE ENU, UACHTU(DHUKAIMS ONEPAMOHHON
CHCTEMBbl W TPHUKIATHOTO MPOrPAaMMHOTO OOECIeUYeHHs, IOChUIKA TaKETOB, HCIIOIb3YIOMINX
ySI3BUMOCTb.

3. [IponuknoBenue. Kox ucHonab3yeT HM3BECTHYIO  3JOYMBILIUICHHUKY  YS3BHUMOCTH
(nepenonnenue Oydepa, COBMECTHOE HCIIOIb30BaHUE (DAMIIOB, MOCHUIKA JJIEKTPOHHON MOYTHI C
MPUIIOKEHNUEM, HCTIOTIB30BaHNE OMTHOOK KOH(OUTYPUPOBAHUS H T.1I.).

4. Pactipoctpanenue. Ilocrme mosydeHus OocTynma K MalIMHE HEOOXOAMMO IMOJIYYUTh
OCHOBHOE€ T€JIO YepBs, AJId Yero ucnonb3yroresa nporokossl HTTP, SMB u ap.

5. «llone3nas Harpy3ka» (HaOOp KOIOB, pa3paOOTaHHBIX JJISI BBITOJHEHUS OMPEICIICHHBIX
NEHCTBUIM B MHTEpecax 3JIOyMBIIJIEHHUKAa Ha IeneBoil Mammue). Cpeau HEKOTOpBIX BHJIOB
«TIOJIE3HOW HATpPy3KW» CETEBOT0 YEpBs: yCTAaHOBKA MOTAWHOTO X0/a, yCTaHOBKA 00Ta, MPOrpaMMBbl
BBITTOJIHEHUS CJIOXKHBIX MaTEMaTHUECKUX Ollepaluii, yCTaHOBKA TPOSHCKOTO KOHS U T.II.

[IpuBeneM kimaccupuKalMoO CETEBBIX dYepBel  mpexacraBimsiemyro  «Jlabopartopueit
Kacnepckoro» [29].

Email-Worm — ceteBbie uepBH, HCIONB3YIOLINE IS PACTIPOCTPAHECHUSI TIOYTOBBIC CHCTEMBI.
B mporecce pacnpocTpaHeHHs 4YepBb OTChUIAET JIMOO CBOIO KOMHUIO B BHJIE BIOXKEHUS B
AJIEKTPOHHOE THUCHMO, JIMOO CCHUIKY Ha CBOM (paiij, pacmoyIOKEHHBIM Ha KaKOM-JTHOO CETEeBOM
pecypce.

IM-Worm — d4epBu cmocoOHBIE K CaMOPa3MHOKEHHUIO B CHUCTEMaX MTHOBEHHOTO oOMeHa
cooOuieHusiMu, Takux kak Facebook Messenger, Skype nian WhatsApp. [lns aTux neneit yepsu, kax
MIPaBUJIO, PAaCChUIAIOT KOHTAKTaM epTBbI coobieHus, cofepxamue URL-ccpiiky Ha daiin ¢ Teom
YepBsl, YTO MPAKTHUUECKU MOJIHOCTHIO MOBTOPSIET CLIOCOO pacChUIKH, Hcnonb3yomuil Email-Worm.

IRC-Worm — d4epBu, oOnagaromme CHOCOOHOCTBIO K  HECAHKIIMOHHPOBAHHOMY
nojp3oBaTeneM camopasmHoxkenuto yepe3 IRC (Internet Relay Chats) — mpoTokon mpukiagHOTo

ypOBHS JUIsl 0OMeHa COOOIIEHUAMHU B peKUMeE peaibHOro BpeMeHH. CriocoObl pacpoCTpaHeHus 1o
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IRC-xananam anamoruyasl Email-Worm u IM-Worm — nu6o dyepe3 orceuiky URL-ccpuiku Ha
KOIIHMIO YepBs, JINOO Yepe3 OTChUIKY 3apaeHHOro (haiiina kakomy-nmu6o noibs3oBarento IRC-kanana.

Net-Worm — cereBble 4epBH, UCIHOJIB3YIONIUE IS PACHPOCTPAHEHHUS CTEK MPOTOKOJIOB
TCP/IP. OtauuuTelbHOH OCOOCHHOCTBIO JAHHOTO THUIIA YEPBEH SBISETCS OTCYTCTBHE
HEeoOXOIMMOCTH B II0JIb30BaTele KaK B 3BEHE B IIEMOYKE DPACIPOCTPAHEHMs ISl aKTUBAIUU
BpPEIOHOCHOM mporpamMmbl. [IpuHIMO €ro pacnpocTpaHeHMs] IOCPEACTBOM KPUTHUECKHUX
YSI3BUMOCTEHN MPOrpaMMHOI0 00€CIIEUEHHsI OITMCaH paHee.

P2P-Worm — cereBble 4epBH, oOjagaromiasi CIOCOOHOCTHIO K HECAaHKIIMOHUPOBAHHOMY
MI0JIb30BaTEIEM CaMOPA3MHOXKEHHIO 10 KaHanaMm (hailI000OMEHHBIX OJIHOPAHTOBBIX (MHPUHTOBBIX)
cereii. Mexanusm BHenpeHus B P2P-cerp 0GonpIIMHCTBA TOJOOHBIX YEpBEHl COCTOMT B HX
CaMOKOIIMPOBAHUHU B KaTajor oOMeHa (aillaMHi, KOTOPbI OOBIYHO PACIIONIOKEH Ha JOKAJIbHOH
MamHae. Bero nocneayromryo paboTy o pacnpocTpaHEeHHIO BUpyca OJHOPAHroBasi ceTh OepeT Ha
ce0s — mpu moucke ¢GailyioB B CETH OHA COOOLIUT YAAJIEHHBIM IOJIb30BATENSIM O JaHHOM (Qaiine u
IIPEIOCTABUT BECh HEOOXOIUMBIM CEpBUC JUIsl CKauMBaHMs (aiiia ¢ 3apa)k€HHOT0 KOMIIBIOTEpA.
bonee cinoxubie P2P-uepBu UMUTHPYIOT CETEBOM IPOTOKOJ KOHKPETHOH (pailllooOMEHHON CUCTEMBI
Y Ha MOUCKOBBIE 3aPOChl OTBEYAIOT MOJOKUTEIBHO — IIPH 3TOM YEPBb MpeJyIaraet sl CKaulBaHUS
CBOIO KOTIHIO.

Worm — cereBble uepBH, HE MOMNABUIME B MPEAbIAYIINE KATETOPUH, IOCKOIbKY 10 TEM WU
UMHBIM IPUYMHAM HE O0JIaJjaloT HU OJHUM M3 Jpyrux noseneHuil. B ommmuue ot Net-Worm st
akTuBauu Worm moJjib30BaTeN0 HEOOXOAUMO €ro 3ayCTUTh.

B pa3BuTHN COBPEMEHHBIX CETEBBIX UEPBEW MOKHO BBIIEIUTh HEKOTOPBIE TEHACHIINN:

— KpOCCIUIaT(POPMEHHOCTb;

— HCIIOJIb30BAHME MHOJKECTBA YSA3BHUMOCTEH, B TOM YHUCIE «ySA3BUMOCTEH HYJIEBOTO
JHs» (T.€. el1€ HeM3BECTHBIX U HEYCTPAHEHHBIX YSI3BUMOCTEN);

— TMpPHUHATHE  CHEUUAIBHBIX MEp i  YBEJIWYEHMS  HaydaJbHOM  CKOPOCTH
pacrpocTpaHeHHs (3apaHee HMOJTrOTOBJIEHHBIX CIIMCKOB aJpPECOB, Cpa3y HECKOJIBKO
HKCIJIOWTOB /ISl CBOETO PACpOCTPAHEHUS U T.I1.);

— HaJIW4Me Mojaysel 00xoa uin GJIOKMPOBKHU CPE/ICTB 3aAIIUTHI;

— H30HIPCHHBIC METOJAbI MACKUPOBKH NPUCYTCTBUS U BBIIIOJIHCHUS.
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5.3 HauMeHOBaHHe BPEIOHOCHOT0 POrPaAaMMHOI0 o0ecreyeHust

HcTopuueckn CIOKUIOCh TaK, YTO MPAKTUYECKH BCE BPEAOHOCHBIE MPOTrpaMMbl UMEIOT
cBou uMeHa. OOLIETIPHUHATHIM SIBISETCS MOIXO0/, KOTJa UMsI BPEJOHOCHOM MPOrpaMMbl CTPOUTCS 110
CIIEAYIOLIEMY ITPaBHITY:

Ilpepuxc.Uma.Cygpghuxc

[Tone «lIpedurc» obo3zHayaer 1IaThopMy paclpOCTPaHEHHSI BPEAOHOCHOW MPOrpamMMbl
wm e€¢ Tum. [lone «ms» u3BiekaeTcss U3 Tena BpenoHOocHOM mporpammebl. Ilone «Cydduke»
IpeJHa3HauYeHOo AJIs pa3IMyeHHs BAPMAHTOB BPEIOHOCHBIX IIPOrpaMM OJIHOTO CEMENUCTBA.

B nacrosimee Bpems kommnanus <«JlaGopartopus Kacrmepckoro» ycraHoBWIIa CIEIyHOLLYIO
CUCTEMY HaMEHOBAHUS BPEOHOCHBIX IIPOTPAMM, CTPYKTYpa KOTOPOU BBITJISAUT Kak:

Ilogeoenue. Inamepopma. Uma. [Bapuanm]

[Tone «IloBenenue» ycraHaBIMBaeT BUJ JAETEKTUPYEMOT0 OOBEKTA 110 €ro noBeaeHHo. [
BUPYCOB M Y€pBel MOBEACHUE ONPEIENIeTCs [0 CIOCo0y paclpoCTpaHeHHsl, TPOSHCKUX IPOrpaMM
U BPEIOHOCHBIX YTHJIUT — [10 COBEPLIAEMbIM UMU ACHCTBUSIM, IOTEHIIMAJIBHO ONACHBIX MPOTrpamMM —
1o (PYHKIIMOHAJILHOMY Ha3HAYEHUIO JIETEKTHPYyeMoro o0beKTa. [l OTIeNbHBIX BUIOB IOBEACHUS
MOJKET YKa3bIBaThbCs TUI MIOBEACHUS, KOTOPBIN 3anuchiBaeTcs yepes aeduc, Hanpumep: P2P-Worm,
Net-Worm, Trojan-Downloader.

[Tone «IlmaTdopma» ompenenseT cpeny BBIIOIHEHHsS HporpaMMHOro koxa. Ilmardopma
MOXET OBITh KaK MPOTrPaMMHON, Tak M ammapatHo. Eciu aeTekTupyeMblii 0ObEKT HCHOJIb3yeT
MHO€ECTBO IJIaT(GopM, TO peanusyercs miardpopma ¢ HaumeHoBanueM Multi. [Ipumeps! miatdopm:
Win32, BAT, IRC u T.1.

[Tone «VMs» ucmonb3yercs A Ha3BaHUS JIE€TEKTUPYEMOro OOBEKTa WIM €ro ceMencTBa.
Ecnu 00beKT He moanagaeT noJi U3BECTHbIE CEMENCTBA, TO €My MPUITMCHIBAETCSI 0000IIEHHOE UM,
Hanpumep Trojan.Win32.Dialer. MMs o00bIYHO JaeTcsd, MCXOAd U3 TEKCTOBBIX CTpPOK,
MPUCYTCTBYIOLIUX B AETEKTUPYEMOM OOBEKTE.

[Tone «BapuaHT» MOXET OTCYTCTBOBaTh, €CIM ATO €JUHCTBEHHBIH JK3EeMIUISp (MEpBBIN
oOpaserr 06bekTa). OOBIYHO TAHHOE TI0JIE COJNEPKUT OYKBBI, HAUMHAS C & JI0 Z, Jajiee ¢ aa 10 ZZ u
T.JI.

[Tockonmpky  WMMs  JaeT  aHTUBHUPYCHAsh  KOMIIaHUS,  IOJIYYMBINAS  JK3EMIULIP
MH(QUUIMPOBAHHOTO (haiiya, TO 4acTO OJHO U TOT K€ BPEJOHOCHOE MPOTrpaMMHOE OOecreueHue

HUMECT pa3HBIC HAUMCHOBAHMU.
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5.4 MeToapbl M cpeCcTBA 3aIIUTHI OT BPEIOHOCHBIX POrPamMM

5.4.1 [Ipu3HAKH BO3MOKHOTO 3apasKeHHUsI

BoJIbIIIMHCTBO COBPEMEHHBIX BPEOHOCHBIX MPOTPAMM HE OCTABIISICT SIBHBIX CIIEJIOB CBOETO
npucyTcTBUsl. TeM He MeHee MOXKHO BBIICIHTh HEKOTOPBIC MPH3HAKH BO3MOXHOTO 3apakKCHUs
KOMIIbIOTEpa:

— CHIDKEHHE TPOHM3BOJIUTEIBHOCTH — TMPOIECCHl MPOUCXOAIT MEIUICHHEe, 3arpyska
OKOH 3aHMMaeT OOIbIle BPEMEHHU, B (DOHOBOM peXHME pabOTarOT MOCTOPOHHUE
IPOTPaMMBI,

— U3MCHCHME JOMAIlHUX HHTEPHET-CTPaHMIl B Opay3epe wWid Oojiee 4YacToe, 4Yem
OOBIYHO, MOSIBJIICHUE BCILTBIBAIOIINX OOBSIBICHHIA;

— KOMIIBIOTEp MepecTacT pearupoBaTh Ha KIABHATYPY WM MEPHOANYCCKH OJIOKHUPYET
ee pabory;

— 0TOOpakeHHE B UCKAKEHHOM BHJIC MEHIO M JIMAJIOTOBBIX OKOH;

— HEBO3MOXXHOCTh 3alyCKa aHTHBHUPYCHOW NpPOTPaMMbl WM MOJYYCHHS IS Hee
OOHOBJIEHUH;

— TosBICHHE Ha pPabOYeM CTOJE€ HOBBIX SPJBIKOB WM HCYC3HOBEHHE HEKOTOPBIX
POTPaMM U MPUIOKEHUIA.

B HEKOTOpBIX ciy4asXx BpPEJOHOCHBIC IPOTPaMMbl MOTYT BJIHMATH Ha 0a30Bble (DYHKIHH
KOMIIbIOTEpa: HE 3alyCcKaeTcsi OIepalloHHas CHCTeMa, HET MOAKIIoueHHs K MHTepHeTy win
J0CTyIa K 00Jiee BRICOKOYPOBHEBBIM (DYHKIIHSIM YIIPABJICHUS CHCTEMOM.

HacropaxuBarommm TPU3HAKOM MOXKET CUHUTAThCS CaMOMPOM3BOJBHBIC TEpe3arpy3Ku
KOMIIbIOTEpa M HEOOBIUHBIC COOOMIEHHsSI 00 OMIMOKAaX, B TOM YHCJIE TOSBICHUE KPUTHYCCKON
OIIMOKK CHUHEro 3KpaHa cMepTd. OMHAKO TaKoe MOBEACHHE KOMITBIOTEPA TaKXKe MOXKET OBITh
BBI3BAHO OIIMOKAMH arapaTHOro WA MIPOrPaMMHOTO 00ECTICUCHHS.

[lpuBeneHHbIE TpHU3HAKUW TpU  (QYHKIMOHHPYIONIEM aHTUBUPYCHOM MPOTPAaMMHOM
00ECIIEYCHUN CBUCTEIBCTBYIOT O TOM, YTO KOMIIBIOTEp HWH(HUIIMPOBAH €II€ HEU3BECTHBIM
BUpPycOM. IHTepBal BO3MOXHOTO 3apaKE€HHsI KOMITBIOTEpA IOJH30BATEIsI HOBBIM BHIOM
BPEIOHOCHOH MPOTrPaMMBbI MOYKET COCTABJISITH JI0 HECKOJIBKUX JAHEH U JaXke Helelb. AHTUBUPYCHBIC
cpecTBa 00ECIICUMBAIOT 3aIMTY OT YK€ M3BECTHBIX BPEJOHOCHBIX MPOrPAMM M MX BapHaHTOB, a B

HCKOTOPLIX CIIy4YasiX U OT HOBBIX BUPYCOB.
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5.4.2 MeToabl 00HApPY:KeHHSI BPEAOHOCHBIX IPOrPamMM

Jniss oOHapyXeHHsl M 3allUThl OT BPEAOHOCHBIX MPOTPaMM HPUMEHSIOT CIEIHaIbHbIE
CpeACTBAa AHTUBUPYCHOM 3alllUTHI, TaKXKe Ha3blBa€Mble AHTUBUPYCAMH WJIM AaHTUBUPYCHBIM
MIPOrPaMMHBIM 00eCTIeYeHUEM.

AHTHBHpYCHOe mporpaMMHoe odecriedenne (anti-virus software) — cnenuanusupoBanHoe
nporpaMMHOe obecredeHue JUisi OOHapY)KEHUS HEKENATENbHBIX MPOTrPaMM, BOCCTAHOBIICHUS
M3MEHEHHBIX TaKMMHU NporpamMmamu (aiyioB, a Takke AJs MPEeIOTBPALICHUS U3MEHEHUS TaKUMU
nporpaMMmamMu (GaiioB WK OEPAIMOHHOM cucTeMsl [9)].

B coBpeMEeHHBIX aHTUBHPYCHBIX MPOAYKTaX BBIACIAIOT JIBa OCHOBHBIX I[OJAXO0Ja K
O0HapYKEHHUIO BPETOHOCHBIX MTPOrPaMM:

— peakTUBHas 3aluTa (CUTHATYpHBIM METO.);
— MPOAaKTHBHAS 3aIIUTA.

PeakTuBHAs 3a1IMTA M0[pa3yMeBaBacT OOHAPYKEHNE BPEIOHOCHBIX MPOTPaMM Ha OCHOBE
CUCHAMYPHO20 aMaiu3a — CpaBHEHUs (Qaiila ¢ M3BECTHBIMH oOpasnamu BupycoB. CurHaTypoi
BUpYyCa CUMTAETCS COBOKYIMHOCTh 4epT ((PparMEeHTOB KOJAA), TMO3BOJSIOUIMX OJHO3HAYHO
UACHTU(PUIMPOBATH HAJTMYKE BUPYCOB B (aiine.

OCHOBHOW TPUHINI, IO KOTOPOMY BBIJEIISIOTCS CUTHATYpHI — OHA JOJDKHA COAEPIKaTh
TOJIKO YHHKAJIbHBIE CTPOKHM M3 ATOrO (paiiya, HACTOIBKO XapaKTEpHbIE, YTOOBI TapaHTHUPOBATH
MUHUMAJIbHYIO BO3MOXKHOCTH JIOKHOTO cpabaThiBaHus. Bce BMecTe cHUTHATYpbl H3BECTHBIX
BPEJIOHOCHBIX TPOTPAaMM COCTaBISIIOT aHMUBUPYCHYIO 6a3y. ITa TEXHOJOTHUS Mperoyiaraet
HETPEPHIBHOE OTCIICKMBAHNE HOBBIX YK3EMIUISIPOB BPEAUTENCH, UX ONMCAHUE U BKIIOYECHUE B 0a3y
curHatyp. 3amava BBIACICHHS CHTHATYp, KaK TPaBWIIO, pEHIaeTcs HKCIepTamMu B 001acTH
KOMIIBIOTEPHON BHPYCOJIOTHUH, CIOCOOHBIMH BBIIEIUTH KOJI BHpyca M3 KOJa HpPOTpaMMbl U
c(OopMyIHpOBaTh €ro XapakTepHble 4epThl B (hopme, Hanbosee y100HON A1 TOUCKa.

Kaxxnoe aHTHBHpyCHOE NporpaMMHOE oOOecreueHue HMMeeT OOIIMpHYI0 0a3y CUTHATYp,
KOTOpast PEryJsipHO OOHOBISIETCS. AHTHBHPYCHBIE 0a3bl B pPa3HBIX aHTHBHPYCaX OTINYAIOTCS,
OJIHAKO MEXJly aHTUBUPYCHBIMU KOMIIAHUSIMH CYIIECTBYET JOIOBOPEHHOCTh 00 00MeHe oOpa3namMu
BHPYCOB, B CBSI3M C YEM CUTHATypa HOBOT'O BHPYCa PaHO MJIM MO3JHO MOMAAAaeT B aHTUBUPYCHBIE
0a3bl MPaKTHUECKU BCEX aHTUBUPYCOB. M3 3TOro ¢ BBICOKOM A0iel YBEPEHHOCTH MOXHO CUUTATh,
YTO aHTUBUPYCHBIE 0a3bl Han0oJIee N3BECTHBIX aHTHBUPYCOB SKBHUBAJICHTEHI.

JIOCTOMHCTBOM CHTHATYPHOTO METOJa SIBJISIETCS TOYHOE W TapaHTHPOBAHHOE OTPE/ICICHUE
TUIIA BUPYCA, YTO MO3BOJISIET 3aHECTH B 0a3y HE TOJBKO CAMU CUTHATYPBI, HO U CIIOCOOBI «JICUEHUSI»

BUpYyCa. CpCI[I/I HEOAOCTATKOB BBIICIAIOT HX 66333H_II/ITHOCTL nepen I_HI/I(I)pyIOIJ_II/IMI/IC}I nIn
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MOJIMMOP(HBIMU BUPYCaMH, CIIOCOOHBIMH MOJIHOCTHIO U3MEHSTh CBOM KOJ MPHU 3apakeHUU HOBOM
MPOrpaMMBbI WJIH 3arpy30YHOTO CEKTOpa. B CBS3M ¢ 3TUM MOSBISETCS 3aJepiKKa MPU PEaKIUU Ha
HOBBIE YIpO3bl, CBSI3aHHAsI CO BPEMEHEM, HEOOXOIMMBIM Ha MOJYYEHUE CUTHATYPHI, YTO B CBOIO
ouepeb BO3MOXKHO TOJBKO IOCNE MOJy4deHHs oOpasua HoBoro Bupyca. IIpu 3ToM cosnanue
CUTHATYyphl U €€ JOCTaBKa IMOJIb30BATESIM MOXET 3aHUMATh OT HECKOJIBKMX YacOB /10 HECKOJIbKUX
THEW, YTO HECOM3MEPUMO CO CKOPOCTBIO PACIpPOCTPAHEHHUS HOBOTO BHpYCa MO TIIOOAIBHON CETH.
Takum 00pa3oM, crocoObl peaKTUBHOW 3aIIUTHI 00ECHEeUnBaAIOT 0€30IMacHOCTh MPEUMYIIECTEHHO
TOJIBKO OT YK€ U3BECTHBIX BPEJOHOCHBIX ITPOTrPAMM U UX BapUAHTOB.

IIpoakTuBHAasi 3alIMTAa OCHOBAaHA HAa BBISUICHUU HEYHUKAIBHBIX OCOOCHHOCTEH Koaa U
MOBEJICHHS, XapaKTEePHBIX U BPEIOHOCHBIX MPOTPaMM, C LEIbI0 MPEJOTBPALICHUE 3apakeHUs
CUCTeMBI. MeToabl MPOAKTUBHON 3alUThl WHTETPUPYIOTCS TPAKTHYECKH BO BCE COBPEMEHHBIE
AHTHUBUPYCHBIE TIPOrpaMMbl, Ha HX OCHOBE CO3/alOTCSI HOBBIE AHTHBHPYCHBIE CHCTEMBI,
KOMOMHHPYIOIIHE HECKOJIbKO METOJIOB MPOAKTUBHOW 3alllUThl M TO3BOJSIONIUME OOHApYXKUBATh
HOBBIC BPEIOHOCHBIC POTPAMMEI.

[TpoakTHBHBIE METOIBI 3alIUTHl OTHOCATCS K MPHOTU3UTEIBHBIM METOJIaM OOHAPYKEHUS
BPEJIOHOCHBIX MPOrpaMM, TMO3BOJIIOIIUM C OMNPEAENCHHOW BEPOSTHOCTHIO MPEINOIOKUTH
3apakeHue (aiina.

Hauboiee mpuMeHUMBI CIIEIYIONIIE METOABI POAKTUBHOM 3aIIUTHI:

— OBPUCTHYECKUI aHAIIM3;

—  OMYJISALUS;

— TIECOYHUIIA;

— TIOBEJECHYECKHI aHaIn3;

— MeToJ 0OHapyXeHUsI U3MEHEHUI.

Jepucmuueckuii ananu3 — METOJl aHANIM3a NPOTPAMMHOIO KOJA BBIMOJHAEMOTO
MIPUIIOKEHHUS, CKPUNTA WM MaKpoca Ha OCHOBE BPHUCTHK C IIENbI0 OOHAPYXKEHHS Y4acTKOB KOJIa,
OTBEYAIOIINX 32 BPEJOHOCHYIO aKTHUBHOCTb.

OBpUCTHKAa — THUI aQHATATHYCCKOTO KOMIIOHEHTA 3allWThl, WCIOJIB3YIOIIMA 3HAHUS,
MOJTyYeHHBIE OT HKCIEPTOB IpPH PEUICHHH 3aAaHHBIX TpoOieM. CyTh IBPUCTHUYECKHX METO/IOB
COCTOMT B TOM, YTO pEIIeHHE MPOOJIEeMbl OCHOBBIBAETCS HAa HEKOTOPHIX MPaBIOMOJO0HBIX
MIPENIONIOKEHHUSIX, @ HE Ha CTPOTMX BBIBOJAX W3 HMMEKOIUXCS (aKTOB U Tpeanochbuiok. Ecmu
CUTHATYPHBIA aHAJIM3 OCHOBAH Ha BBIJICJICHUU XapaKTePHBIX MPU3HAKOB BPEIOHOCHOM MPOrpaMMBbI
W TIOWCKE ITHX MPH3HAKOB B MPOBEPsSEMBIX (haiiyiax, TO 3BPUCTUICCKUI aHAIIU3 OCHOBBIBACTCS HA

NpCANOJIOXKCHUN, YTO HOBBIC BHPYCBHI 4YaCTO OKa3bIBAKOTCA IIOXOKH Ha Kakue-nuoo u3 YiKE
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U3BECTHBIX. Takoe MpernoaoKeHne OMpaBIbIBacTCd HAJIMYMEM B aHTHBHPYCHBIX 0a3ax CHUTHATYp
JUIs1 ONIPEZICIIEHNS HE OJJHOTO, a Cpa3y HECKOJIBKUX BUPYCOB.

OBpUCTHUYECKUM aHaJINW3, COBMECTHO C CHUTHAaTypHBIM, IIO3BOJISIET B psA€ CIIy4aeB
pacrno3HaBaTh MOJIU(ULIMPOBAHHBIE BEPCUM BUpPYCa, KOTJa €ro CUrHaTypa HE COBMAAaeT C TeJIOM
HEU3BECTHOI IpPOrpaMMbl, HO IPUCYTCTBYIOT OoJiee 00IMe MPU3HAKU BHpYcCa, HAIIpUMEp, B BUJIE
IIOAO3PUTENBHBIX KOMaHJ. Takasg pa3sHOBUAHOCTb OBPUCTUYECKOIO AaHAIM3a Ha3bIBAaCTCs
cmamu4eckum 38pUCmMudeckum ananu3zom (IOUCKOM BUPYCOB, IOXOXKHUX HA U3BECTHBIE).

OCoOOEHHOCTBIO CTAaTHYECKOr0 3BPUCTUYECKOTO aHalIM3aTopa SBIAETCS IMPOCTOTa €ro
pealin3ali U BBICOKAs CKOPOCTh pabOThI, a TaKKe BO3MOXKHOCTh OOHApY>KEHHUS MOJIUMOP(HBIX
BUpycOB. [Ipm 3TOM ypoBeHb OOHApYKEHHS HOBBIX BPEIOHOCHBIX KOJIOB OCTA€TCS JOBOJBHO
HU3KHUM, a BEPOSTHOCTH JIOKHBIX CpadaThIBAaHHUIA JOCTATOUYHO BBICOKOM.

Imynayua — METOJ BBISBICHUS HEU3BECTHBIX YIPO3, IPH KOTOPOM IIOJI03PUTEIBHOE
MPUIOKEHUE 3aIyCKAeTCsl B BUPTYaJbHOM KONUU KOMIIBIOTEPA, UMUTHUPYIOIIEH IOBEIECHUE
ONEPAlMOHHOM CHUCTEMBI M ILEHTPAJIBHOIO Iipoueccopa. TakoW IIOAXOA IO3BOJSET CPEICTBY
3alUThl HAOJIOaTh 3a MMOBEACHUEM IIPOIPaMMBbl «Ha JIETY», HE CTaBsl 110 YyTpo3y ONEPALMOHHYIO
CUCTEMY M JJaHHBIC MOJIb30BATENsl, a IPU OOHAPYKEHUU OMACHBIX JEHCTBUN OIOKUPOBATH €ro JJIs
MIPOBEACHUS AOMOIHUTENIBHBIX UCCIIETOBAHUN.

HecmoTpss Ha kaxymryrocs 3(QQEeKTHBHOCTh JAaHHOTO IOAXO0Ja, OH TakXe He JIUIICH
HEJOCTaTKOB — SMYJALMs TpeOyeT BPEMEHHBIX 3aTpaT U BBIYUCIUTEIBHBIX PECYPCOB, 4YTO
HEraTHBHO CKa3bIBaeTCs Ha OBICTPOJCHCTBUY MPH BHIOJHEHUH MOBCEIHEBHBIX onepanuil. 3a cuer
3TOr0 COBPEMEHHBIE BPEJIOHOCHBIE MPOrpaMMbl CIIOCOOHBI OOHApY)XMBATh CBOE NPHCYTCTBHE B
AMYJUPOBAHHOM cpejie U MpeKpalaTh BHITOJIHEHUE BPEJOHOCHBIX (YHKIIHI.

TexHonorus HSMyJISIUU  SIBISETCS IPOMEXKYTOUHOM CTYNEHbIO MEXIy oO0paboTKOM
porpamMMbl kKak Habopa 6aiiT 1 00pabOTKOM MporpaMMBbl Kak ONpeAeIeHHON MoCae10BaTeIbHOCTH
JNENUCTBUM.

ITecounuya (Sandbox) — 5To cuctema ais BBIABICHUS BPEIOHOCHBIX IMPOTPaMM, IPU
WCIIOIB30BAaHUM KOTOPOM TIOJIO3PUTENBHBIA OOBEKT 3allyCKaeTcsi B BHUPTYAIbHOW MaIIMHE C
NOJHO(YHKIIMOHAIBHON ONEepallMOHHON CUCTEMOM, a Juid OOHapyKeHHs 3JI0BPEIHOCTH O0BEKTa
NPUMEHSIETCd aHaIM3 €ro ImoBeAcHMs. JlaHHasg TEXHOJOIMs TaKKe HHOTAA Ha3bIBAETCs
OUHAMUYECKUM IBPUCTUYECKUM AHATTUZOM.

B ornnume OT TEXHOJIOTMM SMYISILIUHU, KOTOpas MPEIOCTaBISAET Cpeay Uil MCIOJHEHUS
IporpaMMbl M B TIpoLecce pabOThl «COAEPKUT» MPOTrpPaMMy M TOJHOCTBIO YIPABISET €10, B
[IECOYHUIIE B KAYECTBE CPEIbl YK€ BBICTYIACT CaMa OIEepallMOHHas CUCTEMa, a €€ TEXHOJOTHUs

JUIIb KOHTPOJIUPYET B3aUMOJECHCTBHE MEXIY ONEPALMOHHON CUCTEMOW M IPOrpaMMON, HAXOIACh
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C Hel Ha paBHBIX. TakuM 0O0pa3oM, MECOYHHMIIA MPEJCTABISET COOON JOTHYECKOE MPOIO0JDKEHUE
SMYJISILINAY, TIOCKOJIBKY YK€ paboTaeT ¢ MCHOJHSIOIIEHCS B pealbHOM cpee mporpaMmoil, Ho Bce
ele ee KOHTPOJHMPYET, OTPaHUYMBasi B MpaBax JOCTyNa K KPUTHYECKUM CHUCTEMHBIM (hailiam,
BETKaM peecTpa U Ipyroil BaxkHoi nHpopmauuu. IIpu 3Tom ecinu nccieayemslii 0ObEKT BBIIOIHAET
BPEJIOHOCHBIE ICHCTBUS, IECOUHUIIA TPU3HAET €r0 BPEIOHOCHOM MporpaMMoi 1 OJIOKUpYeT.

AnHanmu3 moBefieHHsT O0BEKTa B MPOIECCE €ro BBIMOJHEHHS B IIECOYHHUIE IO3BOJISET
3¢ heKTUBHO OOpPOTHCA C TEMHU BPEAOHOCHBIMU IPOTPAMMaMH, KOTOpPbIE CIOCOOHBI OOMAaHYTb
CTaTHYECKUI aHAJIN3, HO IIPH 3TOM TAK)KE KAK U dIMYJIATOP, SBJISIETCS PECYPCOEMKON TEXHOJIOTHEH.

Ilogedenueckuit ananuz — METOJl KOHTPOJI aKTUBHOCTH IPOrPaMMHOrO oOecredeHus,
OCHOBAHHBI Ha MOHHTOPHHIE BBINOJHAEMBIX MM ONEpaluii U OJOKUPOBKE BBITOJHEHHUS
MOTEHIMAJIBLHO OMACHBIX ACWCTBUH, OCYIIECTBIIIEMBIX 0€3 BeZoMa M0JIb30BaTelsl.

K OCHOBHBIM BHJaM MOTEHLUAIBHO ONACHBIX JEHCTBUH OTHOCATCS: yaajeHue aiina,
3anuch B (¢ailyl, 3anuch B ONpeAeTeHHblE 00JacTH CUCTEMHOIO peecTpa, OTKphITHE IOpTa Ha
MPOCIyLIMBaHKE, IEPEXBAT BBOJUMBIX C KJIaBUATYphl JaHHBIX, pacChlIKa MUceM U T.1. TexHomorus
MIOBE/ICHYECKOr0 aHaIM3a IM03BOJISIET OLIEHWBATh HE TOJBKO €IUHUYHOE JEHCTBHE, HO U LEHNOUYKY
JeUCTBUIM, YTO MHOTOKPAaTHO IMOBBIIIAET 3(PPEKTUBHOCTh MPOTHUBOJACHCTBUS BUPYCHBIM YIPO3aM.
Taxke, INOBENCHUECKUH aHAIM3 SBIAETCS TEXHOJOTMYECKOM OCHOBOM JUId LIEJIOro Kiacca
IIPOrpaMM — MOBEJEHUECKUX OJIOKUPATOPOB.

B ominume OT AMHAMUYECKMX HBPUCTUYECKUX AHAJIM3aTOpPOB, TI/E€ I10J03PUTEIbHBIE
JeUCTBUS OTCIEKUBAIOTCS B PEXKUME BUPTYaIU3allld, OBEJEHYECKHE OJOKUpaTOpbl paboTaIOT B
peanbHbIX yclnoBHsX. COBpeMEHHbIE IMOBEIEHYECKHE OJIOKUPATOPbl CHOCOOHBI KOHTPOJIUPOBATH
IIMPOKUN CHEKTP COOBITUH, MPOMCXOAAIIUX B CHCTEME — aHaJW3 MOBEJCHUS BCEX 3allyIIEHHbIX
MIPOLIECCOB, COXPAHEHNE U3MEHEHU, TPOU3BOIUMBIX B (haliJIOBOM cucTEMe U peecTpe U mp. Takum
00pa3oM, MOBEAECHYECKHI OJOKHPATOp MOKET MPEAOTBPATUTh PAaCHpPOCTPaHEHHE KaK W3BECTHOTO,
TaKk U HEM3BECTHOI'O BHpYCa, YTO SBJIAETCA €r0 JOCTOMHCTBOM. BMmecTe ¢ TeM €ro HeloCTaTKoM
ocraercsi cpalaThlBaHME Ha JEHUCTBUS psAa JETUTUMHBIX mnporpamm. lIlpu sTtom mnpuHsatue
OKOHYATEJIbHOTO pe3yibTaTa O BPEIOHOCHOCTH NMPHIIOKEHUsI TPEOyeT ydacTHsl MOJIb30BaTeNsl, YTO
Ipe/rnoiaraeT Haluuyue y Hero JOCTaTOYHOM KBaTU(UKALIH.

Memoo oonapysycenusn uzmenenuit (KOHTPOJIb IEIOCTHOCTH) OCYIIECTBISET MOCTOSTHHBIN
MOHHUTOPHHT siJIpa OTEPAIIMOHHON CHUCTEMbI Ha MPEAMET BBIABICHUS U3MEHEHMH, KOTOPHIE MOTJIO
MIPOM3BECTH BPEIOHOCHOE IPOrpaMMHOE 0OecIiedeHHeE.

Metox mnpeanonaraeT 3amuch B CIEUUAIbHBIX (haitnax oOpas3a TIJIaBHOM 3arpy304HOM
3aIlMCH, 3aTPY30YHBIX CEKTOPOB JIOTMYECKHUX TUCKOB, TAPAMETPOB BCEX KOHTPOJIUPYEMBIX (haiiiios,

a TaKke MH(pOpMalMM O CTPYKType KaTaJoroB M HOMepa IUIOXMX KJIAcTepoB AMUCKOB. B cioyuae
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OOHapy)KCHHSI W3MCHEHHH BHECCHHBIX BPEAOHOCHOW TPOrpaMMoi 00 3TOM OIOBEUIAETCS
MOJIb30BaTENb U M0 BO3MOKHOCTH MPOM3BOJIUTCS OTKAT ACUCTBUI, MPOU3BEACHHBIX BPEIOHOCHBIM
IPOTPaMMHBIM 00ECTICYCHHEM.

[IpeumymiectBOM MeToAa  SBJISETCS  KPOCCILIAT(OPMEHHOCTh, Majlo€  KOJIMYECTBO
oOpallleHu# K MOJIb30BATENI0, a TAKKE OTCYTCTBUE CO CTOPOHBI MOCIEAHETO CHEUAIbHBIX 3HaHUN
¥ HaBBIKOB. HemoctaTkoM — HEOOXOJMMOCTh KOHTPOJIS OOJBIIOTO KOJIMYECTBA PA3IUYHBIX
apaMeTpoB, YTO MOXKET HETaTMBHO CKa3aThCs HA MPOU3BOAUTEIILHOCTH KOMIIBIOTEpa, a TaKKe
HEBO3MOXKHOCTh MPOTUBOJCHCTBUS CTaJUU AKTUBHOTO 3apa)KCHHUSI.

B Hacrosimiee Bpemsi MpPOAKTUBHBIE TEXHOJOTHH SIBISIOTCA BaXXHBIM M HEOTHEMJIEMBIM
KOMIIOHEHTOM aHTHBHPYCHOT'O IIpOrpaMMHOro obecreuenus. bomee Toro, kak npaBuwio, B
AHTUBHUPYCHBIX MPOIYKTAX HUCIOJB3YETCs] COUETAHNE CPa3y HECKOJIBKUX TEXHOJOTHH MPOAKTUBHOM
3aIUThl, HATPUMEP IBPUCTUYECKUIN aHAIIU3 U SMYJIALUS YCHEIIHO COYETAIOTCS C MOBEIEHYECKUM
aHaJIM30M, YTO TO3BOJISIET MHOTOKPATHO MOBBICUTH 3()()EKTUBHOCTH COBPEMEHHBIX aHTUBUPYCHBIX
KOMILJIEKCOB ITPOTUB HOBBIX, Bce 00JIee H30UIPEHHBIX BPEITOHOCHBIX MTPOTPaMM.

Hapsny ¢ paccMOTpeHHBIMH METOAaMH aHTHBHPYCHOW 3aIUTHl WH(GOPMAIMH CYIIECTBYET
TaK)Ke TaK Ha3bIBAEMbIH METOJ] «OEJIOTO CIHCKa.

Memoo «benozo cnucka» (Whitelist) npecraBnsier co60it 001IyIO TEXHOIOTHIO 10 OOpBOE ¢
BPEIOHOCHBIMH ~ MIPOTpaMMaMH, OCHOBAaHHYI0 Ha NPEIOTBPALICHUM  BBIOJHEHHS  BCEX
KOMITBIOTEPHBIX KOJOB 32 HCKIIIOYCHHEM TeX, KOTOpble ObUTH paHee O0O3HAYEHBI CHCTEMHBIM
aMUHUCTPATOPOM Kak Oe30I1acHbIe, T.€. OblIN J0OABIICHBI B CIIUCOK JOBEPEHHBIX (OCIIBIN CITUCOK).

Takolt cnoco® cocraBieHUss O€NbIX CIHCKOB MOJAXOAUT KPYHHBIM KOMIIAHUSM C
HeHTpanu3oBaHHOW IT-MHQpPacTpyKTypo#, MOCKOJIbKY B HHUX BCEr/la €CTh JIMIIO, MPUHHMMAIOIIEe
peleHne, a CIMCOK UCIIONIb3YEMbBIX MPHUIIOKEHHUH, KaK MPaBHIIO, XOPOIIO W3BECTEH, CPAaBHUTEIHHO
KOPOTOK U PEKO MEHSIETCSI.

Jis  MHOMBHIyaJdbHBIX  IOJb30BaTENIe HEBO3MOXHO TOYHO IpEACKa3aTh, KaKoe
NPUJIOKEHNE W B KaKOW MOMEHT MOXKET IOTpeOOBaThCs. B ATOM ciydae HEKOTOpBIE CpEICTBa
AHTUBHUPYCHOM 3aIIuThl MH(pOpMAIMHM TMpEIaraloT JUHAMUYECKH OOHOBIISIEMBI OB CIHCOK
MOJIb30BATEIbCKUX TPHIOKEHUH Ha 0a3e 00JauyHOW TEXHOJOTMH, MPEICTaBIAIOUIMI coOon
MIOCTOSIHHO OOHOBIIsSIEMYIO 0a3y 3HaHMH CYLIECTBYIOIIMX MPUIOKEHUH, B TOM YHCIE MOMYISPHBIX
nporpaMM, OoUCHBIX MAKeTOB, Opay3epoB, IPOrpaMM MPOCMOTpa U300pakeHUH u T.I. B cBs3u ¢
ATHM METOJI «OEeJIoTO CIMCKa» B PAJE CIIy4aeB TAKKE HA3BIBACTCS MenmoO0OM NPOBEPKU Penymayuu
MPUIIOKEHUH 10 UX 3aITycKa.

Hanpuwmep, «JIaboparopuss Kacnepckoro» mpenocraBisieT TeXHOJNOTHIO «JloBepeHHbIE

npunoxenus» (Whitelist Security Approach), Bkiarogaronryro TMHaMHUYECKH OOHOBIISIEMBINA O€JIbIi
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CIIMCOK Pa3HOOOpa3HBIX MNpOrpaMM, OTOOPaHHBIX IO pe3yJbTaTaM TECTHPOBAaHMS HAaHHBIX,
noiy4eHHbIX uepe3 ceThb Kaspersky Security Network — o6maunyio wuHQpacTpykTypy,
NpeJHasHAuYCHHYI0 Uil WHTEJUIEKTyalbHOW 0O0paOOTKM TOTOKOB JaHHBIX, CBSI3aHHBIX C

KI/I6epyrp033MI/I, ,Z[O6p0BOJ'IBHO MpEaAOCTaBIACMBIX MHOT'OUYHNCJICHHBIMHU I10JIb30BATCIISIMU.

5.4.3 Buabl aHTUBMPYCHBIX IPOrpamMm
Cpenu aHTHBHPYCHBIX MpPOrpaMM IO BBINOJHSAEMBIM HMH (QYHKLIHSAM pa3inyaroT
CIICAYIOIINE BUBIL:
— I[pOrpaMMbI-CKaHEpHI;
— TporpaMMsbI-okTopa (parm);
— I[pPOrpaMMBbI-pPEBU30PHI;
— IporpamMbl-(hpUIbTPHI;
— IpOrpaMMbI-BaKIIMHBI.

Ilpozpammei-ckanepot (1€TEKTOPHI) OCYLIECTBIIAIOT MOUCK XapaKTEPHOU ISl KOHKPETHOTO
BUpYCa TOCJIE0BATEILHOCTH 0AliTOB (CUTHATYPHI BUPYCa) B ONEPATUBHOW MaMATH U B Qaiiiax u
npu oOHApyKEHHM BBIIAIOT COOTBETCTBYMOLIEe cooblieHue. HekoTtopble mporpamMmbl-CKaHEpHI
CHa0kar0TCsl 6JJOKAMHU BPUCTHUYECKOTO aHAIN3A.

Ilpozpammer-ookmopa v Qpard MOMUMO HAXOXKICHUS 3apaKCHHBIX (DaiinoB, Takxke
«iIeyaT» uX, yaausas u3 (aiiia BpeZOHOCHBIA KOJ, BO3Bpallas MX B MCXOAHOE cocTosiue. Cpenu
(daroB BBIIENIAIOT TaKXKe NOJIU(Ard — HPOrpaMMBbI-AOKTOpa, MpEeAHAa3HAYEHHbIE JUIsl TOUCKA U
YHUYTOXKEHUSI OOJBIIOrO KoJndecTBa BUPYCOB. [l 3pPeKTUBHOTO MCIIONB30BaHUS U MIPOrpaMM-
CKaHEepOB, U MPOTrpaMM-I0KTOPOB HEOOXOAMMO PETYISIPHO OOHOBIISITH 0a3bl JTAHHBIX CUTHATYP.

Ilpozpammei-pesusopel TipeHA3HAUYEHBI /JIs IOMCKAa OOHapyxeHus Hu3MeHeHud. OHu
aHATM3UPYIOT TEKylllee COCTosHUE (aillIoB M CHUCTEMHBIX oOjacTell AMCKa U NEpUOTUYECKU
CPaBHHUBAIOT €ro ¢ MH(popMmalueld, COXpaHEHHOH paHee B 0AHOM H3 (¢ailoB peBuzopa. Ilpu sTom
MIPOBEPSIETCS] COCTOSTHUE 3arpy304HOro cektopa, FAT-Tabnuiibl, a Takke aiuHa (anaoB, UX BpeMs
CO3/1aHUsA, aTpuOyThl, KOHTPOJbHBIE CYMMBbI. llporpamMmbI-peBH30pbl MOTEHIMAIBHO MOTYT
OOHapyXHUTh JIOObIE KOMIBIOTEPHBIE BHPYCHI, Jak€ T€, KOTOpble paHee ObUIM HEWU3BECTHBHI.
JIONOJTHUTENBHOM MX BO3MOXKHOCTBIO SIBJISIETCSI CIIOCOOHOCTH BOCCTaHOBJIEHUS MH(UIIMPOBAHHBIX
(ailnoB U 3arpy304YHBIX CEKTOPOB MyTEM HCIIOIb30BaHUS paHee 3alIOMHEHHOM HH(pOpMaIIHH.

Ilpozpammot-punompel (OJIOKUPOBIIUKHN) TIPEACTABISIIOT COO0M HEOOBITNE PE3UICHTHBIE
MpPOrpaMMbl, TMpeJHa3HAYEHHbIE Ui MOHUTOPUHIA TOJO3PUTEIbHBIX JAeHCTBUM mpu padore

KOMIIBIOTCPA, XAPAKTCPHBLIX IS  PAa3MHOXKCHHUA  BPCAOHOCHBLIX  IIPOrpaMm: OOHOBJICHUE

177



porpaMMHBIX (aljIoOB M CHUCTEMHON 00JIacTH JucKa, (OPMATHPOBAHUE JHUCKA, PE3UICHTHOE
pasMeleHre MporpaMM B OINEPATUBHOW MaMATH U T.I. [Ipy mOmbBITKE Kakoi-TuM00 MpOrpaMMel
MIPOU3BECTH YKa3aHHbIC JEHCTBUA (MIBTP IMOCHUIAET IOJIB30BATENI0 COOOIICHHWE M Ipejiaraet
3aMpeTUTh WIK pa3pelldTh COOTBETCTBYIomIee aelictBue. K pocTtonHcTBaM mporpamMMm-(QuiIbTpOB
OTHOCHUTCSI UX CHOCOOHOCTh OOHApyXHBaTh W OCTAaHABIMBATH PACHPOCTPAHEHUE BPEJOHOCHBIX
IIpOrpaMM Ha CaMOl paHHEW CTaAuM UX PA3MHOXKEHHUS, YTO IOJE3HO B CIIy4asX IOSBJICHUS
u3BecTHOro Bupyca. OJHAKO Takue MPOrpaMMBbl He «iedary» (ailiibl U AUCKH, JJIS 4ero Tpedyercs
MIPUMEHEHHE MTPOrPaMM-I0KTOPOB.

Ilpozpammer-6akyunst ~ WIM  UMMYHHU3ATOPbl  —  PE3UJEHTHBIE  IPOrPaMMBL,
NpeJoTBpalaoIue 3apakeHue QaiioB. BakuuHbel AensTcs Ha JBa THIMA: COOOMIAIONIUE O
3apakKCHUU U OJIOKUPYIOLIUE 3apaKEHUE OIPENEICHHBIM THUIIOM HU3BECTHOrO BUpyca. Bakuunarms
MEPBOrO TUIA COCTOUT B 3aIMCH B KOHeIl (paiiyia cenuanbHOro MOIYJs KOHTPOJIS, CIEIAIIero 3a
€ro HEJOCTHOCThI0. BakiuHaius BTOPOro THUIA COCTOMT B MOAM(PHUKAIUN MPOrpaMMBbl MU AHCKA
TakuM 00pa3oM, 4TOOBI 3TO HE OTpakajloch Ha WX pabore, a BUpPyC OyAeT BOCHPUHUMATH HX
3apayKeHHBIMH U [TO3TOMY HE BHEAPHUTCA. TaKkoi THIT BaKIMHAIIMKA HE MOXKET OBITh YHHUBEPCAIBHBIM,
MOCKOJIbKY HeNb3sl BaKIMHUPOBATh Bce (hailibl OT HM3BECTHBIX BUPYCOB. lIporpamMmbi-BakIMHBI
MIPUMEHSIIOT, €CJIM OTCYTCTBYIOT MPOTPaMMBbI-IOKTOPA, «Iedalue» OT BUpyca.

CoBpeMeHHbBIE aHTUBUPYCHI MPEJICTABISIOT COO0H MHOTO(QYHKIMOHAJIBHBIE MPOrPaMMHEIC
KOMIUICKCBI, KOTOpPBI€ CIOCOOHBI OOHApYXHBaTh, <JICUUTHY» (YHAISATh) BHUPYCHI, a TaKKe
MPEMsITCTBOBATh UX IMPOHUKHOBEHHIO Ha KommbioTep. [Ipum 3ToM oHM MoryT paboTath B JBYX
pEKHMMax: B PEKUME MOHUTOPA U B PEXXHUME CKaHEpa.

B pescume monumopa antuBUpyC (YHKIMOHMPYET HENPEPHIBHO, OTCIEKHUBAs BCE
oOparlieHus1 CUCTEMBI K (aiiiaM U npoBepsis 3TH (aiiabpl Ha MpeAMET 3apakeHus. Takum oOpaszoM,
IpU TIepBOM MOIBITKE BUPYCa AaKTUBUPOBATbCS AHTUBUPYC OJIOKUPYET A3TY MOMNBITKY M BBLAAET
npenynpexaeHue. [1ockoabKy 4acTh BBIYUCIUTENBHBIX PECYPCOB TPATUTCS Ha pabOTy aHTHBHpYCA,
a Jro0oe obOpaiieHue kK ¢angaM U HEKOTOPBIM JIPYTUM OOBEKTaM COMPOBOXKIAETCS MPOIIETYPOid
CKaHUPOBAaHUA, TO TPU HCIOIB30BAHUM OSTOrO0 pEXMMa padoTa KOMIBIOTEpA 3aMeJIIeTCs.
OCOOEHHOCTBIO JAHHOTO PEXUMa TaKXkKe SBISETCS TO, YTO €ClIM Ha KOMIIbIOTEpE NMPHUCYTCTBYIOT
3apakeHHbIe (Dallyibl, KOTOpblE HE MPOSBIAIOT aKTUBHOCTU U OOpallleHUs] K HUM HE MPOUCXOAMT,
OHHM OCTAIOTCSI HE3aMEUEHHBIMH.

B pestcume cxanepa antuBupyc nposepsieT Bce (aitipl B 3aqaHHON 001acTH (ONpeaeICHHBIN
KaTaJor, pas/iesl KECTKOr0 JMCKa WM BCE YCTPOWCTBA XpaHEHUS HH(DOPMAIUU) U <JICUUT»
(ynamnsier) 3apakeHHbIe, 1100 oroBemaeT o HUX. [IpoBepka BceX AaHHBIX MPU 3TOM MOXKET 3aHSATh

3HAYUTCIBHOC BpEMHI.
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Jliis moBbIIIeHUsT 6E30MaCHOCTH PEKOMEHIYETCs IPUMEHEHUE 000UX PEXKUMOB: IIOCTOSHHAs
paboTa aHTHUBUpYCa B PEeXKHME MOHHTOpPA U MEpPHOAMYECKas MPOBEPKa BCEX JAHHBIX C MOMOILBIO
CKAaHMPOBAHMSL.

B KOpnopaTHBHBIX CETSX 3alluTa OT BPENOHOCHBIX NPOrPAMM HE OTPaHMYMBACTCS JIMIIb
TPaIULIMOHHON YCTaHOBKOM CPEJICTB aHTMBUPYCHOW 3aILUTHl HA paOoune CTAHLUU 0JIb30BaTENeH,
a TpeOyeT KOMIUIEKCHOT'O MOX0/1a, 8 UMEHHO PACCMOTPEHHUE MOACUCTEMBI 3aIUThI KOPIIOPATHBHOM
uHbOpMaMM KaKk MHOTOYpOBHEBOH cucTembl. IlepBblii ypoBeHb BKIIOYaeT B ce0s cpeacTBa
3aIUTBI OT BPEJOHOCHBIX IIPOIPaMM, COBMECTUMBIE ¢ MEKCETEBBIM IKPAHOM, YCTaHABIMBACMOM Ha
CTBIKE C TIJIOOAJIBbHBIMU ceTsIMH. BTOpoll ypoBeHb — CpeiacTBa 3alllUThl, yCTAHABJIMBaeMble Ha
BHYTPEHHUX KOPIOPATUBHBIX CEpBEpax M cepBepax pabouux rpymn ((aioBBIX XpaHWIMIIAX,
cepBepax MPUJIOKEHUHN U T.1.). TpeTuil ypoBeHb — cpeicTBa aHTUBUPYCHOW 3aIUTHl HH(POPMAIINY,

YCTaHABJIMBACMBbIC HA pa6oqnx CTaHIIHAX HOHBSOB&TCJ’IGI‘/'I, B TOM YHUCJIC YAAJICHHBIX U MOOMIIbHBIX.

5.5 Kimaccupuxanus 3all{UIIIEHHOCTH CPEACTB AHTUBUPYCHOM 321U ThI HHGOPMaLu1

C 2012 roga @CTOK Poccum yrBepkIeHbl TpeOOBaHHS K CpPEACTBAM AaHTUBUPYCHOMN
3alUThl MH(GOPMaLUK, BKIIOYAIOIIME 001e TpeOoBaHHUs K CPECTBAM aHTUBUPYCHOM 3aIlUThI U
TpeOoBaHUsA K (yHKIMAM O€30MaCHOCTH CPEICTB aHTUBMPYCHOM 3amuThl. JlaHHble TpeOoBaHMS
MPUMEHSIOTCS K MPOrPaMMHBIM CpPEJCTBAM, HCIIOJIB3YEMBIM B LEISIX OOECIEYEeHHUS 3aIlUThI
(HekpunTOrpaMuUECKUMH METOJaMH) HWH(POPMALMU, COJAEpKaIlel CBEIEHHs, COCTaBIISIOIINE
rOCyJJapCTBEHHYIO TallHy, HHON MH(OpPMAIK ¢ OTPAaHUYEHHBIM JIOCTYTIOM.

Jnsa nuddepentmanun TpeOoBaHUNA K (QYHKIUSAM O€30MAaCHOCTH CpPEACTB aHTUBUPYCHOMN
3alIUTHl YCTAHOBIICHO 6 KJIACCOB 3aIIUTHI AaHTHBUPYCHBIX cpencTB. CaMblii HU3KH KIlacc — IMECTOMH,
camblil BBICOKHMI — niepBbIi. JlaHHas cucTeMa Kiaccu(uKaluy aHaJIorMyHa cucTeMaM OOHapyKeHHs

BTOP’KEHUH U NIPUBEJCHA Ha pHC. 5.2.
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Kunace nHGOpMaIrmoHHbIX Knacc 3amurer

HudpopmanuoHusie Yposenb

Truc cucreM ob1ero Cpe/ICTBA AHTHBUPYCHON
CHCTEMBI 3amuiensoctu [1n
OJTb30BaHHs 3aIUTHI
A A A A
4 N\ N\ N\ r A

K roCyJIapCTBEHHOI TaiiHe

N\

CRONONORORON,

O6pabarsiBaeTcst
nuHpOpMALHSI, CoepIKaIIas
CBCJICHHUS OTHCCCHHBIC K
rocyJapCTBEHHOI TaiiHe

N
OG6pabarsiBaercst HHpOpMALHS, HE
cojleprKallas CBe/ICHHs OTHECEHHbIE |::>

~

Puc. 5.2 — Kiacchl 3a1UTHI CpeACTB aHTUBUPYCHOM 3alIUTHI HHPOPMAITHH.

CpenctBa aHTUBUPYCHOW 3allUThI, COOTBETCTBYIOIIME 6 Kiaccy 3allluThbl, IPUMEHSIOTCS B
UCII/x 3 u 4 xiaccos.

CpencrBa aHTMBUPYCHOW 3alUTHI, COOTBETCTBYIOIIME 5 KJIacCy 3alllUThbl, IPUMEHSIOTCS B
HCII/Hx 2 knacca.

CpenctBa aHTUBUPYCHOW 3allIUTHI, COOTBETCTBYIOIIME 4 KJacCy 3alllUThl, IPUMEHSIIOTCS B
I'MC, B xotopbix oOpabarbiBaeTcss HH(POpPMAIUS OrPAaHMYEHHOTO JIOCTYNA, HE COJAEpIKarias
CBEICHMs, COCTaBJAOIKE rocynapcrBeHHyro TaiiHy, B MCII/IlH 1 xmacca, a Takxke B
MH(OPMALMOHHBIX cHcTeMax o01ero nonb3oBanus I kiacca.

CpencTBa aHTUBHPYCHOM 3alUThl, COOTBETCTBYyMOIME 3, 2 W 1 KiaccaM 3alllWTHI,
NPUMEHSIOTCS B HMH(QOPMAIMOHHBIX CHCTEMaX, B KOTOpPBIX oOpabarbiBaeTcsi WH(pOpMaLus,
coJieprKallasi CBEIEHHUs, COCTaBIISIIOIINE FOCYAAPCTBEHHYIO TaliHY.

Jeranu3anus TpeOoBaHUH K (QYHKIMAM O€30MAaCHOCTH CPEACTB aHTMBUPYCHOMW 3alUTHI, a
TAaK)X€ B3aUMOCBSI3U OSTUX TpeOOBAHMN TPUBEIACHBI JUIsI Ka)XJOro Kiacca W THIA CPEJICTB
AHTUBUPYCHOM 3amuThl B mpodmisx 3amuthl, yrBepkaeHHbIX DCTOK Poccunm B kauecTBe
METOJIMYECKUX JOKYMEHTOB.

CornacHo cnenu@ukanuy NpoQuiei 3auThl BEICTSIIOT CPEICTBA AaHTUBUPYCHOM 3aIUThHI
(KOMITOHEHTBI CPEJICTB aHTUBUPYCHOM 3alIIUTHI) CIEAYIOIIUX THUIIOB!

— mun A — CcpeacTBa  AQHTUBUPYCHOM  3alllUThl, IpEJHA3HAYCHHbIE IS

LHEHTPAIM30BAHHOTO aJMUHUCTPUPOBAHMS CPEACTBAMH AHTHUBUPYCHOM 3alIUTHI,
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YCTaHOBJICHHBIMM Ha KOMIIOHEHTaX HWHGOpPMAIMOHHBIX CHUCTEM (cepBepax,

ABTOMATU3UPOBAHHBIX Pa0OYMX MECTaxX);

— mun b — cpeAcTBa aHTUBUPYCHOM 3alUThI, MpeJHA3HAUYCHHbIE IJIs1 IPUMEHEHUs Ha
cepBepax HHPOPMAIIMOHHBIX CUCTEM;

— mun B — cpeIcTBa aHTUBUPYCHOM 3alllUTHI, MpeIHa3HAYCHHbIC SISl TPUMEHEHUS Ha
ABTOMATU3UPOBAHHBIX pa0OUnX MecTaX HH(POPMAIIMOHHBIX CHCTEM;

— mun [" — cpeJCcTBa aHTUBUPYCHOM 3aIUTHI, MpeIHA3HAYCHHbIC SISl TPUMEHEHUS Ha
ABTOHOMHBIX aBTOMAaTHU3UPOBAHHBIX pa0OUYUX MECTax.

CpenctBa aHTUBUPYCHOM 3aIIUTHI TUNIA A HE MPUMEHSIOTCA B HH(OOPMAIIMOHHBIX CUCTEMAax
CaMOCTOSITENIbHO U TpeIHA3HAYeHbl JI1 HUCIOJIb30BaHUS TOJIBKO COBMECTHO CO CpEICTBAMU
AHTUBHUPYCHOM 3aIIUTHI THIIOB b 1/mmu B.

Wnentuduxatops npoduieit 3aIUTHI IIPEJICTaBIISIFOTCS dopmare
«UT.CAB3.mun/xnacc.I3», tne UT — «undopmanmonnas texnosorus», CAB3 — «cpeactro
aHTUBUPYCHOMN 3amuthbl», [13 — «apoduns 3amuTe». Crnenudukanus npoduiei 3aliuThl CUCTEM

oOHapyKCHHsI BTOPIKSHUH JJTs KAKIOTO WX THIIA M KJlacca 3alluThl IpuBeaeHa B Tadmuie 5.1.

Tabnuma 5.1 — MUnentudukaropsl npoduiield 3alUThl CPECTB AHTUBUPYCHOMN 3aIIIUThHI

Tun Kiiace 3aurhl
cpeacTBa
AHTHBUPYCHOM 6 5 4 3 2 1

3aIUThI

THT «A» UT.CAB3.A6.113 | UT.CAB3.A5.113 | UT.CAB3.A4.113 | UT.CAB3.A3.113 | UT.CAB3.A2.113 | UT.CAB3.A1.I13
Tl «by» NT.CAB3.56.113 | UT.CAB3.55.113 | UT.CAB3.b4.113 | UT.CAB3.B3.113 | UT.CAB3.52.113 | UT.CAB3.b1.113
I «B» NT.CAB3.B6.113 | UT.CAB3.B5.113 | UT.CAB3.B4.113 | UT.CAB3.B3.113 | UT.CAB3.B2.113 | UT.CAB3.B1.I13
I «I'» UT.CAB3.I'6.113 | UT.CAB3.I'5.113 | UT.CAB3.I'4.113 | UT.CAB3.I'3.I13 | UT.CAB3.I'2.113 | UT.CAB3.I'1.I13

5.6 AHTHBHPYCHBIE IPOrPAMMBI H KOMILIEKCHI

[TpuBeneM mpuMepbl HEKOTOPBIX MOMYJISPHBIX CPEACTB AaHTUBUPYCHON 3aIUTHI.

Kasperskyl — KOMIUIEKCHOE IIPOrpaMMHOE CPEICTBO aHTUBUPYCHOM 3alUTHl MH(POpMAIUH,
paszpaboranHoe MexayHapoaHou kommanuen AO «Jlaboparopusi Kacnepckoro», BKItOUaroIiee B
ce0s MHOTOYHMCIIEHHBIE pELIeHHs JUIs 3alluThl KaK OTAENbHBIX IOJb30BaTeNed, Tak U
KOPIIOPAaTUBHBIX CeTel 000ro Macimradba, B TOM YMCIe 3allUThl KOHEUHbIX ycTpoiicTB (Endpoint

Protection) — Kaspersky Endpoint Security. Kaspersky Endpoint Security mms Windows

! www.kaspersky.ru
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cootBercTByeT TpeboBanusiM @CTOK k cpencTtBam aHTUBUpPYCHOM 3amuThl Tuna b, B, I' BToporo
kiacca 3amutsl (UT.CAB3.B2.113, UT.CAB3.B2.113, UT.CAB3.12.113).
ObecnieunBaeT MHOTOYPOBHEBYIO 3aIIUTY KOMIIBIOTEPOB W HOYTOYKOB IOl yIIpaBlICHHUEM

Windows B JIOKaJIbHOM CETH OpPTaHU3aIluU MTOCPEICTBOM:

MIPOAKTUBHON OOPHOBI C yrpo3aMu, BKJIIOYAIOUICH OOHapy)keHue M OJOKMpOBaHUE
BPEIOHOCHOTO MPOrPaMMHOT0 OOECIHEeUeHHUs, aHalu3a IOBEIEHUS MPOrPaMM,
KOHTPOJISI TPWIOKEHUH U CETeBOM AaKTUBHOCTM HA OCHOBE IIEPCOHAIBLHOIO
MEXXCETEBOI0 IKpaHa U CUCTEMBI IPEJOTBPAILCHUS BTOPKEHU;

— KOHTPOJIS MPOrPaMM C MOMOIIBIO TUHAMUYECKUX OENbIX CIHCKOB M OTPaHHYCHHS

npaB AOCTyIa MPOrpaMM K BEIOpaHHBIM (aiijiaM U pecypcam;

— BEO-KOHTpOJIA JOCTyMa K pecypcam cetu HTepHeT;

— KOHTPOJISl BHEIIHUX YCTPOUCTB.

NHCTpYMEHT UEHTPAIM30BAHHOTO YNPABJIEHUS 3AIMUTON B JOKAJIBHOW CETH OPraHU3aLUU
MO3BOJISIET y/IaJC€HHO YCTaHABIMBAaTh AHTUBUPYCHOE pElIeHHE Ha padoure CTaHIMH, BBIMOJIHATH
HACTPOMKY TMapamMeTpoB 3allUThl JJIs KOMIIBIOTEPOB CETH, YIPABIATH OOHOBIICHUSMU
MIPOrPaMMHOT0 OOeCTIieueHusl U aHTUBUPYCHBIX 0a3, KOHTPOIUPOBATH CTATYC 3aIUTHI.

Pacimpennsie makerst Kaspersky Endpoint Security Takke oOnagaroT TeXHOJIOTHEH
nonHoro mmdposanus aucka (FDE) m mmdposanus ¢aiinos (FLE) nns 6e3onacHoil mepenaun
JTaHHBIX, U 00ecreunBarOT (GYHKIMH YIPaBICHUS U KOHTPOJS IJI1 BCEX TUIIOB KOHEYHBIX TOUYEK —
KaK BUPTYaJbHBIX, TaK U (PU3UIECKUX.

B mMHOTOYMCIEHHYIO JIMHEHKY TIPOIYKTOB OT «Jlaboparopuu Kacmepckoro» Takxke BXOAUT
MHOYECTBO CPEJICTB 3alllMTHI JJIS OTJACIBHBIX MOJIb30BaTenel, Hanpumep, Kaspersky Anti-Virus,
Kaspersky Internet Security, Kaspersky Total Security u 1.71.

Dr.Web' — ceMelicTBO CpeICTB aHTHBHPYCHOM 3allHThl MH(POPMALHH, pa3paGaThiBAEMOE
poccuiickoii komnanueit OOO «Jloktop Beb», Bkiouaroliee NporpaMMHbIE U IMPOTPAMMHO-
anmapaTHble pELIeHUs, a TaKXe pelleHne s olecnedeHus Oe30MacHOCTH BCEX  Y3JI0B
kopriopatuBHo#t cetu — Dr.Web Enterprise Security Suite. Dr.Web Enterprise Security Suite
coorBercTBYeT TpeboBanusM PCTOK k cpeactBam aHTtMBHpYycHOW 3ammtel THna A, b, B, T’
BTOPOTO Kjacca 3aIIUTHI (UT.CAB3.A2.113, HUT.CAB3.B2.113, HUT.CAB3.B2.113,
NT.CAB3.I'2.113).

Dr.Web Enterprise Security Suite mnpeactaBiseT co00i KOMILIEKC KOPIMOPATUBHOM

L[CHTpaJlI/I3OBaHHOI>'I 3aluTel. B cocTaB KOMILIEKCa BXOJUT: LHCHTPp yHOpaBJICHUA, Be0O-KOHCOJIb JJIsL

L www.drweb.ru
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KOHTpPOJsI pabOThl BCEX CEPBHUCOB C JIIOOOr0 KOMITbIOTEpA, MOOWJIBHBIA LIEHTP YIpPaBICHUS IS
KOHTPOJISI COCTOSIHUSI 0€30MacHOCTU CETH C TMOMOIIbI0 MOOHMJIBHOIO YCTPOHCTBA, aHTUBUPYCHBIN
cepBep, 00ecneunBaIONIMNA IEHTPATH30BaHHOE YIIPABJICHUE 3aIIUTON CETH, aHTUBUPYCHBIE areHTHI,
yCTaHABIIMBAaE€MbIE HA 3alllMIIAeMbIE€ KOMIIbIOTEPHI, CEPBEPHI 1 MOOMIIbHBIE YCTPOMCTBA.

Takxe K CpeacTBaM KOPIOPATHBHOM 3allUThl OTHOCHUTCA IPOTPAMMHO-ANNapaTHOE
cpeactBo Dr.Web Office Shield, mnpencrasnsiomee coboit w03 gocryna B HHTepHer,
MO3BOJISIOMIMK OPraHU30BaTh LEHTPAIN3OBAHHYIO AHTHBHPYCHYIO 3alIUTY pabO4YMX CTaHIUH U
(aiinoBeix cepepoB Windows, HOYTOBOTO U HHTEPHET-TpaduKa.

B nuneiiky Dr.Web Taxke BXOAHMT psiJi CPEICTB 3aIMUTHI JJIA OTACIBHBIX IOJIb30BaTEeH
(Dr.Web Security Space, Autusupyc Dr.Web, Dr.Web Katana). CpeacrBa aHTUBUPYCHOM 3alllUThI
BKJIIOYAIOT B €05l TEXHOJIOTUU CUTHATYPHOH M MPOAKTUBHOMN 3alIUTHI OT BPEAOHOCHBIX MPOTPAMM.
Dr.Web Security Space momMuMo aHTHBHpYyCa MEKCETEBOTO 3KpaHa MMEET B CBOEM COCTaBE Psl
JIpyTrux KOMIOHEHTOB, B ToM uucie «Kpunrorpad Atlansys Bastiony», o0namaromuii TeXHOJIOTHEH
mmdpoBanus ¢ npuMeHeHrneM u3BecTHIX anroputMoB ('OCT 28147-89, AES, Blowfish u 1.1.) n
rapaHTHPOBAHHOTO yIAAJICHHsI YCTAPEBIINX JAHHBIX.

ESET NOD32'! -  kommiekcHoe aHTHUBUPYCHOE  peIlleHue, pa3padaTbiBaeMoe
MexayHapoaHoi kommnanueit ESET. Meer B coctaBe muHEHKU MPOIYKTOB CepTU(HUIIUPOBAHHBIM
®CTIK Poccum mnporpammubiii  komiuieke ESET NOD32 Secure Enterprise  Pack,
COOTBETCTBYIOIIMN TpeOOBaHMsI K CpEACTBaM aHTUBUpYCHOH 3amuthl Tuna A, b, B, I uerBeproro
kiacca 3amuthl (MT.CAB3.A4.113, UT.CAB3.54.113, U'T.CAB3.B4.113, UT.CAB3.I'4.113).

KommnekcHoe pemenue ESET NOD32 Secure Enterprise Pack Bkmouaer B cebs
komnoneHTbl: ESET Endpoint Antivirus mist 3amutel padounx crannuii, ESET File Security s
Microsoft Windows Server mns 3amuths! daitmoeix cepsepoB, ESET Mail Security gns Microsoft
Exchange Server gnst 3ammrel  moutoBbix cepBepoB, ESET Remote Administrator,
obecreynBarolee EeHTPATU30BaHHOE YIIPABICHHE.

AHTHBHpYCHAs 3alIuTa 0OECIIEYMBACTCS METOAAMHU MPOBEPKH PEMyTalUy MPUIOKESHUN 10
UX 3ammycKa Ha 0a3e 00JavyHON TEXHOJIOTHH, OLIEHKH W KOHTPOJIE BCEX MPUIIOKEHHUN M TPOLIECCOB C
MOMOIIIBIO TTOBEJICHUYECKOT0 aHalM3a U PENyTallMOHHOW 3SBPUCTUKH, KOHTPOJIE IEIOCTHOCTH
NPOIIMBKM M OOHapyXXEHHs TONBITOK MOAW(DUKALMN, TECOYHMIBI Ha OCHOBE TEXHOJIOTUMH

MaITUHHOTO 00YJYCHHUSI.

L www.esetnod32.ru
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Symantec Endpoint Protection! — komrmiexkcHoe cpeacTBO 3amuThl MHQOPMALMH UL
CEpBEpOB, MEPEHOCHBIX M HACTOJIBHBIX KOMITLIOTEPOB, pa3paboTaHHOE aMEPUKAHCKOW KOMITaHUEH
Broadcom Inc., obecreunBaromiee MOMHUMO 3aIIUMTBl OT BPEIOHOCHBIX TMporpamMm (Symantec
AntiVirus), Ttaxke (YHKIIMH MEXKCETEBOTO0 SKPaHUPOBAHUS, OOHAPYKEHUS U IMPEIOTBPAIICHUS
BropkeHuil. CooTBeTcTBYeT TpeboBaHusaM @CTOK k cucTtemaM aHTUBUPYCHOM 3amuThl THHA A, b,
B, I' mecroro xknacca 3ammtel (UT.CAB3.A6.113, UT.CAB3.b6.113, UT.CAB3.B6.I13,
NT.CAB3.I'6.113).

Symantec Endpoint Protection mcmonssyer Insight, peanu3yroiryto mpoBepKy CUTHATYP H
MPOAKTUBHBIE METOJbI 3aIIUTHI CO CHIKEHUEM 3aTpaT pecypcoB Ha CKaHUpOBaHUeE, Ojaroaaps
NpeIBapUTENILHON  copTUpoBKe  (aimoB. ObecneunmBaeT IEHTPATU30BAHHOE  YIPABJICHHE
0€30MacHOCThIO B PU3NYCCKUX U BUPTYAITBHBIX KOHEYHBIX CHCTEMAaX.

McAfee? — AHTUBUPYCHOE TMPOTpaMMHOro oOecredyeHue, H3HAYajIbHO pa3padoTaHHOe
nojipasjejeHueM amepukanckoi kommanuu «Intel Security», Briogaroiiee psif perieHUi st
3aIUTHI PA3HOOOPA3HBIX BPEIOHOCHBIX MPOrPaMM JIJIsi KOMITBIOTEPOB U MOOWMIIBHBIX yCTPOHCTB. B
COCTaBe JIMHEWKM MHOTOUYMCIEHHOM MporpaMMHbIX MpoayktoB McAfee wumerorcs panee
ceprudpuimpoBannbie  PCTOK Poccum mporpammubsie npoaykTtel: McAfee Web Gateway,
COOTBETCTBYIOIIMN TpPeOOBaHUAM K CpEACTBaM aHTHUBUPYCHOW 3ammThl Tuna b u I' mecroBoro
kinacca 3amutel (MUT.CAB3.B6.I13, UT.CAB3.I'6.I13), u McAfee Advanced Threat Defence,
COOTBETCTBYIOIIUK TPeOOBaHUSAM K CPEJICTBAM aHTUBHUPYCHOW 3alMThl THMAa b msATOro KIitacca
samutel (UT.CAB3.B5.113).

McAfee Web Gateway mpezacraBnseT coboii Oe30macHbIi BeO-1LTI03, 00eCTeUnBarOIIUN
3alIUTY OT HHTEPHET-YTIPO3 TOCPECTBOM JIOKAIBHOTO aHAIN3a HaMEPEHU 1 00JIauHON 3alIUTHl Ha
ocHoBe TexHosoruit McAfee Labs. Ilpeanaraercs B Bujie pa3HbIX MOJIENEN annapaTHbIX YCTPOICTB
U B BHJIE BUPTYalbHOI MalIMHbl ¢ noaaepxxkoit VMware u Microsoft Hyper-V.

McAfee Advanced Threat Defence coBmernaer B cebe aBTOMaTHYeCKHE aHaTUTHUECKUE
MOJTIYJIH, TaKHe KaK CPEJICTBA aHAJIN3a AHTUBHPYCHBIX CUTHATYD, PEIYTAIlUU U IMYIISIIIAH B PEKUME
peaTbHOTO BpeMEHH ¢ (DYHKITUSMU JHHAMUYECKOTO aHaN3a MOCPEACTBOM NecOuHUITsl. KoHeuHas
MPOBEpKa Ha HAJMYHE BPEJOHOCHBIX MPU3HAKOB MPOBOJUTCS C MOMOIIBI0 METOJOB MAIIMHHOTO

oOyueHus Ha 6a3e rIyOOKOW HEHPOHHOM CeTH.

L www.broadcom.com
2 www.mcafee.com
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Comodo® — komruiekcHoe AHTUBHUPYCHOE TIpOorpaMMHOE oOecredeHue, pa3padaTbiBaeMoe
amepukaHckoi kommanuerr «Comodo Group, Inc.», umeromiee MIMPOKYIO MPOIYKTOBYIO JTHHEHKY
KaK Ui JOMAIIIHETO, TaK ¥ KOPIIOPATUBHOT'O UCIIOJIb30BAHHUS.

Antusupyc Comodo BkirO4aeT B ce0st aHTUBUPYCHBIH MOHUTOP M CKaHep, pabOTaroIIUi 110
HECKOJIbKUM  CIleHapusM. B ero (QyHKuMOHanm BXOAST CHUTHAaTYpHblE W MPOAKTUBHbBIE
MHTEIJUICKTYyaJbHbIE MEXAaHHU3Mbl 3alIUThl — I[OBEJCHUECKUI aHalM3, IEeCOYHHIA, OOJIauHbIe
TEXHOJIOTUH, TO3BOJIIOUINE MPOBEpsITh pemyranuto (ainos. B kommuiekce Comodo Internet
Security Hapsiay ¢ aHTUBHPYCOM JJIsl 3alIUTHl OT CETEBBIX aTaK MpeJylaracTcsl MEKCETEBOM KpaH.
st xopnopatuBHOW 3ammThl — Comodo Endpoint Security Manager, umeromuid eIuHyIO
[EHTPAIM30BAaHHYIO KOHCOJIb JUIS YIPABJICHUS KaK JIOKAJbHBIMHU, TaK M YAAJCHHBIMH KOHEYHBIMU
TOYKaAMHU.

Jpyrumu mpuMepamMul MOMYJSIPHBIX aHTHUBUPYCHBIX KOMIUJIEKCOB MOTYT CIYXHTh: Avast,
AVG AntiVirus, Avira, Norton AntiVirus, BitDefender, Microsoft Security Essentials, Panda,
360 Total Security u mp.

1 www.comodo.com
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3AK/IIOYEHUE

3amuTta uHGOpPMAMKM TPEACTABISIET COOOW MPHHITHE MPABOBBIX, OPraHU3AIMOHHBIX U
MPOrPaMMHO-TEXHUYECKHX Mep, 00CCIeUnBAIONUX €€ COXPAaHHOCTh OT HECAHKIMOHUPOBAHHOTO
JOCTyNa, YHUYTOXEHHsS, MoauduuupoBanusi, OJOKUPOBaHUSA, KONHUPOBAHHUS U  JIPYIHX
HEMPABOMEPHBIX JICUCTBHIA.

OCHOBOW CHCTEMBI 3allUTHl KOMIBIOTEPHONH WHGOPMAIUU SBISIOTCA IPOTPAMMHEIE,
anmapaTHble WM MPOTPAMMHO-ANIAapaTHBIE CPEICTBA, KOTOpPbIe B OOJNBIIMHCTBE CIy4acB
o0ecrieunBalOT 0€30MacHOCTh HMH(OpPMAlMK, JOCTYN K KOTOpPOM OrpaHMYeH Ha OCHOBAaHUU
TpeOOBaHUI 3aKOHA, HAlpUMEp, COCTABJISIONICH TOCYIapCTBEHHYIO MU KOMMEpPYECKYI0 TailHy,
MepCOHANIbHBIE JlaHHble W Jp. l[lpaBuna uX UCHONB30BAaHUSA TMOJHOCTHIO WM YaCTUYHO
periIaMeHTHpYIOTCsS Ha ypoBHE rocynapctBa. Craryc oxpaHseMoil HH(OpMAaIMM ONpeAesseTcs
3akoHaMu (Hampumep, PenepanbHbIM 3aK0OHOM «O MEpPCOHANBHBIX JAHHBIX)»), a MpaBUia BeIOOpa
[IPOrpaMMHO-aNMNapaTHbIX CPEJACTB — HOPMAaTUBHbIMU akTaMu U pekoMmeHpauusmu OCTIK
Poccuiickoit ®enepanuu.

B mHacrosmiee Bpemsi Ha PBIHKE CHCTEM HH(POPMAIIMOHHON OC30MaCHOCTH TPEICTABJICH
IIUPOKUN CIEKTP CPEICTB pa3rpaHUdYeHHs] [AOCTyMNa, HUACHTHUPHUKAIMM U ayTeHTU(UKALIUH,
Kkpunrtorpadguueckoii u cereBoil 3amuTbl uHPOpMmanmu. Paspaborunku C3U  mocTosiHHO
COBEPIICHCTBYIOT CBOM NPOAYKTHI, pacIIMpsii WX HOMEHKIATypy W TpHAaBas MM Bce OOJIbIIe
(O YHKITMOHATILHBIX BO3MOYKHOCTEH.

[TockonpKy MOTEHUHUATbHBIE YTPO3bl 0E€30MaCHOCTH HH(OpPMAIMKM BeCbMa MHOTOOOpa3HBI,
[eMH 3alUThl UHOOPMALMU MOTYT OBITH JOCTHTHYTHI TOJNBKO ITYTEM CO3JaHHSI KOMIUIEKCHOMN
CUCTEMBI 3aIllUThl MH(POPMALMH, TIOJ KOTOPON MOHHMMAETCS COBOKYIMHOCTh METOJOB U CPEJCTB,
OOBETMHEHHBIX  E€AWHBIM  IICJICBBIM  HA3HAUYEHHEM U  OOECHEYHMBAIONIUX  HEOOXOIUMYIO
3¢ (HeKTUBHOCTh 3alIUTHI MH(OPMALIUKA B aBTOMAaTU3WPOBAHHON HMH(OpMannoHHON cucteme. [Ipu
3TOM s Oo0ecleueHUs] MaKCHUMalbHO JOCTHKHMOTO YPOBHSI 0O€30MacHOCTH, HEOOXOIMMO

OCYHICCTBJIATH MOCTOSHHBIN KOHTPOJIb (1)YHKIII/IOHI/IpOBaHI/I$[ MEXaHMu3Ma 3aliuThI.

186



10.

11.

BUBJIHOTPA®UYECKH CITUCOK
ABe3zoBa S1.0. Bompocbl oOecrieueHHsl JOBEpEeHHON 3arpy3kd B (HU3UYECKUX H
BUpTyalbHBIX cpenax / $1.0. ABesoBa, A.A. ®agun // Bomnpockl kubGepOe30macHOCTH. —
2016. — Ne1(14). — C. 24-30.
Acraiikun A.M. Metoasl u cpenctBa oOecriedeHUs MPOrpaMMHO-AIAPAaTHON 3alluThI
uHpopManuu: HaydyHO-TexHHuYeckoe m3manue / AWM. Acraiikun, A.Il. Maprteos, J1.b.
HuxkonaeB, B.H. ®omuenko. — CapoB: Poccuiickuii (enepaibHblii SAEpHBIA LEHTP —
BHUUDD, 2015. — 224 c.
bacanosa I'.B. OcHoBsl kpuntorpaduu. — M.: HOY «MuTynT», 2016. — 282 c.
Bapnaras C.K. Ilporpammuo-anmaparHas 3amura uHpopmamun: yued. mocodue / C.K.
Bapnaras, M.B. [llaxanoBa. — Bnagusoctok: U3a-so ABI'TY, 2007. — 318 c.
Beperennuko A. Knaccuduxamus cpencts 3amuthl uHGopmammu ot @CTIK u OCh

Poccuu. — URL: https://www.anti-malware.ru/analytics/Market Analysis/infosecurity-

systems-classification-fsb-fstek (mara oopamenus: 11.05.2020).
I'OCT P UCO/MDK 27033-1-2011 «Hudpopmammonnas texuonorus (WUT). Mertoasl u

cpeacTtBa obecriedeHust Oe3zomacHoctu. be3omacHocts cereil. Yacte 1. O630p u
KoHuenuny (yrBepxkaeH u BBeaeH B jaeiictBue [Ipukasom denepalbHOr0 areHTCTBA IO
TEXHUUYECKOMY PEryJIMpoBaHUIO U MeTposoruu oT 1 gexadps 2011 r. Ne 683-cT).

I'OCT P HCO/TO 13569-2007 «®DuHaHCcOBBIE YyCayrn. PexkomeHmanuu 1o
uHPOpPMALMOHHON Oe3omacHocTH» (YyTBEp)KIEH U BBeleH B JeiictBue [Ipukazom
@denepalIbHOTO areHTCTBA IO TEXHUYECKOMY PETYJIMPOBAHHUIO U METpOJorHu oT 27
nekadps 2007 r. Ne 514-cT).

I'OCT P 51275-2006 «3ammra uHpopMmanuu. OO0bekT uHpopmaruzauuu. DakTopsl,
BO3/eHcTBYtONMEe Ha HH(popMaruio. OOmue mnosoxeHus» (YTBEpX AE€H M BBEJIEH B
neiicteue Ilpukazom PenepaabHOro areHTCTBa MO TEXHUYECKOMY PEryJIMPOBAaHUIO U
Metposiorun ot 27 nexadps 2006 r. Ne 374-cT).

I'OCT P 57429-2017 «CyneOHas KOMIbIOTEPHO-TEXHUYECKasl AKCIepTu3a. TepMUHBI U
omnpeneneHus» (yTBep:KaeH U BBeeH B aelicTBue [Ipukazom denepaibHOrO areHTCTBA MO
TEXHUYIECKOMY PETyJIMPOBaHHIO U MeTposioruu ot 28 mapra 2017 r. Ne 198-ct).

I'pomon 10.1O. IIporpammHo-anmapaTHbie CpeCTBA 3aMIUTHl HHPOPMAIIMOHHBIX CHCTEM:
yaebnoe mocobue / FO.1O. I'pomos, Usanosa O.I'., K.B. Crapoxy6os, A.A. KagsikoB. —
Tam60B: TamOoBCKHil rocynapcTBeHHbIN TexHuueckniit yausepcuret, 9bC ACB, 2017. —
193 c.

Hyxan E.U. IIporpammHO-anmnapaTHble CpPeICTBA 3alIUThl KOMIbIOTEPHON HHGMOpMALINU.
10/


https://www.anti-malware.ru/analytics/Market_Analysis/infosecurity-systems-classification-fsb-fstek
https://www.anti-malware.ru/analytics/Market_Analysis/infosecurity-systems-classification-fsb-fstek

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

[TpakTuueckuii kypc: yueobnoe nmocooue / E.W. lyxan, H.U. Cunanckuii, JI.A. XOpbKOB. —
ExatepunOypr: YpI'Y, 2008. — 240 c.

Kpunrorpaduueckas 3amura wapopmarnuu: yued. mocodbue / C.O. Kpamapos, O.I1O.
MutsicoBa, C.B. CokonoB [u np.]; mox pea. mpod. C.O. Kpamapora. — M.: PUOP :
NHOPA-M, 2018. — 321 c.

Jlanonnna O.P. MexcereBoe 3kpaHupoBaHue: ydeOHoe mocobue / O.P. JlamonuwnHa. —
Mocksa, CapartoB: Untepuer-YHausepcurer Mudopmanumonnsix Texunonoruit (MHTYUT),
ByzoBckoe o6pazoBanue, 2017. — 344 c.

Mactox M.U. HC/I: Teopus u npakTuka : HayuyHoe u3aanue / M.M. Mactok // Crienr. TexH.
—2003. — Ne3. — C. 60-63.

HectepoB C.A. OcnoBbel uH(}pOpMarmonHoi Oe3omacHocTH: y4yeOHoe mocodme / C.A.
HectepoB — CII6: Cankrt-IlerepOyprckuii  monurexHuueckuid  yHuBepcureT Ilerpa
Benuxoro, 2014. — 322 c.

[Tnatonor B.B. IIporpammuo-anmapaTHbie CpeIcTBa 3aIIUTH HHPOPMALIUU: YICOHUK IS
CTYI. yUpexkaeHWi Bbicml. Tipod. obOpasoanus / B.B. IlmatonoB. — M.: U3narenbckuit
neHTp «Akagemusi», 2013. — 336 c.

Pexomenmanmum mo crammapru3anuu P 1323565.1.012-2017  «MHpopManmoHHas
texHonorusi. Kpunrorpapuueckas 3ammra wuHpopmanuu. [IpuHmmmsr pa3paboTku u
MOJICpHU3AIUH U POBATGHBIX (KPUNITOrpahUIECKUX) CPEICTB 3aLIUTHl MHPOPMALIUN
(yrBepkneHsl U BBeAeHbl B geiictBue llpukazom DenepanbHOro areHTCTBa IO
TEXHUUYECKOMY PETYIMPOBAHUIO U METPOJOTuH OT 22 nekadpst 2017 r. Ne 2068-cT).
Pexomennaruu no crangaptuzamuu P 50.1.053-2005 «MHpOpMAIIMOHHBIE TEXHOJIOTHH.
OcHOBHBIE TEpPMUHBI U OINpeAeNeHUuss B 00JacTH TEXHUYECKOM 3alluThl MHMOpPMALUN»
(yrBepknmeHsl u BBeaeHbl B geiictBue [lpukazom DenepanbHOro areHTCTBa IO
TEXHUUYECKOMY PEeTyIUPOBaHUIO U MeTposoruu ot 6 anpens 2005 r. Ne 77-cT).
Pexomenpmamun mo  crapmaptuzaumun P 50.1.056-2005 «TexHuueckass 3ammra
uH(popmanuu. OCHOBHbBIE TEPMUHBI U ONIpeIeeHUs» (YTBEPKIEHBI U BBEICHHI B J€iCTBHE
[Ipukazom @enepaabHOTO areHTCTBA MO TEXHUUECKOMY PETYIMPOBAHUIO U METPOJIOTHH OT
29 nexabps 2005 r. Ne 479-cT).

Pomanenr 1O.B. 3ammra mHpopmanuu B KOMIOBIOTEpHBIX cucrtemax u cersix / FO.B.
Pomanern, I1.A. Tumodees, B.®. Illansrun; nmox pen. B.®. lllaneruna. — M.: Pagno u
cBs3b, 2001. — 376 c.

PykoBoasuit JOKYMEHT «ABTOMaTU3UPOBAHHBIE CUCTEMBI. 3amura oT

HECaHKITMOHHPOBAHHOTO JocTyna K nHpopmanuu. Knaccudukarus aBToMaTH3upOBAHHBIX
150



22.

23.

24,

25.

26.

27.

28.

29.

CUCTEM M TpeOOBaHHUS MO0 3amuTe UHPOpManuu». YTBEPKACHO PELICHUEM Mpeice1aTes
I'ocynapcTtBenHoM TexHHUYeckor komuccuu mpu Ilpesunenre Poccuniickoir @enepannuu ot
30 mapta 1992 1.

PykoBoasmuii JOKyMeHT «3aliuTa 0T HECAHKIIMOHHPOBAHHOIO JOCTYIa K MH(OpMaIUU.
Tepmunbl U onpeneneHus». YTBEPKIACHO pELICHUEM Mpeacenarens locTtexkomuccuu
Poccum ot 30 mapra 1992 r.

PykoBomsiuii TOKyMEeHT «3amuTa OT HECaHKIIMOHHMPOBAHHOTO JOCTYyNa K MH(OpMaIuu
Yacts 1. [Iporpammuoe obecriedenue cpeacTs 3amuThl nHbopManuu. Kinaccudukanus no
YPOBHIO KOHTPOJISI OTCYTCTBHSI HEIEKJIAPUPOBAHHBIX BO3MOXKHOCTEW». YTBEPKIACHO
peuieHreM mpexacenarens ['ocynapcTBEHHOM TexHUYECKOW komuccuu npu Ilpesunenre
Poccuiickoit deneparuu ot 4 utonst 1999 r. N 114.

PykoBomsmmii  nokymeHT «CpenctBa  BBIYMCIMTEIBHOM  TEXHUKHM. 3amura  OT
HECaHKIMOHUPOBAHHOTO JocTyna K wuHpopmanuu. llokasaTenu 3amuIeHHOCTH OT
HECAaHKIIMOHMPOBAHHOTO  JOCTyma K  WHPOpPManuu».  YTBEPKACHO  pelIeHHEM
npeacenarens ['ocymapcTBeHHOW TexHUYeCKOM komuccun npu llpesunente Poccuiickoin
®enepanuu ot 30 mapta 1992 1.

PykoBogsmuii jokymeHT «CpencTBa BBIUMCIUTENBHOM TEXHHKU. MeEXKCeTeBble 3KPaHBbI.
3ammTa OT HECAaHKIIMOHUPOBAHHOTO JOCTyMA K HHpopManuu. Ilokazarenu 3auieHHoCT!
OT HECAaHKIMOHHPOBAHHOIO JOCTyna K HHGpOpMauuu». YTBEPKIACHO pELICHUEM
npeacenarens ['ocynapcTBeHHOM TexHuueckod komuccuu npu I[lpesunente Poccuiickoi
®epnepaunn ot 25 uronsa 1997 r.

CanponoBa O. Attectanusi 00beKTOB HHGOPMATU3AIUK TI0 TPEOOBaHUSIM 0€30MaCHOCTH
uH(pOpMaLIUH. Knaccugukanus aBTOMAaTU3MPOBAHHON CUCTEMBI. — URL:
https://www.intuit.ru/studies/courses/3648/890/lecture/32381 (mata oOpareHus:
29.05.2020).

®denepanpHas cayk0a MO TEXHUYECKOMY M AKCIOPTHOMY KoHTpousto. Mubopmanmonnoe

coobmenne «O0 yrtBepkaeHUH TpeboBaHMI K CpeAcTBaM JOBEPEHHOM 3arpy3ku» OT 6
despanst 2014 1. Ne 240/24/405.

Yro Takoe TposHCKas mporpamma? — URL: https://www.kaspersky.ru/resource-

center/threats/trojans (mata oopamierus: 15.05.2020).

Uro Takoe KOMIBIOTEpHBII BHpyc UM  KoMmmbloTepHblii  uepBb? —  URL:
https://www.kaspersky.ru/resource-center/threats/viruses-worms (mata  oOparueHus:
15.05.2020).

189


https://www.intuit.ru/studies/courses/3648/890/lecture/32381
https://www.kaspersky.ru/resource-center/threats/trojans
https://www.kaspersky.ru/resource-center/threats/trojans
https://www.kaspersky.ru/resource-center/threats/viruses-worms

30.

31.

32.

33.

34.

[[TabanoB WM. OO630p cepTUOUIMPOBAHHBIX CPEJACTB 3alIUThl  HUHGOPMAIIUH  OT

HecaHknuonupoBannoro gocryna (C3UM  or HCJ). - URL: https://www.anti-

malware.ru/analytics/Market _Analysis/certified-unauthorized-access-security (mara
obpamenus: 02.06.2020)

[Mapprua B.®. 3ammra uHbOpManud B KOMIBIOTEPHBIX cuUcTeMax u cerax / B.O.
lansrun. — M.: JIMK Ilpecc, 2012, — 592 c.

Hlansrun B.®. 3ammura koMnbsiotepHoi nHpopmanuu. D eKTuBHBIE METOBI U CPEACTBA
/ B.®. lausrun. — M.: JIMK Ilpecc, 2010. — 544 c.

[Mauerun B.®. KomiutekcHas 3amura nHOpMaIMK B KOPIOPATUBHBIX cucremax / B.®.
[Manbrun. — M.: UJI «®OPYM»: UTHOPA-M, 2010. — 592 c.

[lleBuenko A. TexHomoruu oOHapyXeHHs BpeIOHOCHOTO Koma. Jpomrorus. — URL:

https://securelist.ru/tehnologii-obnaruzheniya-vredonosnogo/1073/  (mata  oOpaiueHus:
26.05.2020).

190


https://www.anti-malware.ru/analytics/Market_Analysis/certified-unauthorized-access-security
https://www.anti-malware.ru/analytics/Market_Analysis/certified-unauthorized-access-security
https://securelist.ru/tehnologii-obnaruzheniya-vredonosnogo/1073/

